










21 
 

 

 

 

 

 

Chapter One: Theoretical Framework 

 

1.0 Introduction to Chapter  

This chapter addresses the theoretical framework utilized to answer the fundamental 

question and explain the central argument. It discusses contesting theories, namely Power 

Transition Theory and Classical Deterrence, for comparative purposes, and elaborates on the 

former since PTT is the main theory upon which the analysis is based. Comparing them will help 

to demonstrate how the two theoretical approaches differ in their clarification of conditions for 

peace and conflict in the international order, and why Power Transition Theory is relevant to the 

discussion of cyber deterrence and cyberwar. The main objective of the chapter is to indicate how 

PTT can provide a better perspective or approach to understanding whether cyber deterrence can 

be effective in precluding cyberwar between the United States and China.  

 

1.1 Power Transition Theory 

This study analyzes the efficacy of cyber deterrence against cyberwar between the U.S. 

and China using Power Transition Theory (PTT). In his piece World Politics in 1958, A.F.K. 

Organski initially deveoped the theory. In 1980, PTT was “redefined” and emprically validated by 

Jack Kugler and Organski in The War Ledger (Lee, 2015, p. 267).  Power Transition Theory is 

defined as a “dynamic” theory because it is applicable to international politics across time; it 

systematically offers accounts of and baselines for how world politics should be explored. Not 

only is PTT prescriptive, but it is also a descriptive theory. It describes “the hierarchical 
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relationships among power, satisfaction, and the choice of peace and conflict” and lays out the 

properties of the international structure. However, central to the theory is its explication of the 

critical dynamics in the international structure that play determining roles in when, how, and why 

war transpires (Tammen et al., 2000, pp. 5-6), thereby lending it to a “probabilistic theory of world 

politics” (Tammen, 2008, p. 318). Additionally, the theory also helps gain an empirical 

understanding of the “costs, intensity, duration, and consequences of war” and gives guidance in 

managing conflict arising in the international system (Tammen et al., 2000, p. 6). 

Power Transition Theory posits that there is a hierarchical structure in the international 

order. One nation (the dominant power) sits at the peak of the hierarchy (usually the winner of the 

last major power war), and other nations are beneath the dominant one. Each nation has its place 

in the hierarchy commensurate with its relative power (Organski, 1968, p. 364; Rauch, 2016). That 

is, this hierarchical structure represents the relative diffusion of power among nations. Implicit in 

the argument is that nations instinctively recognize the uneven distribution of power and influence, 

as well as shifts in the relative power of nations within the hierarchical order (Tammen, 2008, p. 

319). 

Placing the United States at the hierarchical top of the international system, PTT defines 

the U.S. as the “dominant power.”  The dominant power is the nation exerting significant control 

over the international system. According to the theory, the nation that sets up the system reaps the 

most benefits from sustaining the status quo (Organski, 1968, pp. 364-370). The U.S. is the 

dominant power “by the virtue of the common recognition of its prominent position in world 

politics” (Tammen, 2008. p. 319). It should be noted that despite being by far the most powerful 

nation, the United States prefers to exert its influence upon other nations through cooperative 

actions rather than through the sheer use of force (Tammen, 2008, p. 318). 
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An essential part of PTT is the recognition of power disparity between the dominant power 

and those beneath it in the hierarchy.  This power disparity ensures the leadership of the dominant 

power as well as the “stability” of the entire system (Organski, 1968. p. 365). Because the dominant 

power is the rule-maker and the preserver of the stability in the international system, it has to 

ensure the satisfaction of those aligned with it and wisely manage the rise of would-be-challengers 

(Tammen et al., 2000, p. 40). Based on empirical findings in the relevant literature,  the theorists 

of PTT argue that the dominant power is “risk-averse” and unlikely to launch a war because it is 

committed to the maintenance of the status quo in the global order (Kim & Gates, 2015, p. 222). 

Lastly, the theory postulates that since it benefits most from it, the dominant power is also the 

nation most satisfied with the system, especially when not challenged (Tammen et al., 2000, p. 9). 

Right beneath the dominant power are the great powers (Organski, 1968, p. 365).  Japan, 

Russia, China, and Germany (or European Union) are classified as the great powers in the present 

world order (Tammen et al., 2000, p. 6). Distinguishing the dominant power from the great powers 

is that the former is more capable of exercising influence upon the conduct of others; by extension, 

it also reaps more benefits from the order than do the great powers. Nevertheless, the great powers 

also substantially benefit from the order and play, in most cases, a pivotal role in maintaining the 

status quo. Consequently, the theory states that it is largely in the great powers’ best interests to 

side themselves with the dominant power to reap benefit from the existing international order. Of 

the great powers, it is, Organski notes, those aligning themselves with the dominant power that fall 

into the category of “the powerful and the satisfied” nations (Organski, 1968, pp. 365-366). 

However, great powers may choose not to abide by the status quo dictated by the dominant 

power. A possible challenger to the regime always comes out of the layer of the great powers 

(Tammen et al., 2000, pp. 6-7). The advocates of PTT note that when a great power achieves a 
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significant amount of power relative to that of the dominant nation, it can become a viable 

challenger to the status quo power. In this light, the theory asserts that China best suits the title of 

a potential challenger capable of taking on the dominant nation, in this case, the U.S., due to its 

rapid growing economic power (Tammen et al., 2000). 

For PTT, power is subject to constant change due to varying growth rates (Rauch, 2016).  

Organski refers to power as “the ability to influence the behavior of others in accordance with 

one’s own ends” (Organski, 1968, p.104). The theory maintains, “a country’s power is a function 

of population, productivity, and relative political capacity.” In other words, PTT defines national 

capability as endogenous elements comprised of a productive economy, a fertile and large 

population, and high political capacity adept at the extraction of resources, such as human and 

material capital. According to PTT, to the extent that these three crucial components of power are 

successfully managed, a nation can expand its influence beyond its borders (Tammen et al., 2000, 

pp. 15-20). Important to emphasize here is that changes in these essential components of national 

power may mean a shift in the distribution of power among nations in the hierarchy. This can be a 

source of instability in the international order due to swift changes in the aforementioned elements 

of national power (Organski, 1968, p. 338). Consequently, PTT argues that the preconditions for 

peace and war in the international system result from shifts in a nation’s relative power in the 

hierarchical order (Tammen et al., 2000). 

The theory contends that the ascendancy of challengers achieving a relatively high 

economic growth rate is inevitable in the world order (Tammen et al., 2000). PTT underscores that 

what happens inside the state plays a crucial role in understanding the occurence of conflict in the 

global system. It is the internal developments in a state, such as a rapid industrial expansion, 

explosion in population size, and “political modernization” that can increase a nation’s capacity 
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and, thus, explain the underlying reasons why a rising power challenges the status quo (Kim, 2015, 

p. 252). While the United States currently possess a substantial advantage over China in terms of 

overall national power, this power preponderance will not, according to the PTT theorists, prevail 

indefinitely (Tammen et al., 2000).  The U.S. has a “mature” economy that has for decades been 

growing at about a 3% ratio, while China’s economy has achieved a few decades of rapid growth 

at roughly a 9% rate. Implicit in this swift economic growth ratio is the ultimate translation of 

economic power into regional and, then, global power (Tammen, 2008, p. 320). 

It is worth noting that the ongoing power transition between the U.S. and China does not, 

for PTT’s proponents, vary from the previous challenges to the dominant powers of different eras. 

For example, Germany challenging the United Kingdom in the early 20th century bears similarity 

with the current process unfolding between the U.S. and China, and yet more important is that the 

theory aims to shed light upon whether China’s potential challenge to the U.S. will lead to a power 

transition war or occur peacefully (Tammen et al., 2000, p. 18). 

As articulated above, Power Transition Theory neatly clarifies preconditions for power 

transition war in the international system. It offers three critical variables through which the 

probability of war is anticipated: Power parity between the rising challenger and the dominant 

power; overtaking; and level of satisfaction of the contender (Kugler & Lemke, 1996).  

First, core to the argument regarding power parity is that stability in the status quo is 

maintained when there exists a power preponderance of the dominant nation over possible 

contenders. Instability, however, likely ensues when a challenger catches up in power with the 

prominent country. In other words, the theory argues that one of the main causes of  a wide-scale 

war is not the disparity of capabilities among the dominant power and the potential challanger, 

but, rather, it is mainly due to the would-be challenger reaching power parity with the dominant 
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nation (Lee, 2015, p. 267). Essential to underline is that China has swiftly and steadfastly been 

growing with a larger population; it may surpass the U.S., which has already reached a sustained 

economic growth rate (Tammen et al., 2000). PTT argues that as the challenger China approaches 

power parity with the dominant power U.S., the odds of war substantially rise (Lim, 2015, p. 284). 

What does this mean for the U.S-China relationships? How can the dominant power 

manage the time periods prior to the challenger achieving power parity? Power Transition Theory 

argues that because the U.S. already has a saturated economy, it has to find “external resources” 

to obtain significant relative gains in order to make up for China’s rapid internal economic growth. 

This can be done through the expansion of its alliance bloc and its “economic reach,” or 

simultaneous application of both. To add a new member, including previously discontent nations, 

to the alliance means an additional resource to “the power base of the alliance” that could be 

leveraged in times of crisis. The purpose of expanding the alliance is to “acquire overwhelming 

preponderance of power and the resources sufficient to head off any fast-growing challenger” 

(Tammen el al., 2000, p. 38). In this context, PTT suggests that the U.S. should foster European 

countries to combine their resources with those of the U.S. against any common threat. The theory 

also argues that the dominant power ought to encourage the integration of Russia into NATO. 

According to PTT, not only would Russia’s European integration increase the pool of resourses 

available to the dominant power to maintain its preponderance, but also it would contribute to 

Russia remaining a satisfied nation, denying China “the opportunity to reestablish an anti-

American alliance with Russia.” The same strategy would also likely apply to India. PTT envisions 

that India has the potential to overtake the U.S. in the future. For that reason, it suggests that 

integrating India into the pool of satisfied U.S. allies would serve the purpose of increasing 

resources at the Western alliance’s disposal, preventing, or further delaying, power parity between 
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China and the United States. This would, in turn, diminish the odds of a potential conflict between 

the two rivals through redistribution of power (Tammen el al., 2000, pp. 175-176). 

The theory further suggests that if forging such formal alliances is not feasible, the 

dominant power can resort to further forming economic-based alliances in order to reengineer 

power diffusion. Economic agreements have binding effects on ratifying countries by producing 

mutual areas of “self-interest,” which may contribute to both sides resolving political 

disagreements. The U.S. policy in Europe in the aftermath of World War II is an excellent example 

of successfully reengineering power distributions through economic associations. With that in 

mind, the theory contends that corresponding “manipulation of economic incentives remains one 

of the most powerful policy tools the United States can wield in its relationship with China” 

(Tammen et al., 2000, p. 38). 

The second crucial variable in explaining the odds of a major power transition war is the 

concept of overtaking. The potential challenger may intend to displace the dominant power in its 

position of world leadership and can accomplish this through internal developments, such as a 

significant increase in political and economic capacity. Overtaking is actualized once the rising 

challenger outstrips the relative power capability of the dominant power, which markedly increases 

the odds of war occurring (Tammen et al., 2000, p. 21). It is worth highlighting that how swiftly 

the rising challenger approaches the power parity with the declining dominant defender and how 

fast the overtaking is realized will substantially impact the prospects of a system-wide war; the 

faster the overtaking occurs, the more likely it is to lead to a power transtion war (Kim, 2015, pp. 

252-253). 

The third critical variable in determining the possibility of power transition war is the 

degree of satisfaction of a potential challenger with the prevailing status quo. This variable is 
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believed to be central to the theory in its explication of why conflict occurs in the international 

system (Rauch, 2016). Based on PTT, the likelihood of war increases upon the existence of 

differentials in how the challenger and the dominant power perceive the existing international 

order and rules guiding the hierarchy (Tammen & Kugler, 2006, p. 40). In other words, the 

challenger is likely to wage war if its national interests and preferences are considerably distinct 

from that of the dominant power. If that is the case, then, it frequently follows that the rising 

challenger is dissatisfied with the status quo. Importantly, even if power parity is achieved and 

overtaking occurs, preconditions for war have not been met unless the challenger is dissatisfied 

with the order. If satisfied, then, the challenger will supersede the dominant power peacefully; if 

not, it may become a risk-taker and will inexorably seek to bring about changes in the status quo 

in its favor. Therefore, the theory concludes that the discontent challenger will be more willing to 

wage war than the dominant power. However, in either case, the discontent challenger will modify 

the system, peacefully or not (Tammen et al., 2000). 

What does this mean for the U.S-China relationship? How can the dominant power manage 

satisfaction?  And what is the role China can/should play in managing satisfaction? Power 

Transition Theory argues that to manage satisfaction, the U.S. and its allies’ foreign policy 

objective must be to create a “satisfied” China (Tammen et al., 2000, p. 34). This can be 

accomplished through multiple means. The U.S. can subtly and indirectly increase satisfaction 

using globalization as a means to extend its “commercial and cultural systems.” ICT (Information 

and Communication Technology) is also a very effective tool or “a principal vehicle” for the 

creation and diffusion of satisfaction. By utilizing ICT, the dominant power can “penetrate borders, 

open new markets, distribute information, create constituencies, and tie together common interests, 

[serving] the purposes of a status quo dominant power” (Tammen et al., 2000, pp. 38-39). 
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The dominant power can foster satisfaction by integrating China into an alliance or offering 

opportunities that may facilitate China’s socialization into the current international order, which 

would make it more willing to abide by the existing international rules and norms. In this sense, 

the theory maintains that China’s integration into NATO may enhance China’s satisfaction level 

and may pave the way for a peaceful transition if that ever takes place. PTT also asserts that binding 

economic organizations, such as the European Union and World Trade Organization, are meant to 

create economic utilities to increase the satisfaction of nations in the U.S.’s bloc. Such economic 

associations with China may produce economic benefits and catalyze Chinese economic growth, 

increasing satisfaction. More specifically, the theory suggests that Washington should prioritize 

assistance to the private sector in China and encourage foreign investment in China. Although 

political decision-makers dominate “the domestic power hierarchy,” private enterprises are the 

second most effective players. Consequently, the interest of business community usually has great 

impact upon the calculus of national security interests. A Chinese business sector integrated with 

the global economy would be a disincentive for the Communist party to pursue an aggressive 

trajectory in its foreign policy. 

However, PTT argues that for the private sector in China to grow, the regional authorities 

must play a greater role in the allocation of national resources in China. This necessitates the 

decentralization of Chinese government. In addition, China must be committed to abiding by 

international rules in relation to trade and commerce, and encourage “free enterprise and 

democratization,” which are likely to remain significant challenges for China (Tammen et al., 

2000, pp. 157-179). 

At this point, one may ask the question of why the dominant power does not use its power 

preponderance over the challenger and initiate an early war to dispel the threat and ensure its 
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position at the top of the pyramid. Power Transition Theory maintains that the leader nation does 

not attempt to initiate a preemptive war because the conflict may disrupt the system of norms and 

rules which it has set up. The prevailing status quo provides not only economic gains but also 

security benefits to both itself and its satisfied allies. Launching a preemptive war would cause 

havoc in the order and lead to uncertainty among the satisfied system advocates, resulting in a 

significant decline in their support for the status quo. When the legitimacy of the status quo 

diminishes in the eyes of the satisfied nations, so does the power preponderance of the leader 

nation. That is why PTT claims that a dominant power is likely to be risk-averse and unlikely to 

start a war (Tammen et al., 2000, p. 27). 

Distinguishing dissatisfied states from satisfied ones is based on to what extent cooperative 

actions guide them in their relations to one another. PTT is at odds with the realist theorists of 

International Relations who argue that power relations among nations dictate conflict and peace in 

the international system. PTT suggests that differentiation in preferences is, in conjunction with 

power parity, central to determining whether conflict occurs or peace prevails (Tammen & Kugler, 

2006, pp. 40-41). Due to the perception that they do not accrue benefits from the existing status 

quo as much as satisfied nations do, dissatisfied states will aspire to bring about changes in the 

order given the opportunity. As such, they will assertively and forcefully try to make some 

modifications in the web of relations among nations in the international hierarchy as a way of 

reaping more benefits from the order. Therefore, PTT argues that nations discontented with the 

status quo are more likely to engage in non-cooperative relations with their satisfied rivals. This, 

coupled with power parity, considerably increases the probability of a major war (Tammen et al., 

2000, p. 109). 
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conflict in the international order. In comparing PTT with classical deterrence, the advocates of 

PTT refer to the structure of deterrence as “the interaction between two competitors” (Tammen et 

al., 2000, pp. 84-85). This position is also consistent with this study because the paper attempts to 

examine the efficacy of cyber deterrence against cyberwarfare between two contenders, namely 

the United States and China, through the lens of Power Transition Theory. 

 

1.2 Alluding to Classical Deterrence Theory 

Although there are various theoretical perspectives and extensions of classical deterrence, 

the proponents of Power Transition Theory appear to focus on classical nuclear deterrence as a 

point of departure for “comparative purposes” since it derives from the balance of power theory 

and, therefore, allows more precise comparisons and contrasts with Power Transition Theory. So, 

in this study, classical deterrence chiefly refers to classical nuclear deterrence (Tammen et al., 

2000, pp. 84-85). 

In the Cold War era, classical nuclear deterrence theory was conceived to prevent nuclear 

war (Schelling, 1979). K. Kang and J. Kugler point out that according Bernard Brodie, the first 

proponent of the theory, global stability is ensured by the potential menace of losing masses of 

population from punitive retaliations between the nuclear weapons-holding states (Kang & Kugler, 

2015, p. 284). This idea is a derivative of the realist theory of International Relations (IR), 

according to which, the global order exists in an anarchical environment and can only be 

maintained through the balance of power (Tammen et al., 2000, pp. 85-87). 

Similar in logic to the balance of power theory, classical deterrence posits that a balance of 

power (power parity) is not a sufficient condition for the assurance of peace; the presence of 

nuclear power balance (parity) is vital to the avoidance of conflict and preservation of peace in the 
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The significance of dissatisfaction level of the contender is underscored by the PTT’s 

theorists. They maintain that once a dissatisfied challenger reaches the nuclear capacity of the 

declining dominant power, the challenger is likely to leverage its capability to demand a new, 

favorable order. In contrast to classical deterrence theory, which argues that “the Cold War 

remained cold” due to the prohibitive costs of nuclear war, or MAD, PTT suggests that the Cold 

War did not turn into a hot one in that “the USSR could not credibly challenge the U.S. or NATO 

allies.”. Important to note that the proponents of PTT anticipate that when China approaches 

conventional power equivalence with the U.S. and simultaneously remains dissatisfied, the future 

relations between the two will be more perilous than the relations between the USSR and the U.S. 

during the Cold War (Tammen et al., 2000, pp. 90-92). 

The importance of the level of dis/satisfaction is also manifest with respect to the idea of 

proliferation. PTT and classical deterrence theories contrast on this issue. Classical deterrence 

theory contends that nuclear proliferation will ensure peace because wide-scale nuclear 

proliferation among nations will make war too costly, decreasing the odds of war occurring. On 

the contrary, PTT suggests that while proliferation of nuclear weapons to discontented nations will 

increase the prospect of nuclear warfare, arming satisfied nations with nuclear arsenals will likely 

promote peace. Thus, essential to the PTT’s argument is that one should not link the odds of 

nuclear war to the degree of “destruction” but to the degree of “dissatisfaction” (Tammen et al., 

2000, pp. 97-100). 

Reinforcing the point pertaining to proliferation, PTT theorists question classical 

deterrence’s empirical validity. They pose a provocative question, demanding answer for the 

underlying motive of the United States’ development and deployment of ballistic missile defense 

systems in East Asia if MAD can ensure stability. They contend that it is conspicuous that the U.S. 
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acts with the purpose of achieving “a nuclear advantage,” not of preserving MAD, thereby bringing 

the classical deterrence view’s validity into question (Kang and Kugler, 2015, p. 285). 

PTT also contends that the classical deterrence`s argument that nuclear proliferation plays 

a stabilizing role cannot be acknowledged by the actions of the global community. To corroborate 

this argument, they, again, pose a critical question of why the international community attempts to 

hinder North Korea from acquiring weapons of mass destruction (WMD) whereas classical 

deterrence seems to be mute on the development of nuclear arsenals with the Middle East with 

“impunity” (Kang and Kugler, 2015, p. 285). The PTT theorists, for example, draw attention to 

the fact that the U.S. has made major efforts to preclude Iran from acquiring nuclear weapons 

while supporting Israel in its quest for a nuclear arsenal. They argue that this is because “U.S. 

preventive actions are directed only at the dissatisfied nations,” which corroborates the validity of 

the PTT’s argument that it is not the degree of destruction but the level of dis/satisfaction that 

dictates conditions for peace or conflict (Tammen et al., 2000, p. 90). 

In summary, Power Transition Theory asserts that nuclear deterrence is insubstantial at 

best. It postulates that if a dissatisfied contender achieves nuclear parity or conventionally 

overtakes the satisfied dominant power, the prospect of war dramatically increases. Conversely, 

under nuclear disparity, peace is likely to be ensured by a satisfied status quo power. To put it 

differently, contrary to classical deterrence theory that associates peace or stability with MAD, 

PTT argues that the probability of a major war ought to be associated with nuclear parity and level 

of satisfaction. Lastly, PTT greatly opposes proliferation of nuclear weapons, arguing that 

acquisition of nuclear weapons by discontented nations poses a grave danger to the stability and 

peace of the existing international system (Tammen et al., 2000, p. 101). 
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1.4 The Application of Power Transition Theory to Cyber Deterrence against Cyberwarfare 

According to the advocates of Power Transition Theory, it was mainly the above-

mentioned deficiencies of classical deterrence theory that encouraged them to develop an 

alternative perspective and offer alternative explanations for the probability of potential power 

transition war in the kinetic realm (Kang and Kugler, 2015, p. 286). Similiar in purpose to that, 

this study suggests that a cyber application of Power Transition Theory can provide an alternative 

theoretical framework to classical deterrence, arguing that PTT can enable us to better inform 

cyber deterrence and understand its efficacy in preventing cyberwar between the U.S. and China. 

PTT is pertinent to the analysis here for two main reasons. First, PTT is meant to explain 

how, why, and when a power transition war between the U.S. and China can likely occur in the 

physical world. This relevance will meet this study’s objective to understand the efficacy of cyber 

deterrence against cyberwar between the U.S. and China. Second, PTT casts considerable doubt 

on classical deterrence theory in explaining conditions for the stability of the present international 

system. Because classical deterrence is the basis for cyber deterrence, a cyber application of Power 

Transition Theory argues that cyber deterrence will, at best, be tenuous in thwarting potential 

cyberwarfare between the U.S. and China. PTT would suggest that an analysis of the effectiveness 

of cyber deterrence between the U.S. and China should go beyond the limits of classical deterrence 

theory and technical vulnerabilities in cyber systems. Instead, a cyber application of the theory 

asserts that China’s relative assessment of the status quo in cyberspace (whether satisfied or not) 

and its relative cyber-offense capability (power parity) to that of the U.S. should constitute the 

foundation for such an analysis. 
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At this point, some important questions should be raised: Why should an alternative theory 

or approach be used to better examine the effectiveness of cyber deterrence between the U.S. and 

China? Why does the cyber application of classical deterrence fall short of meeting the challenge 

of cyberattacks and cyberwar? And what are these challenges to or limitations of cyber deterrence 

that render it ineffective? The next chapter intends to answer such questions comprehensively. 
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Chapter Two:  Academic Discussion on Cyber Deterrence 

 

2.0 Introduction to Chapter 

This chapter defines cyber deterrence and its relevant concepts, sheds light upon the 

pertinent literature, and identifies the gap therein. The main purpose of the chapter is to examine 

the efficacy of cyber deterrence within the confines of classical deterrence and technical 

vulnerabilities in cyber systems and networks, and to lay out the limitations of classical deterrence 

in informing cyber deterrence against cyberattacks and cyberwar. To this end, the chapter answers 

important questions: Why is there a need to develop or use an alternative theory to better inform 

cyber deterrence and explore its efficacy in the prevention of cyberwar between the U.S. and 

China? How does conventional and nuclear deterrence wisdom apply to relatively new 

cyberspace? Why does classical deterrence fall short of meeting the challenge of cyberwar? What 

are the restraints that cyberspace or cyberwar impose upon classical deterrence that render cyber 

deterrence ineffective? And what are possible solutions already available to increase the efficacy 

of cyber deterrence? 

 

2.1 Cyber Deterrence 

The link between cyberwarfare and deterrence strategy has increasingly become a focal 

point of numerous scholars. Many began exploring new ways to implement the basics of classical 

deterrence theory to the cyber area so as to successfully deter cyberattacks and cyberwarfare 
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One way of enhancing cooperation between allies manifests itself in the incorporation of 

extended deterrence into the strategy of deterrence by denial. During the bilateral standoff between 

the U.S. and the USSR, extended deterrence was believed to preclude proliferation of mass 

destruction weapons by the virtue of alliances. Engaging in similar cooperative interplays with 

allies can help states cope with the issue of the propagation of cyber offensive tools. Morgan, in 

this regard, states that the U.S. and its allies have already begun the integration of their cyber 

systems in the military area (Morgan, 2010, p. 73). The U.S.’’s stance on such a concept is evident 

in former President Obama’s speech. He remarks, “the United States will respond to hostile acts 

in cyberspace as we would to any other threat to our country…We reserve the right to use all 

necessary means--diplomatic, informational, military, and economic--as appropriate and 

consistent with applicable international law, in order to defend our Nation, our allies, our partners” 

(Bendiek & Metzger, 2015, p. 565). 

Related to the idea of extended deterrence, some authors suggest that NATO can be a viable 

means of implementing extended deterrence doctrine to assist its members with lesser cyber power 

so as to safeguard their cyber infrastructure, including military cyber systems, as a part of an 

integrated defense strategy (Kramer, Butler, & Lotrionte, 2016). However, other scholars 

cautiously approach this idea. For instance, Morgan notes that such cooperation entails technology 

transfers as well as the exchange of expertise among allies (Morgan, 2010, p. 73), which possibly 

means the demonstration of additional vulnerabilities upon granting access to allies, raising trust 

issues (Libicki, 2009). Furthermore, Morgan also urges that integrating its cyber systems with 

allies bears some risks for the U.S. (e.g. making the U.S. more vulnerable through the integrated 

systems) (Morgan, 2010, p. 73). 
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It should be underlined that although the ideas of enhanced cooperation with allies and 

collective defense under NATO’s extended deterrence doctrine bear some risks for the U.S., as 

stressed above, the potential benefits of these initiatives seem to outweigh their potential perils 

upon the examination of the case of Stuxnet, which will follow this chapter. Stuxnet is believed to 

be the joint undertaking of the United States and its ally, Israel, and was successful at its mission 

(Nakashima & Warrick, 2012; Sanger, 2012), thus underscoring the significance and effectiveness 

of such initiatives. This point is important to note since it directly corroborates this study’s 

argument with respect to how the U.S. should manage cyber power to head off its rival, China. 

Back to the discussion of the legal challenges to the establishment of cyber-specific rules 

and norms, fourth concerns the private sector playing a profound role in cyberspace as opposed to 

its comparatively minor role in other war-fighting venues, as earlier emphasized (Mudrinich, 2012, 

p. 183). Every state relies upon private companies in the provision of the Internet (O’Connell, 

2012, p. 207). It is, for example, believed that over ninety percent of the U.S. government Internet 

traffic occurs through privately owned civilian ICT infrastructure (Jensen, 2012, p. 810). As a 

corollary of this, Sean Doherty aptly observes that defending cyberspace eventually hinges upon 

the private sector in the United States (Doherty, 2015); but the problem is, James A. Lewis stresses, 

that the private sector lacks capabilities to safeguard its computer systems against sophisticated 

adversaries of the U.S. such as China. This necessitates the U.S. government’s intervention in the 

defense of civilian-owned cyber systems and networks. Implementing any security measure by the 

government in this sense will remarkably affect private ICT companies and Internet providers 

(Lewis, 2010, p. 58), thus leading to the problem of appropriate jurisdictions at the national level 

(Stevens, 2012, p. 152). 
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This problem emerges due to the lack of such lines that ought to be drawn to demark 

liability between the private sector and the government (Mudrinich, 2012, p. 184). Jasper remarks 

that private companies in the U.S. are mindful of the importance of sharing data about cyber threats 

among each other, but the problem is that due to the lack of cybersecurity legislation, private 

enterprises are concerned about the risk of potential infringement on civilians’ freedom and their 

privacy rights, as well as liability (Jasper, 2015, p. 70). Thus far, stringent security measures 

dictated for the private sector have not existed. In this respect, former president Barack Obama 

made it clear that his administration would not impose security measures on privately owned 

enterprises (Etzioni, 2014). 

Jensen accentuates that efforts to impose security standards on private companies in the 

U.S. face significant legal challenges. First, he states that security measures would mandate 

government officials monitor civilian networks, which has hitherto always been a contentious legal 

issue and, thus, would certainly be subject to objections. Second, he alludes to the “kill switch” 

discussion in the U.S. congress (Jensen, 2012, p. 811). In 2010, some Congress members proposed 

a bill that would grant the President the power to “flip a switch,” essentially shutting down the 

Internet, in the event of cyberattacks against the economic and other cyber infrastructure in the 

U.S. However, this bill was strongly opposed due to its being unconstitutional. For example, some 

argued that such security measures granting the executive branch the authority to quell the 

communication of millions of people would infringe on such individual rights as freedom of 

speech. Thus, the bill was not enacted (Swartz, 2011). By extension, delegating such authority to 

the president would affect the private sector to a great extent. It would also lead to the abuse of the 

“constitutional authority” of the President. Lastly, legal issues also arise when governments 

attempt to safeguard systems and networks against “insider” threats (Jensen, 2012, pp. 811-812). 
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An insider is defined as an individual working inside an organization and using his “privileged” 

knowledge about and authorized access to the cyber systems within that organization with 

malicious intention. An employee or contractor can be an insider. One recent example of an insider 

is Edward Snowden, the whistleblower of classified NSA (National Security Agency) information 

(Gelles, 2016, pp. 1-3). Jensen points out that while Washington is mindful of a possible insider 

threat for espionage purposes, the protection of systems and networks against such threats would 

necessitate taking measures, such as monitoring personnel within and outside of the office, which 

raise serious “constitutional” concerns (Jensen, 2012, p. 812). 

Fifth, Jasper stresses that “international norms, confidence-building measures, capacity-

building assistance” are suitable means to deter through entanglement (Jasper, 2015, p. 72). As 

mentioned above, if the cyber relations of nations are more interlaced in cyberspace, especially in 

economic terms, they will refrain from acting aggressively in the cyber terrain by the virtue of the 

high level of “interdependency” (Denning, 2015, pp. 13-14) 

However, legal concerns also exist when it comes to increasing global interdependency on 

computers and computer systems.  To have a global sustainable cyber interdependence, technology 

transfers from nations with sophisticated cyber technology to nations with less cyber power may 

face legal challenges. For example, Jensen writes that despite the U.S. permitting “sensitive” 

technology transfer, it stipulates that the recipient states not allow for the transfer of the technology 

to another nation. This may necessitate the establishment of new inspection regimes to verify that 

further transfer of such does not occur, which is another challenge. Also, legal issues regarding 

making cyber systems interdependent relates to responsibility. The problem of who is going to be 

responsible for “losses” and “damage” arises, partly because of potential cascading effects of 

cyberattacks on interdependent computer-networked systems if cyber systems and networks are 
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intertwined. In this light, Jensen urges that legal, diplomatic, and technological barriers will pose 

significant challenges to the establishment of ground rules to determine legal responsibility for 

damage on and losses of interdependent cyber systems (Jensen, 2012, p. 823). 

 

2.1.2.3 Political/Diplomatic Issues Complicating Cyber Deterrence by Denial 

Political issues revolve around conflicts of interest among major players, which hamper 

efforts to establish international rules and an acceptable code of conduct governing cyberattack 

and cyberwarfare, as well as the increased distrust among nations that further muddles the 

deterrence method of dependency. 

First, the importance of norm-based approaches in deterring cyberattack and cyberwarfare 

has become clearer to the international community. Stevens, for example, points to the increased 

significance of norm-based deterrent effects in U.S. initiatives concerning cyberspace since 2008, 

stating that developing international norms and obligations that promote multilateral 

understandings of what constitutes admissible conduct in the cyber venue has gradually become 

the focal point of the U.S. The same also holds true for other major powers, such as China and 

Russia (Stevens, 2012). To illustrate, recently, the U.S. and China initiated bilateral talks about 

what will be the appropriate “code of conduct” regulating the control mechanism for cyber 

weapons (International Institute for Strategic Studies, 2016, p. v). 

However, these bilateral talks have taken place sporadically and been rife with problems 

(International Institute for Strategic Studies, 2016, p. v). Stevens draws attention to the 

conspicuous disagreements among the major players which have resulted in difficulties 

establishing internationally agreed-upon regulative norms to govern cyberattack and cyberwarfare. 

He notes that this normative approach is still in its early stages not only because the U.S. does not 
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have a coherent strategic stance on cyber deterrence but also because there exist considerable 

conflicts of interest between other norm entrepreneurs, such as Russia and China, who have their 

own political agendas and attitudes about the development of these regulative norms (Stevens, 

2012). Jasper, too, makes similar point and highlights the existence of a “clash of self-interests” 

between major players that hampers cooperation. To exemplify, he points to the China’s 

suspension of a Sino-American cyber working group after the U.S. charged five Chinese military 

officers with hacking in 2014 (Jasper, 2015, p. 72). The clash of self-interests is also evident 

between the U.S. and Russia. Whereas Russia takes a more “regulatory” and “interventionist” 

approach, the U.S. fosters private companies owning and operating ICT infrastructure to undertake 

the liability for securing cyberspace. This notable interest differentiation between major actors 

makes the development of legal frameworks to govern the cyber area difficult, thereby subverting 

deterrence (Stevens, 2012). 

The second issue concerns a lack of trust among nations that can impede the deterrence 

strategy of interdependency. Making cyber systems interdependent requires that nations, to a great 

extent, rely upon the same cyber systems, which, in turn, necessitates technology transfers among 

nations, as earlier addressed. This fact may be leveraged by some technologically advanced nations 

for espionage purposes, which alerts nations importing cyber technology to take protective 

measures, specifically against important components of “supply chain.” Consequently, this 

reduces dependency, which, in turn, hampers deterrence (Bendiek & Metzger, 2015, p. 561). The 

supply chain is defined as the “outsourced” dissemination of significant IT components, such as 

software (Boyson, 2014). Bendiek and Metzger, for example, point to China’s decision to decrease 

its dependence upon U.S.-based enterprise Microsoft’s Windows 8 in the aftermath of the 

Snowden’ disclosures. In the same vein, they hint at German Chancellor Merkel‘s call for greatly 
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reducing reliance on U.S. cyber technology. This risk management strategy of diminishing the 

level of strategic interdependency is on the rise across nations, thereby making it difficult to 

implement the deterrence strategy of interdependency (Bendiek & Metzger, 2015, p. 561). 

It is important to note that the aforementioned clash of interests between major powers, 

particularly the U.S. and China, results mainly from the lack of political convergence on issues 

regarding Internet economies and the governance of cyberspace. This study argues that the U.S. 

enhancing economic partnerships and creating all-inclusive economic associations in the cyber 

terrain can substantially contribute to the reconciliation of these divergent interests that exist 

between them. 

 

2.2. Conclusion 

The research on cyber deterrence represent two sides of a coin. On the one side, it is argued 

that the classical deterrence theory can successfully inform cyber deterrence in countering the 

threat of cyberattack and cyberwarfare. On the other side, the bulk of the relevant studies suggest 

otherwise, arguing that the tenets of classical nuclear and military deterrence don’t work properly 

when applied to cyberspace due to the technical, legal, and political problems inherent in 

cyberspace that lessen the effectiveness of communication, credibility, and capability, all 

necessary conditions for the success of deterrence. 

At the very least, there are four major challenges hampering the efficacy of cyber 

deterrence against cyberattacks and cyberwar. Firstly, anonymity and attribution go hand-in-hand 

to thwart communication, capability, and credibility. Secondly, the projection of cyber capability 

by powerful nation-states is impaired due to the existing asymmetry in cyberspace. Thirdly, 

credibility is subverted by the fact that most of the attacks are left non-responded to due partly to 
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the fear of cascading effects and escalation, as well as the problem of attribution.  Lastly, the limits 

of existing international law and the immaturity of cyber-specific legal frameworks at the national 

and international level also undermine communication and credibility, thus contributing to cyber 

deterrence failure. 

Considering the distinctive characteristics of cyberspace mentioned above that 

significantly restrain the successful cyber application of conventional and nuclear deterrence 

concepts, several scholars offer distinct propositions to enhance the efficacy of cyber deterrence 

against deleterious cyber operations. Some pundits suggest the cyber application of expanded 

deterrence, serial deterrence, and tailored deterrence, which are an extension of traditional 

deterrence concepts (Libicki, 2009; Kugler, 2009; Morgan, 2010; Lupovici, 2016). Active cyber 

defense, deterring cyberattacks by resorting to kinetic means, and cyber deterrence against specific 

types of cyber weapons amenable to dissuasion are also under consideration (Graham, 2010; 

Mudrinich, 2012; Denning, 2015; Keen, 2015). Even, re-configuring the underlying architecture 

of the Internet is on the table as a remedy to enhance cybersecurity (Mudrinich, 2012). Others 

search for solutions outside the technical domain of cyberspace. They propose norm-based 

approaches under the strategy of deterrence by denial, with a focus on human factors in generating 

identities and ideas in the cyber terrain and, therefore, on the social construction of the perceived 

cyber threats (Stevens, 2012; Lupovici, 2016). The 2009 Tallinn Manual, a manual on international 

law that governs cyberwarfare, is an example of the efforts to create norms-based cyber deterrence 

(Schmitt, 2013, p. 1). However, numerous scholars and experts still believe that cyber deterrence 

is “doomed to fail.” This consensus is specifically prevalent in the International Relations (IR) 

school (Lupovici, 2016, p. 322). 
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There are common components to the studies addressing cyber deterrence. One can observe 

that the same components are also manifest in the scholarly works investigating the link between 

cyberwarfare and deterrence. First, the research on cyber deterrence is heavily influenced by the 

classical deterrence strategies extensively developed during the nuclear standoff between the 

superpowers. Second, American scholars seem to dominate the relevant studies, specifically 

concerning viable cyber strategies that the U.S. can implement to successfully deal with cyber 

threats and leverage cyberwar for deterrence purposes (Lupovici, 2011, p. 49). 

Third, the vast volume of the relevant work is policy-driven with few exceptions. Some 

scholars point to the “policy analysis community” domination of research on global cyber security 

issues as the underlying reason for a pervasive “theoretical vacuum” in the study of cyber 

deterrence. This theory-policy gap has inspired some to call for IR scholars to further develop 

theories to explain phenomenon in the cyber venue. Consequently, some tendencies toward such 

a goal have become noticeable recently. For example, along with the realist theory of deterrence, 

the constructivist approach, one of the IR theories, has begun to carry more weight in addressing 

cyber deterrence (Lupovici, 2016, p. 323; Stevens, 2012). More importantly, this theoretical 

vacuum is also ascribed to the inadequacy of historical cyber incidents and appropriate 

methodological frameworks (Kosenkov, 2016, p. 2), which makes it difficult to develop a theory 

that can allow us to better inform cyber deterrence and examine its efficacy in thwarting cyberwar, 

particularly between the U.S. and China. 

This problem, or theory-policy gap, is more evident in the analysis of the efficacy of cyber 

deterrence versus potential cyberwar between the U.S. and China. Despite the existence of some 

insights into, or analyses of, a possible U.S-China cyberwar, especially over Taiwan (Libicki, 

2009; Kugler, 2009; Clarke & Knake, 2010), these insights are mostly speculations and “threat-
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inflation” (Lindsay, 2013, p. 368), constrained by the cyber application of classical deterrence, and 

notably lacking a robust theoretical perspective, with few exceptions (Domingo, 2016; Thomas, 

2016). This study applies Power Transition Theory to cyberspace. It aims to examine the efficacy 

of cyber deterrence between the U.S. and China within a theoretical framework and bridge the 

theory-policy gap. This analysis necessitates searching for a solution outside of the limits of 

classical deterrence and technical vulnerabilities in cyber systems and networks. PTT can provide 

such an analysis by focusing on the political and strategic calculus of the nation-states. 
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Chapter Three: Conceptual Landscape and Stuxnet 

 

3.0 Introduction to Chapter 

This chapter provides the conceptual landscape of the study. With that purpose, it defines 

cyberspace, characterizes it as hierarchical, and identifies the position and role of both the United 

States and China. Equally important is that the chapter describes the term “cyberwar,” 

distinguishes the concept from other types of cyber operations, and lays out its strategic value as 

well as why nation-states, specifically China, may resort to it. In this sense, the case of Stuxnet is 

examined in order to understand the nature of cyberwar, justify the conceptualization of cyberwar 

in this study, and finally demonstrate its strategic utility and what can be accomplished with it. 

 

3.1 Defining Cyberspace and Cyberwarfare 

 

3.2 Cyberspace 

In the early 1990s, commentators began to increasingly talk about “cyberspace” (Rattray, 

2009, p. 254); and yet no consensus on the definition of cyberspace exists in the relevant literature. 

Franklin D. Kramer writes that there are twenty-eight varying definition of the term, according to 

one study done recently (Kramer, 2009, p. 4). Given this definitional chaos, dividing cyberspace 

into layers is one approach adopted by various scholars to get a better grasp of the term (Libicki, 

2009; Clarks, 2010; Choucri, 2012). In this respect, David Clark provides a four-layered model, 

which is adopted by this study. The first layer is the physical layer; this layer consists of the 
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physical components of cyberspace, such as computers and telecommunication companies, as well 

as all kind of networks. This physical layer is deemed “the foundation” of the domain (Clark, 2010, 

pp. 2-3). 

The second layer is the logical layer built upon the first layer; cyberspace at this level is “a 

series of platforms, on each of which new capabilities are constructed, which in turn become a 

platform for the next innovation… [e.g.] platforms upon platforms upon platforms” (Clark, 2010, 

pp. 2-3). Services are enabled in this platform (Choucri, 2012, p. 8).  Libicki offers examples of 

the logical layer, including “device recognition, packet framing, addressing, routing, document 

formatting, [and] data manipulation.” He adds that hacking usually occurs at this level (Libicki, 

2009, p. 12). 

The third layer is the information layer where information in various forms, such as video 

and music, is created, captured, stored, and processed (Clark, 2010, pp. 3-4). Nye notes that 

cyberattacks can be executed from this level against the physical realm (Nye, 2011, p. 123). 

The fourth layer is the top layer where the people and organizations in pursuit of differing 

objectives and playing distinct roles engage in cyberspace (Choucri, 2012, p. 8). Subject to 

conventional attack is the physical layer, whereas the other three layers are conducive to “intrusion, 

exploitation and control” (Mudrinich, 2012, p. 177). 

Laying out the characteristics of cyberspace, in this study, cyberspace is defined as a 

global, political (Choucri, 2012), and “operational domain” (Nye, 2011, p. 122) “framed by use of 

electronics and the electromagnetic spectrum” in order for the creation, storage, modification, 

exchange, and exploitation of information “via interdependent and interconnected networks [and 

computer-based systems] using information-communication technologies” (Kuebl, 2009, pp. 26-

28). Governing cyberspace is software and hardware; shifts in software and hardware technology 



103 
 

mean changes in cyberspace. For that reason, cyberspace is “malleable” (Kramer, 2009, p. 5; 

Rattray, 2009, p. 256). The evolving nature of cyberspace can be exemplified by the emergence of 

the Internet and the propagation of personal computers (Starr, 2009, p. 82). However, the 

malleability of cyberspace is limited by “physical laws, logical properties of code, and the 

capacities of organizations and people.” In addition, as mentioned earlier, one unique characteristic 

of cyberspace is that it is an offense-dominant terrain. Due to this and other distinctive features of 

cyberspace, such as its ever-evolving nature, it significantly differs from other domains (e.g. sea 

and land) (Rattray, 2009, pp. 256-272). 

Franklin D. Kramer lists what he calls “cyber influence activities”, such as watching 

television and browsing the Internet (Kramer, 2009, p. 4). Danial T. Kuebl views cyberspace as an 

“operational” domain in which both individuals and entities utilize the required technologies in 

order to influence others not only in the cyber venue but also across different venues and “elements 

of power.” He also believes that cyberspace can be a principal means of conducting “strategic 

influence” in operational terms (Kuebl, 2009, p. 29). This view is consistent with the U.S.’s explicit 

emphasis on the concept of cyberspace as an operational domain in military terms (Lynn , 2011). 

Militarily speaking, not only is cyberspace an operational domain itself, but it also plays an enabler 

role in operations within and across other domains: sea, land, air, and space. As a result, cyberspace 

is regarded as a “warfighting domain.” The recognition of cyberspace as a warfighting domain was 

officially expressed by the U.S. Department of Defense in 2010. As a fifth warfighting venue, 

cyberspace inherently poses some risks and opportunities. David M. Hollis, for example, notes the 

innate potentiality of cyberspace that can render components in each of the four layers fruitless 

and can inflict harm on, or “destroy,” critical national infrastructure, such as those of government, 
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military, education, and health, through cyberattacks and cyberwar (Hollis, 2010, p.49; Zeadally 

& Flowers, 2014; Cai & Dati, 2015, p. 549). 

It should be noted that in this study, the Internet is mainly used in reference to cyberspace 

because a number of entities, ranging from government and military networks to cable and cellular 

networks, across the globe have begun using the Internet, and, thus, becoming increasingly Internet 

technology-dependent (Zimet & Skoudis, 2009, p. 91). Examples include financial transactions, 

television, and telephone service; all are increasingly becoming reliant upon the Internet. This 

makes Internet-enabled systems “the fastest growing elements” of the cyber domain (Skoudis, 

2009, p. 171). As a result, the future of cyberspace is believed to rely, if not exclusively, upon the 

future of the Internet, which makes the Internet a central constituent of cyberspace (Blumenthal & 

Clark, 2009, pp. 207-209). Combining all together, in this study, the focus will be on Internet 

technology, specifically networks that utilize the Internet protocol (IP). Such a reductionist 

approach is manifest in Libicki’s analysis in his book titled Cyberdeterrence and Cyberwar 

(Libicki, 2009, p. 6). 

Offering a new landscape and opportunities for conflict, contention, and competition, 

Choucri comments that cyberspace as a new fifth domain displays all the principal components of 

politics, power, and influence. As a consequence, she states that cyberspace has a political salience 

and should be treated as a political venue. Choucri determines that there are three main types of 

cyber conflicts and contentions in cyberspace. She suggests that contentions may arise “over the 

architecture and management of cyberspace;” or cyber conflicts can occur for “political advantage 

and profit;” and that, ultimately, cyber conflicts can pose threats to national security (e.g. the 

militarization of cyberspace and cyberwar) (Choucri, 2012, pp. 126-131).  The above-taxonomy is 



105 
 

well-suited for the analysis in this study because it is in line with the probable causes of a cyber 

conflict or cyberwar that may occur between the U.S. and China. 

 

3.2.1 Status Quo in Cyberspace 

A cyber application of Power Transition Theory argues that the international system in the 

cyber sphere is characterized by a hierarchical structure. The diffusion of power in cyberspace 

virtually reflects the distribution of power in the real world with few exceptions. In the light of 

Power Transition Theory, this study asserts that an identical hierarchical structure in the kinetic 

world also exists in cyberspace, with the leader, the U.S.as the main rule-maker, at the top, 

followed by great powers, such as China. Various scholars make comments analogous to the above 

characterization of the cyber system. For example, Choucri states that the fundamentals of the 

current international relations in the kinetic world stay “salient” in cyberspace, too (Choucri, 2012, 

p. 42).  A similar point is made by Francis C. Domingo, who notes that the great powers will 

remain “dominant” in the cyber sphere (Domingo, 2016, p. 164). In addition, Nye points out that 

powerful states, such as Russia, France, the U.S., and China, are reputed to possess greater cyber 

capability; hence, the great powers will be more influential in cyberspace, albeit not as much as 

they are in the other domains, such as sea and air (Nye, 2011, pp. 150-151). 

 

3.2.1.1 The U.S. as a dominant power in the cyber venue 

The determination of each nation’s place within the hierarchy in cyberspace is, in a broad 

sense, based on their cyber power, defined by Nye as “the ability to obtain preferred outcomes 

through use of the electronically interconnected information resources of the cyberdomain” (Nye, 

2011, p.123). In this light, at the top of the pyramid in the cyber venue sits the U.S.; it is the 
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dominant power in cyberspace just as is it in the physical realm.  Thus, by the virtue of its leading 

role in the formation and development of the Internet, the United States reaps the most benefits 

from the prevailing status quo in cyberspace.  It is considered to be the most effective rule-maker 

and, as a result, usually governs the most significant constituent components of cyberspace, such 

as the Internet. In other words, it is primarily the United States that sets the terms for the 

governance of the Internet and has the largest influence upon the critical organizations managing 

the cyber domain (Choucri, 2012, p. 128; Powers and Jablonski, 2015). By extension, the U.S. is 

reputed to possess the most potent cyber offensive capabilities (Singer & Friedman, 2014; Thomas, 

2016), which will be discussed in the following chapter. The above points indicate that the U.S. is 

the dominant power in cyberspace. 

Various scholars recognize the U.S.'s dominance over the economy of the Internet. They 

acknowledge that the U.S. accrues the most benefits from the global Internet economy; for 

example, it is stated that the U.S. provides thirty-eight percent of the manufacture necessary to 

create the elements of cyberspace, such as hardware and content associated with the Internet, 

followed by China as the third largest producer by ten percent. The U.S. also receives thirty-five 

percent word-wide Internet connectivity, or telecommunications, income as well as over forty 

percent of net revenue created online. According to Shawn M. Powers and Michael Jablonski, one 

ranking service suggests that in 2012 forty-three percent of the world’s million most favored Web 

sites were within the territory of the U.S., followed by Germany with 8 percent. China was ranked 

as the third competitor with only 5 percent, far behind the U.S. Furthermore, Powers and Jablonski 

present a table that presents the annual revenue of Tier 1 Internet Providers in 2013 in billions of 

dollars. The revenues of U.S. companies’ stand out when seen alongside that of their foreign 

competitors. For example, it appears that the sum of only two U.S. companies’ revenue, namely 
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AT&T and Verizon Communications, amounted to USD 249.4 billion in 2013, which is more than 

the sum of the revenues of their five foreign competitors. Based on that, the U.S. indisputably 

remains the greatest economic beneficiary of the Internet and dominates “the global [I]nternet 

industry” (Powers & Jablonski, 2015, pp. 109-124). 

The pillar organizations of the global governance of cyberspace guiding the Internet are 

also dominated by the U.S. For example, some of the significant constituents of cyberspace are 

run by private enterprises located in the U.S., such as the Internet Corporation for Assigned Names 

and Numbers (ICANN) (Kramer, 2009, p. 10). Internet governance broadly means the 

management of fundamental components of the Internet, such as “protocol for data transmission” 

(e.g. IP address and HTTP), root servers, “corresponding domain names,” and IP addresses. As an 

illustration, domain names enable services or web sites to be visible and accessible. To remove a 

domain name renders all associated services and websites “unreachable.” Then, in order to be able 

to exercise power in the governance of the virtual world, one must have sway over the above-

mentioned components that are core to the Internet. The U.S. seems to assume this role. For 

example, Domain Name System (DNS) is “highly centralized and controlled top-down by 

ICANN”, a corporation under the influence of the U.S. government (Powers & Jablonski, 2015, 

pp. 131-132). As a corporation physically located in California, ICANN is responsible for the 

management of the internet (e.g. the assignment of address blocks to geographical Internet 

registries) (Powers & Jablonski, 2015, pp. 139-140). It is also tasked with the operation of the 

Internet Assigned Numbers Authority (IANA), which is also crucial to the governance of the 

Internet (Kwalwasser, 2009, p. 493). 

Discussing the significance of ICANN, Milton Mueller comments that the formation of 

ICANN by the U.S Department of Commerce in 1998 was a landmark in the governance of the 
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Internet. Mueller also makes a critical observation, noting that, “ICANN arose from a unilateral 

construction of a global regime by the United States” (Mueller, 2010, p. 10). More to the point is 

that critical organizations in Internet governance, such as ICANN, IETF (Internet Engineering 

Task Force), and ISOC (The Internet Society) were designed in such a way that legitimized the 

perpetual U.S. dominance of cyberspace (Powers & Jablonski, 2015, p. 153). In the light of the 

U.S. dominance of the global Internet industry and the governance of the Internet, coupled with 

its arguable cyber offensive superiority to its potential competitors, some scholars conclude that 

the U.S. is in possession of sufficient power to determine who will survive and perish in 

cyberspace, and, thus, is sufficiently capable of dominating the cyber domain (Lindsay, Cheung, 

& Reveron, 2015, p. 3). 

 

3.2.1.2 China as a rising challenger in cyberspace 

As highlighted prior, Power Transition Theory characterizes China as a rising challenger 

to the U.S. preponderance in the kinetic world. In the same vein, in a reference to PTT’s description 

of China, this study conceptualizes China as the most dangerous rising cyber challenger to the U.S. 

preponderance in cyberspace. The corroboration of this argument is pervasive in the relevant 

literature. For example, in the eyes of U.S. decision-makers, while Russia represented the first 

dangerous cyber threat to the U.S. due to its cyber operations against Estonia and Georgia in 2007 

and 2008 respectively, China has lately been portrayed in this role as a result of the cyber 

operations it conducted on U.S. soil (Cai & Dati, 2015, p. 542). Likewise, Singer and Friedman 

write that the U.S. Congress in its reports has characterized China as “the most active and 

persistent” cyber culprit intruding in U.S. networks and systems. P.W. Singer and Allan Friedman 

further add that in its Strategy for Operating in Cyberspace, released in 2011 to provide a blueprint 
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for the U.S. military’s Cyber Command, Washington, although not directly, defined China as one 

of the most dangerous cyber perpetrators (Singer & Friedman, 2015, pp. 133-138). 

Akin to that, Jon R. Lindsay describes China as a rising cyber power by referring to its 

rapid growth in Internet economies and its increasing cyber operations (Lindsay, 2014). Others 

make corresponding arguments (Maness & Valeriano, 2016, p. 303). China increasingly displays 

a high Internet presence in parallel to its increasing leverage in cyberspace. As an illustration, 

based on the number of Chinese Internet users (485 million in 2011), Choucri observes that the 

world’s largest Internet population will be in China. This means that China will far exceed the U.S. 

in Internet population (Choucri, 2012, p. 57). With respect to China’s mounting cyber operations, 

Lindsay writes that Chinese cyber operations have significantly soared lately. He notes that those 

cyber operations have, however, been limited to CNE, such as industrial espionage, for the 

purposes of collecting intelligence and stealing commercial data from the U.S. business sector, 

rather than cyberattacks (CNA) that can be destructive in nature (Lindsay, 2014, pp. 7-28). 

Additionally, in 2013, a National Intelligence Estimate referred to China as the most aggressive 

country trying to infiltrate the computer systems and networks of the United States government 

and American enterprises in order to obtain data for “economic gains.” More importantly, in recent 

years, as a rising cyber power, China has started to carry more weight in discussions of the global 

governance of the Internet (Lindsay, Cheung, & Reveron, 2015, p. 2). 
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3.3 Cyberwar 

 

3.3.1 Distinguishing “Cyberwar” from Other Types of Cyber Operations 

The “Information Era” is said to have a transformative impact upon the way societies 

function. In the aftermath of the 1991 Gulf War, military analysts came to understand that the way 

war is fought has also been transformed in parallel to developments in information technology, 

which led to the idea of the information-based technological Revolution in Military Affairs 

(RMA). It is this idea of the RMA that, David J, Betz notes, gave rise to Network-Centric Warfare 

(NCW) and Information Warfare (IW) (Betz, 2006, p. 505).  The notion of “cyberwar” is, in this 

sense, regarded as the latest stage in the continuing progress of the RMA. Taking a glance at the 

growing literature on cyberwar, it appears that scholars, strategists, and experts seek to warn about 

the hazards of cyberwar. They understand the extent of damage that can be inflicted through 

cyberwar and whether or not it may have altered “the nature of political conflict” (Gartzke, 2013, 

pp. 41-44). Although the vast volume of the literature on cyberwar seems to prefer to use the term 

“cyberwar” or “cyberwarfare,” this use is notably contested by various commentators, thereby 

leading to not only a vagueness as to the definition of the concept but also disagreements on certain 

facets unique to cyberwar (Eun & Abmann, 2016, p. 346). 

Given the lack of consensus on criteria for the description and in order to avoid any possible 

confusion, there is utility in drawing a clear line between such terms as NCW and IW that have 

usually, and perhaps inaccurately, been used interchangeably. In a broad sense, Betz defines NCW 

as the exploitation of information so as to increase the efficacy of conventional weapons, whereas 

he, as earlier stated, refers to IW as “a potential weapon in its own right.” Betz also adds that 
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further sub-classification of IW is handy since this categorization may offer a description of the 

“conceptual landscape” (Betz, 2006, p. 508). Pertaining to that, John Arquilla and David Ronfeldt 

divide IW into two forms. First is “netwar.” Netwar is a conflict of information occurring at a 

“societal-ideational” level, fought by networked systems, and waged at a strategic level, with the 

purpose of modifying or disrupting a society’s knowledge about phenomenon. Second is 

“cyberwar,” which is waged at the military level and is more linked to tactical-operational ICTs-

related conflicts, with the aim of altering knowledge and information dominance in favor of the 

initiator. While categorizing netwar as “low-intensity” conflict, they classify cyberwar as being 

viable as both “low- and high-intensity conflicts” (Arguilla & Ronfeldt, 1993, pp. 27-31). Re-

conceptualizing “netwar” and “cyberwar,” Harknett, however, stresses attacks or defenses on the 

societal and military connectivity in defining the two terms respectively (Harknett, 1996, p. 94). 

A further and broader categorization can also be made in order to depict a well-established 

contextual landscape and mark a clear distinction between cyberwar and other cyber operations.  

Colonel Jayson M. Spade points out that the United States Army classifies any exercise of cyber 

capability whose means are not kinetic as Computer Network Operations (CNO). CNO is further 

split into Computer Network Defense (CND), Computer Network Exploitation (CNE), and 

Computer Network Attack (CNA) (Spade, 2011, pp. 7-8; Liff, 2012, p. 404). CNE is, by nature, 

“intrusive” and is mostly non-destructive; it entails “unauthorized” extraction of information from 

a target’s computerized systems. Cyber espionage is an example of CNE. However, CNA can be 

“destructive” and connotes the alteration, disruption, denying, deception, degradation, or 

destruction of an opponent’s computerized-networks or systems, or “programs” and “information” 

that reside in and transit the cyber systems and networks. This study focuses on CNA since it 

accounts for offensive cyber operations that can potentially cause psychical damage (Spade, 2011, 
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pp. 8-9; Lobel, 2012, pp. 622-623). In addition, Spade states that there are two chief objectives of 

CNA. Whereas the primary goal of CNA lies in denying the adversary “the ability to use their 

computer systems, stored information, and networks as designed or intended,” the secondary goal 

focuses on affecting “all those people, systems, and organizations” dependent upon those ICTs, 

and “interfering with or denying them the ability to do their job” (Spade, 2011, pp. 8-9). 

 

3.3.2 What does “Cyberwar” mean? 

With the distinction made above, attempts to define “cyberwar” may prompt more 

ambiguity and confusion since cyber security experts and scholars have not been able to offer an 

agreed-upon clarification of the concept. By extension, as earlier stated, it is still disputable 

whether “cyberattack” can fall under the rubric of aggression in traditional terms or is merely a 

“nuisance” that does not merit attention due to its “unharmful” character (Eun & Abmann, 2016, 

pp. 346-347). Some ascribe this definitional chaos to “the multidisciplinary character” of research 

on cyberwar that spans such domains as International Law and International Relationships, and 

Computer Science. Consequently, pundits and experts with varying backgrounds interpret the 

meaning of cyberwar in accordance with their perspective on the issue, thus complicating the 

meaning of the term (Cai & Dati, 2015, pp. 545). 

The debate is not only constrained by the pervasive conceptual divergence among scholars, 

experts, governments, and military strategists; some commentators have even gone so far as to call 

narratives of cyberwar “hype” or “myth” and cyberwar scenarios mere speculations (Gartzke, 

2013; Rid, 2013). To the contrary, numerous other scholars, experts, and government officials 

have already come to believe that cyberwar may pose the “next existential threat” to nation-states 

(Gartzke, 2013, p. 50). For example, the 2011 European Parliament policy paper, according to 
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some scholars, highlighted the increasing importance of cyberwar for states in the European Union, 

noting that future interstate war will have a cyber-dimension (Eun & Abmann, 2016, pp. 343-345). 

In particular the U.S government`s officials believe that the future war will occur in cyberspace 

(Hughes, 2010, p. 523). Lynn contends that cyberwar is imminent and poses a major threat (Lynn, 

2010). Pointing to the danger cyberattacks can pose to U.S. national security, former President 

Barack Obama, Adam P. Liff writes, declared in 2009 that the U.S. cyber infrastructure will be 

regarded as a “strategic national asset” (Liff, 2012, p. 402).  Leon E. Panetta, former Defense 

Secretary of the U.S., was particularly vocal on this issue and highlighted the magnitude and 

seriousness of the threat cyberwar poses. He urged that due to the increasing vulnerability of the 

U.S. to potential cyber perpetrators abroad, the United States faces the prospect of a “cyber-Pearl 

Harbor” that would “cause physical destruction and the loss of life, an attack that would paralyze 

and shock the nation and create a profound new sense of vulnerability” (Bumiller & Shanker, 

2012). 

Clarke and Knake offer more vivid depictions of a calamitous Pearl Harbor scenario with 

a digital component attached to it. They assert that through cyberattacks, trains could be derailed; 

financial information systems could collapse, resulting in the loss of immense amounts of data; air 

traffic control systems could be shut down; and nuclear power plants could possibly be damaged, 

giving rise to a nuclear catastrophe. Moreover, it is speculated that China could place logic-bombs, 

defined as pre-installed programs that cause networks or systems to shut down, in the power grids 

of major U.S. cities, leading to widespread blackouts (Clarke & Knake, 2010). Wesley Clark and 

Peter Levin, too, believe that cyberwar seems to be ineluctable and will affect a large section of 

populations by disrupting critical national infrastructure, such as power grids and financial 

networked-systems (Clark & Levin, 2009). A similar assessment is made by Gary McGraw, who 
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asserts that cyberwar looms on the horizon and is inevitable unless vulnerabilities in critical 

infrastructure systems are closed by enhancing cyber defenses (McGraw, 2013). Some accounts 

go so far as to claim that the threat cyberwar poses is perceived as more worrisome than the risk 

of nuclear war or conventional assaults (Kaiser, 2014, p. 11). 

To a broader extent, many commentators and cybersecurity experts argue that cyberattacks 

could disable or destroy both military and civilian critical cyber infrastructure and networks. 

Related to potential physical damage from cyberattacks, the Stuxnet worm, to be addressed below, 

was the first of its kind and was a cogent justification of such scenarios as cyber Peral Harbor or 

9/11. Perhaps, that is why Stuxnet was seen as “the Hiroshima of cyber-war” (Gross, 2011). 

With the cyberwar literature briefly addressed, Nye’s definition of cyberwarfare can be 

useful as a point of departure for further discussion. He defines cyberwar as “hostile actions in 

cyberspace that have effects that amplify or are equivalent to major kinetic violence” (Nye, 2011, 

p. 21). Corresponding thoughts in terms of the level of destructiveness of cyberwar are prevalent 

in others’ comments. For instance, the former FBI Director Robert Muller remarked that today’s 

cyberattacks can produce effects equivalent to a “well-placed bomb” (Eun & Abmann, 2016, p. 

347). From the standpoint of Richard A. Clarke and Robert K. Knake, cyberwar refers to “actions 

by a nation-state to penetrate another nation’s computers or networks for the purposes of causing 

damage or disruption.” This definition is important because of its emphasis on nation-states. 

Cyberwar is, first and foremost, hostile actions among nation-states (Clarke & Knake, 2010, p. 6). 

To achieve a precise picture of the distinctive characteristics of cyberwar, one must be able 

to unambiguously illustrate what types of cyberattacks qualify as cyberwar. Adam P. Liff suggests 

that cyberwarfare is defined as encompassing only the use of CNA against military and civilian 

cyber infrastructure, and it excludes “psychological warfare” in the cyber domain. Another 
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stipulation for what constitutes cyberwar is its “non-kinetic” property (Liff, 2012, pp. 404-408). 

Cyberwar must also, as in conventional war practices, be politically driven and waged with an aim 

to coerce adversaries. Additionally, cyberwar has to be violent in character, causing or attempting 

to cause physical harm and destruction, perhaps, but not necessarily, including injury or death 

(Liff, 2012, p. 408; Singer & Friedman, 2014, p. 121). Treating cyberspace as a political venue 

means that the use of cyber tools must be seen as efforts to accomplish political ends just as are 

tools used in other domains (e.g. on land and at sea). In this vein, it is essential to recognize 

cyberwar as a “strategic challenge” rather than as a technological matter (Limnéll, 2016, p. 3). 

Combining Liff’s definition of cyberwar with those of others, this study refers to cyberwar 

as a nation-state’s cyberattacks (CNA) against its adversary nation’s military or civilian 

computers, computer-based systems, and networks with an aim of coercing adversaries and 

extracting political concessions by inflicting physical damage on these computers, computer 

systems, and networks, such damage possibly, but not necessarily, including injury and death, or 

total destruction.  Libicki views cyberwar waged with coercive intent as a feasible option and an 

effective means to “assert status in international relationships and to teach lessons to other 

countries” (Libicki, 2009, p. 121). Kugler makes a corresponding point, stating that cyberattacks 

can be instrumental in coercing and persuading others in pursuit of political and other agendas 

across different domains (Kugler, 2009, p. 314). The purpose of cyberwar is, then, to assert status 

by bending the opponent to offender’s “will” (Libicki, 2009, p. 118). This study considers a 

potential cyberwar initiated by China against the United States in this sense. For example, if China 

is disenchanted with the status quo in cyberspace, it will be likely to launch cyberwarfare against 

the U.S. in order to alter the prevailing cyber order in such a way that it can extract political, 

economic, and strategic concessions and accrue more benefits from it. 
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Possible objections to the definition of the term “cyberwar” offered in this study are worth 

noting. Some may argue that using the term “cyberwar” is inaccurate in that such a thing has never 

existed. Of those skeptical of such a term, Thomas Rid is perhaps the most vocal. His main 

argument is that cyberwar has never occurred in the past, nor will it transpire; thus, using the notion 

“cyberwar” is problematic at best on the grounds that cyberattacks have not yet met Carl von 

Clausewitz’s three required components of war. First, war must entail elements of violence in 

terms of lethality, be instrumental in terms of means and ends, and be political in terms of motive 

(Rid, 2012, pp. 7-8). 

However, Rid’s view is contestable. It is true that no human casualty due to cyberattacks 

has, as has been earlier stated, been reported so far; yet as John Stone suggests, lethality and 

violence have no inexorable link to one another. Violence inflicted on objects, but not to 

individuals, can also be considered acts of war. Thus, the insistence that only aggressions with a 

“lethal dimension of violence” qualify to be called acts of war is misleading and inaccurate. 

Cyberattacks that cause physical damage to objects, as did Stuxnet, can fall under the rubric of 

war. In addition, even assuming that Rid’s point that in history, there has been no war that has 

remained unattributed is true, Stone aptly and accurately observes that Clausewitz’s description of 

war as an act of force does not stipulate that it be attributable. More importantly, just because the 

historical record suggests that there has been no unattributed war does not necessarily mean that 

future war could not entail “unattributed acts of force” (Stone, 2013, p. 105). 

Corresponding arguments to that of Stone are to be found in the cyberwar literature. For 

example, Alex Calvo argues that cyberwar can and will be equal to an act of war.  Once an 

alternative reading of Clausewitz’s definition of what war is made, cyberwarfare will be entitled 

to be labeled among acts of war in Clausewitzian terms because cyberattacks can lead to physical 
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damage. To reinforce his argument, he contends that once most of the physical systems, ranging 

from industrial complexes to weapon systems to household appliances, become internet-reliant on 

a permanent basis, the borderline between the real and virtual world may become more blurred. 

As a result, the distinction between denying access to a harbor by incapacitating its cyber systems 

and besieging the harbor by placing mines around it may fade away (Calvo, 2014). The cogency 

of this observation can be justified by the U.S. government’s declaration in 2011 that a cyberattack 

will be considered akin to an act of war; therefore, responding with kinetic means is among the 

options available to the U.S. government (Department of Defense, 2011). 

Important to note is that in the context of potential cyberwar between the U.S. and China, 

political attribution will not be an unsurmountable problem whatsoever because the would-be-

attacker, China, would be willing to reveal its identity. The validity of this argument can be 

corroborated by various scholars. In comparison to Russia’s stealthy cyber pursuits, Matthew D. 

Crosston finds China’s openness about its cyber activities surprising (Crosston, 2011, p. 106). 

Broadly speaking, Libicki writes that cyber perpetrators may, in some cases, “make it fairly clear 

who is attacking and why,” depending on their motivations (Libicki, 2009, p. 90). With regards to 

that, Charles L. Glaser notes that if a state seeks to compel the U.S. to “make political concessions” 

in times of crisis by initiating cyberattacks on the U.S.’s cyber systems and its society, which is 

called the “countervalue” attack strategy, this state has a political motivation. Thus, for the 

threatening state to succeed in compelling the U.S., its demands and menacing message must 

explicitly be conveyed or “spelled out.” This makes political attribution clear and, to some degree, 

ensures the U.S. that if it satisfies the attacker’s demands, attacks will cease (Glaser, 2011, p. 3). 

Additionally, Kugler sees it as unlikely that any major cyberattacks or threats on the U.S. will be 



118 
 

in a “political vacuum;” instead, they will, he comments, be carried out “with an explicit political 

and strategic goal” (Kugler, 2009, pp. 317-318). 

 

3.3.3 Cyberwar as a Strategic Means 

There are divergent views as to whether cyberwar can be leveraged as means of “brute 

force,” defined as “measures…in which the damage done by the attack serves as an end in itself,” 

or “political coercion,” referred as the extraction of “concessions” from the victim (Liff, 2012, p. 

403). Scholars also argue whether cyberwar can be used as a potent “force multiplier” at the tactical 

and operational level (Sharma, 2010, p. 63). While Libicki defines strategic cyberwarfare as 

“launched by one entity against a state and its society, primarily but not exclusively for the purpose 

of affecting the target state’s behavior,” he refers to operational cyberwar as “wartime cyberattacks 

against military targets and military-related civilian targets” (Libicki, 2009, pp. 117-139). 

Gartzke argues that cyberwar cannot be used as a means of political coercion due to the 

very nature of cyberwarfare, such as the difficulty of attribution and inability to cause unacceptable 

damage, which undermines the credibility of the coercing actor. He suggests that in order for 

cyberwar to accomplish long-term political objectives that may alter the balance of power, it has 

to be employed in conjunction with conventional war practices as a force-amplifier. Otherwise, 

Internet-mediated attacks, he contends, create only a “soft kill,” the effects of which are only 

temporary (Gartzke, 2013, pp. 57-58). A useful illustration of cyberwar as a force enhancer is 

provided by Libicki. He speculates that China may initiate a war to invade Taiwan by first 

executing cyberattacks on the United States’ military networks so that the U.S. cannot step in until 

China has accomplished its objective (Libicki, 2009, pp. 82-83).  Taking all together, Garzke is 
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skeptical about cyberwarfare being a political instrument at a strategic level and serving as an end 

in itself in pursuit of foreign policy (Gartzke, 2013). 

While there is a notable diversity of views among pundits and military leaders about the 

strategic utility of cyberwar, numerous scholars acknowledge the strategic aspect of cyberwarfare. 

John Arquilla and David Ronfeldt, for instance, claim that cyberwar can be waged, both for 

offensive and defensive purposes, not only at a tactical level but also at a strategic level (Arquilla 

& Ronfeldt, 1993, p. 43). While admitting the low possibility of massive casualties resulting from 

cyberattacks, Adam P. Liff, accentuates the efficacy of cyberwar as a means of brute force and 

political coercion. He further adds that as a means of “coercive counter-value weapon,” cyberwar 

can “disable or destroy critical physical infrastructure (e.g., power generators; air traffic control 

systems)” for strategic purposes (Liff, 2012, pp. 403-404). Moreover, confirming the strategic 

facet of cyberwarfare, Amit Sharma notes that strategic cyberwar can serve to accomplish “the 

desired ends” through the imposition of “strategic paralysis” on the adversary’s cyber-systems and 

networks with almost no employment of kinetic instruments. He further adds that cyberwar can 

also serve as a principal means of accomplishing “grand strategic objectives” in the twenty-first 

century (Sharma, 2010, pp. 63-72). 

Having alluded to the cyberwar literature and defined the term, it is important to 

consolidate the conceptual landscape pertaining to cyberwar with a case study. To this end, the 

case of Stuxnet will be discussed in the next section. 

 

3.4. Stuxnet 

Exploring the case of Stuxnet is important for three reasons. First, it provides a cogent, 

definitional justification of cyberwarfare. Second, due to its sophistication and its being the first 
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cyberattack causing physical damage, Stuxnet is believed to be the precursor of a new form of war: 

Cyberwar (Clayton, 2011). Third, not only did Stuxnet set an example of how destructive a cyber 

weapon could be, but also it was a vindication of political, strategic, and coercive facets of 

cyberwarfare (Farwell & Rohozinski, 2011, p. 24; Lewis, 2012, p. 83). Therefore, a brief analysis 

of the case of Stuxnet will give better insights in understanding the nature of cyberwar as well as 

what can be feasible with it. 

Dubbed as a “mysterious piece of malicious software (malware)” by cyber experts, the 

worm “Stuxnet” was discovered in 2010 and presented “the most sophisticated” cyber weapon 

designed for targeting the Iranian nuclear infrastructure located at Natanz (Lindsay, 2013, pp. 365-

366). Representing a brand new “fire-and-forget” malicious software that can be leveled against 

specific targets in the cyber domain, Stuxnet did not require the common Internet connection in 

order to penetrate the targeted computer-oriented systems. Instead, it infiltrated these systems in 

the nuclear facility via other instruments (e.g. USB sticks). Leveraging four “zero-day 

vulnerabilities,” defined as vulnerabilities in software yet to be discovered, the worm is believed 

to “alternate the frequency of electrical current” powering the enrichment centrifuges (Farwell & 

Rohozinski, 2011, pp. 24-25). As a consequence, Stuxnet inflicted physical damage on more than 

a thousand centrifuges in the facility. According to an account, the level of destructiveness of the 

cyber weapon may have delayed Iran’s aspiration of being a nuclear power to 2015 (Lindsay, 2013, 

p. 366). 

For Stuxnet was the first of its kind capable of causing physical damage, some experts 

described it as “military-grade cyber missile” fired at the nuclear infrastructure in Iran (Farwell & 

Rohozinski, 2011, p. 23). In the same vein, some media accounts, according to Lindsay, depicted 

the worm as “‘the cyber equivalent of the dropping atomic bomb’ and ‘a new era of warfare.’” 
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This line of thought is manifest in other comments that regard Stuxnet as “the leading edge of 

cybersecurity in the Revolution in Military Affairs” (Lindsay, 2013, p. 366). So, the bottom line 

is that the discovery of Stuxnet and its technical performance has proven that cyber weapons are 

effective means capable of causing physical destruction. Therein lies its strategic importance in 

terms of its transformative effect on the conduct of foreign affairs and war (Cohen, Freilich, & 

Siboni, 2016, p. 308). Pertaining to this point, James P. Farwell and Rafal Rohozinski note that the 

strategic significance of Stuxnet “lies in the insight it offers into the evolution of computer warfare 

that is occurring far away from Washington’s beltway” (Farwell & Rohozinski, 2011, pp. 25-26). 

Along with its destructive capability and strategic characteristics, Stuxnet was also an 

explicit manifestation of a politically driven cyberattack. Attacks that are political in motive 

propose to gain advantages (e.g. economic and diplomatic) over an opponent. Attacks of this sort 

include endeavors to incapacitate critical cyber infrastructure, such as those of government and 

civilian, to coerce the target for the purposes of extracting political concessions (Cohen, Freilich, 

& Siboni, 2016, p. 309). In the words of Lukas Milevski, Stuxnet “serves a pioneering purpose 

and holds the door open for the serious consideration of cyberattack as an instrument of strategy 

and policy” (Milevski, 2011, p. 65). 

The creation of Stuxnet is said to have begun during George W. Bush’s term under the 

name of Olympic Games program, with an aim to forestall a potential Israeli kinetic attack on 

Iran’s nuclear power plant. Thus, Stuxnet is, as formerly mentioned, believed to be engineered as 

a joint effort of Israel and the United States to delay the Iranian nuclear program (Sanger, 2012). 

This fact indicates that Stuxnet had a political agenda, which was to maintain the balance of power 

in the Middle East by preventing Iran from acquiring nuclear weapons. It was designed to coerce 

Iran to cease its nuclear program, with a specific goal of inflicting lasting damage on the 
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enrichment facility so as to extract political concessions. In this respect, one may point to the U.S.-

Iran nuclear deal made during Obama’s term in 2015 (Said-Moorhouse, 2016) as the fruitful 

product of Stuxnet’s coercive power that persuaded Iran to sign such a deal that ended its nuclear 

program. After all, it does not appear as fortuitous that Stuxnet could, as previously stated, have 

delayed Iran’s nuclear program to 2015 and that the nuclear deal was reached in the same year. 

As a concluding remark, all these accounts of Stuxnet serve as a cogent justification of the 

offered definitional landscape of cyberwarfare, its aspects, and its strategic and political salience 

in this study. With that being pointed out, the next section of this work provides useful theory-

based accounts and an analysis guided by Power Transition Theory of whether cyber deterrence 

could be effective in preventing cyberwar between the U.S. and China, and whether cyberwar 

between the two major powers is imminent under the guidance of Power Transition Theory. 
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Chapter Four: U.S.- China Cyber Offensive Capabilities and the Level of China’s 

Satisfaction with the Status Quo in Cyberspace 

 

4.0 Objective of the Study: The Main Question and the Fundamental Argument 

This study has explored the efficacy of cyber deterrence within the confines of classical 

deterrence and technical vulnerabilities in cyber systems and networks, and now this analysis will 

be applied in the context of cyberwar between the U.S. and China. The main question to be 

answered is: How can Power Transition Theory allow us to better understand the efficacy of cyber 

deterrence in preventing cyberwarfare between the United States and China? The fundamental 

argument made in this study is that cyber deterrence is largely an ineffective approach to 

understanding how best to prevent cyberwar between China and the United States. Applying PTT 

indicates that China is likely to initiate cyberwar to alter the prevailing status quo in cyberspace in 

its favor, particularly if it approaches offensive cyberwarfare capability parity with the U.S. while 

simultaneously remaining dissatisfied with the cyber order. 

Based on the thesis statement, there are two variables critical to determining under what 

conditions cyber deterrence will be ineffective in hindering cyberwar. First, this study analyzes the 

offensive cyberwar capability of both China and the U.S. to ascertain whether China, as a rising 

challenger, has reached a parity of cyber offensive warfare capability with the United States.  

Secondly, this study investigates the level of China’s satisfaction with the current status quo in 

cyberspace. 
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4.1 Cyber-Offense Power of China and the United States 

Offensive cyber capabilities encompass Computer Network Attacks (CNA) and Computer 

Network Exploitation (CNE). However, as previously emphasized, this study concentrates upon 

CNA because they can be destructive in nature (Spade, 2011, p. 7). It should be noted that gauging 

states’ cyber-offense power is difficult because states do not overtly make their offensive cyber 

capabilities a subject matter of discussion for several reasons. Firstly, the demonstration of cyber-

offense capabilities, as stated prior, renders them ineffective since adversaries will work on 

countering them and develop so-called “anti-codes,” or fix existing vulnerabilities that might be 

exploited by the cyber weapons. Secondly, it is usually detrimental to a state’s reputation to make 

it public that it disrupts another state’s computer networks and systems or that it spies upon other 

states. Nonetheless, states do not refrain from investigating and discussing other states’ cyber 

warfare capabilities and what options they have at their disposal, which provides some insights in 

understanding their offensive cyber warfare power (Hjortdal, 2011, p. 4). 

 

4.1.1 Offensive Cyber Capability of China 

Although joining the Internet “relatively late” as opposed to the U.S., China is believed to 

have swiftly compensated for the time lost. The dramatic increase in the number of Chinese 

Internet users from two million following the mid-1990s, when the public had, for the first time, 

access to the Internet, to 538 million in the second half of 2012, is illustrative of China’s 

tremendous leap forward in cyberspace. In parallel to that, Chinese strategists and military analysts 

equally and rapidly grasped the broader strategic ramifications of ICTs (Inkster, 2013, p. 57). This 

awakening occurred particularly in the aftermath of Operation Desert Storm in the first half of 
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1990s, when Chinese decision-makers witnessed the U.S.-led collation’s ability to readily 

“dismantle” the army of Saddam Hussein by the virtue of integrating military cyber systems and 

computer-oriented networking technology. They came to the realization of “how far behind the 

state-of-the-art their conventional capabilities had become.” From then on, scholars state, an 

exhaustive modernization effort in the Chinese People’s Liberation Army (PLA) ensued. This 

thrust for modernization in the PLA has also spawned the creation of “an advanced cyberwarfare 

capability” (Manson, 2011, pp. 121-122). 

According to G. P. Manson III, there are several ways to ascertain China’s offensive cyber 

capabilities. One way is the examination of China’s effort to place “logic bombs,” defined, in the 

broadest sense, as “malicious code,” in other nations’ networks. For example, it is speculated that 

China placed logic bombs in U.S. computer-oriented systems, such as those of power grids and 

financial systems, in order to activate them when circumstances are right (e.g. during the course 

of a conflict). This speculation was, Manson notes, acknowledged by Robert Lawless, the former 

Deputy Undersecretary of Defense, who stressed China’s intention to subvert the critical systems 

of the U.S. through sophisticated cyber instruments (Manson, 2011, p. 123). Similarly, some argue 

that Chinese’s infiltration of computers in over 103 countries to conduct surveillance against the 

“exiled” Tibetans struggling for an independent Tibet is also a manifestation of China’s 

sophisticated cyber-offense capabilities (Verton, 2008). 

Another way to understand China’s cyber-offense power is to look at its recruitment of 

civilian hacker groups. Manson III writes that it was estimated by the 2010 U.S.-China Economic 

and Security Review Commission that the Chinese Communist Party has around 250 state-backed 

hacker groups capable of conducting a variety of cyberattacks, ranging from unsophisticated 

denial-of-service attacks to perplexing cyber espionage. These “patriotic hackers” were 
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purportedly behind the cyberattacks directed at the website of the American Embassy in Beijing 

in response to the United States’ inadvertent bombardment of China’s Embassy in Belgrade in 

1999 (Manson, 2011, p. 123; Denning, 2001). 

A third way to gain insight into China’s cyber offensive capabilities is to examine “its role 

as a major source of manufactured IT hardware to distribute compromised routers and servers 

abroad.” China is known for selling “compromised” cyber technology to some countries in the 

West. A report by the Federal Bureau of Investigation (FBI) in 2007, according to Manson, sets 

forth that China wanted to disseminate its compromised ICTs products, such as hardware, abroad 

by leveraging “its role as a major player in the global IT supply chain” (Manson, 2011, pp. 121-

123). 

A fourth way to gauge China’s cyber offensive warfare capabilities is to scrutinize the 

formation and training of cyber-units in its military (Manson, 2011, p. 122). In an effort to develop 

cyberwarfare capability, China has initiated an undertaking in mid-1995 that would make a 

strategic use of cyberspace: The formation of an Information Warfare (IW) plan. By 2000, IW 

units were established, and it was said that Beijing was aiming to confront its adversaries in the 

cyber area by utilizing computer networks for the manipulation of adversaries’ information 

systems (Ball, 2011, p. 81). In 2003, China moved one step further and declared the formation of 

cyberwarfare units. Clarke and Knake write that around the same time as China’s announcement 

of the new unit, up to 20 terabytes of data from the non-confidential computer networks of the 

Pentagon were extracted, implying that China was the perpetrator of this cyber espionage, known 

as “Titan Rain” (Clarke & Knake, 2010, pp. 57-58). Above all, in July 2010, the PLA announced 

the establishment of an “Information Protection Base.” China’s decision to create such a base was 

made soon after the U.S. formed its own Cyber Command (Ball, 2011, p. 81; Branigan, 2010). 



127 
 

The management of the various types of military cyber units created to conduct Computer 

Network Operations (CNO), based on available information, is handled by “the Third and Fourth 

departments of the General Staff Department” in the PLA (Domingo, 2016, pp. 158-159). Singer 

and Friedman remark that the Third Department was established in the 1980s and situated in 

Beijing; it is akin to the U.S.’ National Security Agency (NSA) and is tasked with “signals 

intelligence and code-breaking.” They further add that this department is reported to possess 

around 130,000 personnel (Singer & Friedman, 2014, p. 141). According to Francis E. Domingo, 

the department’s responsibility also entails computer network exploitation (CNE) and computer 

network defense (CND) (Domingo, 2016, p. 159). 

Moreover, the PLA’s General Department 418th Research Institute is also deemed a key 

component of China’s cyber units; some even believe that what this unit is to China is what Cyber 

Command is to the U.S. The unit is said to have subsections. Of those, one unit, called 

“informationized Blue Team,” draws special attention because it is believed to be formed for the 

purposes of selecting potential targets for the Chinese cyber units as well as simulating how the 

United States’ military and its allies utilize the cyber venue. Singer and Friedman also emphasize 

the significance of the Second Bureau of the Third Army, dubbed the “‘Comment Crew’ or 

‘Shanghai Group,’” on the grounds that this unit is responsible for collecting intel on the U.S. with 

regard to military, economic, and political issues through the utilization of cyber mediums. For 

example, this unit is known for being caught while trying to infiltrate the computer networks of 

the New York Times in 2013 (Singer & Friedman, 2014, p. 141).  As for the PLA’s Fourth 

Department, it was established in the early 1990s and plays the main role in managing computer 

network attacks (CNA). The department is also considered the PLA’s “electronic 

countermeasures” unit. However, the paucity of available information on the main task and future 
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trajectory of these cyber military units and departments should be highlighted (Domingo, 2016, p. 

159). 

Important to note is that it is widely expressed in the relevant literature that China’s build-

up of its cyberwarfare capabilities is informed by the PLA’s doctrine of asymmetric warfare 

contained in Unrestricted Warfare, produced by two of the PLA’s colonels in the late 1990s. 

According to this warfare strategy, China is and will continue to be incapable of taking on the 

military might of the United States in a conventional war scenario and, therefore, should, instead, 

be in pursuit of information dominance that will provide China a substantial asymmetric 

advantage. In this sense, the PLA’s doctrine asserts that the U.S. can be defeated by conventionally 

inferior China by exploiting its weaknesses or vulnerabilities through cyberattacks (Adams, 2001, 

pp. 102-103). 

Following the examination of China’s cyber-offense power, various scholars and experts 

appear to conclude that China falls far behind the U.S. when it comes to cyberwarfare capabilities. 

For example, Desmond Ball tracks down the evolution of China’s cyber offensive capabilities. 

Judging by the involvement of China’s military and intelligence organizations in cyberattacks and 

cyber defense practices on computer networks and systems abroad since 1995, Ball concludes that 

China demonstrated “fairly rudimentary” offensive cyber warfare capabilities, adding that the 

demonstrated offensive cyberwar power of China proved “little proficiency with more 

sophisticated hacking techniques” such as the ability to cripple the air defense system of a nation 

(Ball, 2011). Similarly, some suggest that China’s cyber capability is limited because the country 

still needs to import advanced cyber technology from ICTs companies in the U.S., such as Intel, 

and, in a broader sense, is dependent on “foreign intellectual property” (Singer & Friedman, 2014, 

p. 94; Lindsay, Cheung, & Reveron, 2015, p. 3). Others suggest that, in spite of the PLA’s swift 
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improvement in cyber offensive power, the U.S. is “second-to-none” when it comes to offensive 

cyber capabilities (Libicki, 2009, p. 32; Clarke and Knake, 2010, p. 147; Morgan, 2010). 

 

4.1.2 Offensive Cyber Capability of the United States 

It is discussed that the U.S. is so superior at cyber offense that some U.S. military officials 

and experts recently urged that the U.S. ought to concentrate less on offense and more on defense 

in the cyber venue (Singer & Friedman, 2014, p. 137). While the belief that the U.S. has an 

incomparable cyber -offense dominance is pervasive and is backed up by some evidence, as is the 

case with the level of sophistication of Stuxnet, it is still not known to what extent this holds true 

or how capable the U.S. is in conducting CNA. This ambiguity is due mostly to the classified 

nature of the cyber offense capabilities of the U.S. Despite Edward Snowden’s 2013 revelations 

highlighting the level of sophistication of the U.S.’s capability to conduct surveillance on the 

Internet, very few details are known about the U.S.’s CNA capability, except from the case of 

Stuxnet (Lindsay, 2014, p. 7). Morgan offers several possible reasons for the secrecy of cyber 

offensive capability. First, he points out that the U.S. may be reluctant to utilize its cyber offensive 

instruments so as not to diminish their future efficacy. Second, the U.S. may opt to refrain from 

using offensive cyber power because of the fear that offensive tools could inform adversaries of 

how to duplicate these capabilities. As a result, the U.S. may, Morgan comments, seek to leverage 

“its reputation rather than to show what it can do” (Morgan, 2010, p. 63). 

Nevertheless, there are some organizational developments in the accounts of numerous 

commentators, experts, and government officials that offer considerable insights that can help us 

understand U.S. offensive cyber power. In a bid for the militarization of cyberspace, the 

Department of Defense (DoD) sought the simultaneous employment of the U.S. military cyber 
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capabilities, both defensively and offensively, in 2003. Afterwards, the Bush administration 

decided to task the National Security Agency (NSA), under the auspices of the U.S. Strategic 

Command, with undertaking offensive cyber operations and, then, transferred this task “to the 

newly created Joint Functional Component Command-Network Warfare (JFCC-NW) in 2004 

under the same command” (Domingo, 2016, pp. 161-162). Of those organizational changes, the 

creation of the U.S. Cyber Command (USCYBERCOM) has a great significance in terms of 

demonstrating U.S cyber-offense power. The Pentagon formed the U.S. military’s Cyber 

Command as a subdivision of Strategic Command in 2010. The U.S. Cyber Command has been 

mandated to fulfill a wide range of responsibilities. In a broader sense, USCYBERCOM’s mission 

includes, but is not limited to, the defense of the cyber systems and networks of DoD and carrying 

out full-fledged military-enabled computer network operations (CNO) so as to allow or facilitate 

operations in the other realms (O’Connell, 2012, p. 196). 

Combining all fragments of the U.S military dealing with cyber matters, ranging from the 

“Fleet Cyber Command of the Navy to the Army’s Ninth Signal Command”, USCYBERCOM has 

approximately 60,0000 personnel or, perhaps more correctly, cyber warriors. According to Singer 

and Friedman, not only has the size of Cyber Command been expanding swiftly, but its perceived 

significance in the eyes of the U.S. military has also been increasing given the notable rise in the 

2014 Pentagon`s spending on Cyber Command. The growth in the perceived importance of 

USCYBERCOM within the U.S. military possibly warrants Singer and Friedman’s observation 

that Cyber Command is “a revolutionary new military organization” (Singer & Friedman, 2014, 

pp. 133-135). In addition to Cyber Command, Lynn notes that prior to 2011, the Defense Advanced 

Research Projects Agency (DARPA), an agency having made a great contribution to the invention 

of the Internet, developed the National Cyber Range program to assist the U.S. military in its 
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efforts to “test” cyber offensive instruments, with the aim of maintaining U.S. offensive dominance 

in the cyber sphere (Lynn, 2010, p. 105). 

As earlier stated, while succeeding in conducting unsophisticated cyberattacks, such as 

defacing web sites and distributed denial-of-service attacks, China is believed to be incapable of 

orchestrating highly sophisticated cyberattacks such as Stuxnet. On the contrary, the U.S.’s 

superiority in terms of cyber-offense power is highlighted by various scholars. Of those, Clarke 

and Knake stand out. They argue that the U.S. is by far ahead of China when it comes to utilizing 

the most advanced and sophisticated offensive cyber capabilities. They go so far as to speculate 

that the U.S. is likely to defeat China in a cyberwar scenario. Most important to the analysis in this 

paper is that Clarke and Knake provide a chart wherein five differing nations are compared based 

on their cyberwar capabilities. 

 

Table 1 OVERALL CYBER WAR STRENGTH 

Nation Cyber Offense Cyber 

Dependence 

Cyber Defense Total 

United States 8 2 1 11 

Russia  7 5 4 16 

China 5 4 6 15 

Iran  4 5 3 12 

North Korea 2 9 7 18 

 

Note. Adapted from “Cyber War: The Next Threat to National Security and What to do about it,” 

by R. A. Clarke & R. K. Knake, 2010, New York, NY: HarperCollins, p. 148. Copyright 2010 by 

Richard A. Clarke and Robert K. Knake.  
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In this study, the information in Table 1 is considered the basis for the analysis of offensive 

cyber capabilities of both the U.S. and China. In other words, this study will use Table 1, which 

scores the cyberwar strength of five states, in the assessment of whether China has approached 

parity of offensive cyberwarfare capabilities with the U.S. 

Having underlined that, the chart measures the cyberwar strength of the five states 

according to three factors: offense, defense, and dependence. While Clarke and Knake define 

“Defense” as “a nation’s ability to take actions that under attack, actions which will block or 

mitigate the attack,” they measure “Dependence” based on the degree of dependency of a nation 

on cyber infrastructure--that is, how much a nation is dependent on cyber systems and networks 

that could have vulnerabilities to exploitation in times of cyber conflict. Each country in the chart 

receives scores in accordance with Clarke’s own evaluation of their defensive capability, offensive 

capability, and how much they are dependent upon computer systems and networks. Necessary to 

note here is that if a country’s dependency on cyber infrastructure is low, it gets a higher score 

since being a connected-nation in the cyber realm is deemed a disadvantage in the event of 

cyberwarfare due to the increased number of potential vulnerabilities in computerized-systems and 

networks to exploitation (Clarke & Knake, 2010, pp. 147-148). 

Upon the analysis of the chart above, it appears that the U.S. receives a higher score for 

offensive cyber power while China performs relatively poorly in the realm of offensive cyber 

capabilities. Although China’s overall cyberwarfare strength score (15) seems to be greater than 

that of the U.S. (11), it does not necessarily mean that China has overtaken the U.S. in cyberspace. 

Because China is far behind the U.S. in relation to cyber offensive power, it is likely to be incapable 

of executing sophisticated cyberattacks that could wreak more, or equal in scale and scope, havoc 

on the dominant power than could the U.S. on China. This point is going to made clearer below. 



133 
 

In the light of the analysis above, this study concludes that China as a rising challenger has 

not yet reached cyber offensive power parity with the U.S. Consequently, China is tenuously 

deterred and, thus, is unlikely to initiate cyberwarfare unless it reaches a parity of cyber-offense 

power with its U.S. antagonist. Crucial to the analysis above is that the efficacy of cyber deterrence 

is tenuous, depending on China’s relative cyber-offense capability. The underlying logic of this 

analysis is, as Power Transition Theory would suggest, that the potential challenger (China) will 

gauge the odds of winning and losing a cyberwar, and if the possibility of losing cyberwarfare 

outweighs the chance of winning, owing to the China’s weaker offensive cyber power relative to 

that of the U.S., it, then, follows that cyberwarfare between the dominant power and the rising 

challenger is unlikely to occur since the initiator of cyberwar will be the challenger, China, which 

is tenuously deterred. 

At this point, one may argue that the U.S. may seek to initiate a preemptive cyberwar 

against China while it still enjoys cyber-offense power preponderance. Applying Power Transition 

Theory, this study contends that such preemptive war would disrupt the established cyber system 

and, thus, would lead to uncertainty among the satisfied system adherents. Once the existing web 

of cyber relations favorable to the satisfied nations is disrupted, these satisfied nations’ support for 

the status quo would dramatically decline. When the legitimacy of the status quo diminishes, so 

does the power preponderance of the United States in the cyberspace. Consequently, the U.S. as 

the dominant power will be unwilling to wage an early cyberwar against China in order not to 

disrupt the established cyber order by creating uncertainty and causing confusion among its allies. 

It is in this context that Power Transition Theory refers to the dominant power as risk-averse and 

unlikely to start a war. 
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Another possible objection to the analysis above may be that China may seek to launch 

cyberwar against the U.S. before it catches up to the offensive cyber power level of its adversary 

given its superiority in cyber defense and the U.S. being the most “plugged in” of all countries, 

thereby rendering it a more vulnerable target (Valeriano & Maness, 2014, p. 356). The U.S., based 

on the chart above, suffers from a high degree of dependence on computer networks and systems, 

and significantly performs poorly concerning cyber defense strength (Clarke & Knake, 2010, p. 

147). In other words, the U.S.’s reliance on cyber systems is in sharp contrast to the insufficiency 

of its defensive power (Mudrinich, 2012, p. 179). From another perspective, China’s cyber systems 

are mostly owned by the state, thus making it easier for the Chine government to implement a 

protective and controlling Internet-regime. The level of Chinese government control over the 

country’s cyber infrastructure is said to give the Chinese Communist Party a considerable 

advantage because the Party has the capacity to unplug the country’s entire network from the 

global Internet in the event of cyberattacks or cyberwar, thereby enabling China to possess a 

daunting cyber defensive capability (Yang, 2009). However, as articulated prior, this is not the 

case with the dominant power whose cyber infrastructure and systems are, in a great measure, 

operated by the private sector, thereby limiting its ability to isolate the mainland from global 

networks if necessary. In consequence, it may be argued that this situation presents the U.S. as an 

alluring target for the rising challenger, regardless of its superior offensive cyber capabilities, since 

China supposedly enjoys less dependency on cyber systems and, thus, is less vulnerable to 

cyberattacks (Manson, 2011). 

It may be true that China is less wired and, therefore, less reliant on cyber systems. This 

means that China may have fewer vulnerabilities to be exploited by potential cyber weapons, 

defined as computer codes that are “used, or designed to be used, with the aim of threatening or 
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causing physical, functional, or mental harm to structures, systems, or living things” (Rid & 

McBurney, 2012, pp. 6-7). However, it should be recalled that one of the intrinsic characteristics 

of cyberspace is that offense, as Lynn III aptly puts it, has “the upper hand” (Lynn, 2010, p. 99). 

For that reason, in order to be able to come out of a cyberwar as a victor, China has to possess, at 

least, the same cyber-offense power with the U.S., which is not the case currently as the analysis 

above indicates. More importantly, Power Transition Theory argues that the potential challenger 

is unlikely to launch a war prior to power parity, as stressed earlier. 

Additionally, it may also be true that China has more control over its cyber systems than 

does the U.S., thus allegedly improving its ability to defend its networks and systems in the case 

of cyberwarfare. However, it should be noted that there exists no “absolute defense” in the cyber 

realm due to the fast-evolving nature of cyber technology. Above all, unplugging from the global 

networks entirely for the purposes of defending cyber systems against cyber threats is an 

“unrealistic” notion given the nations’ pervasive reliance on cyberspace, from financial 

transactions to communication and the transmission of information on a global scale (Mudrinich, 

2012, p. 180). 

Following the assessment of whether China has approached a parity of cyber-offense 

capabilities with the U.S., the second critical variable to be examined so as to understand whether 

cyber deterrence can be successful, which determines whether cyberwar looms on horizon, is 

China’s level of satisfaction (relative assessment of the status quo) with the existing system in 

cyberspace. 
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4.2 China’s Degree of Satisfaction with the Prevailing Status Quo in Cyberspace 

As underscored in Chapter Two, from Power Transition Theory’s perspective, states 

dissatisfied with the prevailing international system are more likely to engage in non-cooperative 

interactions with their opponents and the leader nation. While satisfied states are prone to be more 

cooperative in their relations with each other in a bid for maximizing their “absolute gains,” the 

relations between content and discontented nations are characterized by efforts to maximize their 

“relative gains” through non-cooperative actions. Therefore, the relationship between a satisfied 

and dissatisfied nation, or dyad, are, to a great extent, predisposed to be conflictual since their 

interests reside in conflict (Tammen et al., 2000, pp. 110-111). 

Building on the PTT perspective above, this study has investigated the quality of cyber-

relations between the U.S. and China in order to determine what characterizes both countries’ 

bilateral relations in cyberspace, whether they are conflictual or cooperative. If China’s 

engagement with the U.S. in the cyber venue is conflictual, it, then, follows that China is 

dissatisfied with the existing status quo in cyberspace, as Power Transition Theory would suggest. 

In that case, it will be concluded that the efficacy of cyber deterrence between the U.S. and China 

will be tenuous because the rising challenger will pursue a revisionist path in the hope of bringing 

about changes in the cyber order in its favor, rendering cyber deterrence ineffective, which 

markedly increases the odds of cyberwar. 

It is essential at this point to consider the question of how China’s level of satisfaction can 

be measured. Some examine the cyber military build-up of and level of mistrust between China 

and the U.S. in their bilateral relations in order to understand China’s intentions (Manson, 2011; 

Thomas, 2016; Domingo, 2016).  Drawing on research by Brandon Valeriano and Ryan C. Maness 
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featuring cyber conflict among rival states from 2001-2011 (including the updated version of 

2015), this study attempts to discern the level of satisfaction of China with the existing status quo 

in cyberspace by examining the rivalry dyad of the dominant power and the rising challenger to 

determine whether the latter has been conflictual in its relations with the former. 

 

Table 2 Summary of Cyber Disputes among Rival States (2001–2011) 

Rival A 
(number 
initiated) 

Rival B (number 
initiated) 

Cyber 
Incidents 

Cyber 
Disputes 

Most Severe 
Dispute 

Highest 
Method 

Type 

Highest 
Objective 

Highest 
Target Type 

 

China (20) US (3) 23 5 3 6 2 7  

Pakistan (7) India (6) 13 3 3 4 2 3  

North Korea 
(10) 

South Korea (1) 11 3 2 6 1 6  

Israel (7) Iran (4) 11 2 3 6 3 5  

China (7) Japan (0) 7 7 3 4 2 3  

South Korea (4) Japan (3) 7 5 2 3 2 4  

US (6) Iran (1) 7 2 3 6 3 5  

China (5) Taiwan (0) 5 2 2 3 2 2  

China (4) India (0) 4 1 3 6 2 6  

Russia (3) Georgia (1) 4 1 1 5 3 4  

Russia (4) Estonia (0) 4 1 2 2 1 2  

Russia (3) US (0) 3 3 3 4 1 3  

North Korea (3) US (0) 3 1 1 5 1 2  

China (2) Vietnam (0) 2 2 2 4 2 2  

Lebanon (1) Israel (1) 2 2 1 4 1 2  

North Korea (1) Japan (0) 1 1 1 2 1 2  

India (1) Bangladesh (0) 1 1 1 3 3 2  

Syria (1) US (0) 1 1 1 1 1 2  

Kuwait (1) Iraq (0) 1 1 2 4 1 2  

China (1) Philippines (0) 1 1 2 3 2 2  
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 Note. Adapted from “The Dynamic of Cyber Conflict between Rival Antagonists,” by B. G. 

Valeriano & R. C. Maness, 2015, In Cyber Hype Versus Cyber Realities: Cyber Conflict in the 

International System [eBook] (pp. 78-108). New York, NY: Oxford University Press, p. 89. 

Copyright 2015 by Oxford University Press. 

Prior to discussing the analysis of Table 2, it is necessary to provide information on the 

methodology of this research to demonstrate its reliability. Valeriano and Maness obtained the data 

to create the above table from cyber security reports by internet security corporations, such as 

Symantec and Kaspersky, and sources from media outlets or news, books, and testimonies 

regarding cyber incidents.  A cyber dispute may include a single or a number of cyber incidents 

.and the initiator of cyberattacks in the analysis is either a government or an entity associated with 

a government. In addition, non-state actors may be among targets so long as they are deemed 

crucial to a country’s national security interests (Valeriano & Maness, 2014, pp. 351-356; 

Valeriano & Maness, 2015, pp. 81-85). 

Table 2 contains cyber events between rival countries from 2001 to 2015. It provides a 

significant insight in understanding the state of China’s satisfaction with the current status quo in 

cyberspace. Assessing the data, the table indicates that there were 23 cyber incidents between the 

U.S. and China, with 20 initiated by the latter and only 3 launched by the former. Based on this 

picture, it appears that China seeks to follow a conflictual path in its relations to the U.S. in 

cyberspace. Therefore, this study construes China’s conflictual attitude in its cyber engagements 

with the U.S. as the manifestation of its discontent with the existing status quo in the cyber realm. 

This conclusion is made based on PTT’s argument that if the challenger is dissatisfied, its 

engagement with the dominant power is characterized as conflictual because their interests reside 

in conflict. However, that is not to say that the bilateral relations between the two countries should 



139 
 

be seen as entirely non-cooperative and conflictual in the cyber domain. As Nir Kshetr notes, both 

countries have, nonetheless, engaged in some cooperative actions, albeit seldomly. With the 

combined efforts of the FBI and Chinese officials, the two states, for instance, accomplished to 

dissolve and close an illicit child pornography website (Kshetri, 2014, p. 11). 

A detailed, or a careful, analysis of Table 2 also provides convincing justification that the 

U.S. will not be the initiator of cyberwar against China while still enjoying cyber-offense power 

preponderance in order not to disrupt the cyber order. This assertion is supported by the relatively 

small number of U.S.-executed cyberattacks directed at China. Ryan C. Maness and Brandan 

Valeriano aptly make such an observation, noting that in the wake of China’s use of cyber conflict 

in managing its cyber relations with the U.S., the responses from the U.S. seem to be conciliatory, 

aiming to settle disputes through the means of diplomacy to enhance bilateral relations with the 

rising challenger (Maness & Valeriano, 2016, p. 303). 

Additionally, to fortify the argument that China’s relative assessment of the current status 

quo in cyberspace is negative, it is instructive to look at the debate about where government 

sovereignty sits in the cyber venue.  Also, it will be useful to consider the current Chinese leader’s 

speech addressing the country’s state of dissatisfaction with the existing order in cyberspace. 

Power Transition Theory contends that both the challenger and the dominant power have 

conflicting interests, distinct preferences, and varying objectives in pursuits of their external 

agendas (Tammen et al., 2000). Taking this as a point of departure, the extent to which there exist 

conflicting preferences over the governance of cyberspace between the U.S. and China is an 

indication of China’s degree of satisfaction with the prevailing status quo in the cyber sphere. So, 

relevant to this point is the discussion about the fate of governments’ sovereignty in cyberspace. 

The debate about governments’ sovereignty in cyberspace revolves around two camps. One camp 
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advocates the multilateral model suggesting that governments should wield more control over the 

Internet, or cyberspace, as a part of sovereignty. The primary advocates of this pole include, but 

are not limited to, China and Russia (Goldsmith & Wu, 2006). China’s main concern is potential 

cyber threats that could be posed by foreign entities to the country’s national security and its very 

integrity (Lindsay, 2014, pp. 12-14). That is why the proposed Internet governance reforms by 

Chinese’s ruling Communist Party seeks more control over the content of information transmitted 

through cyber systems by creating an effective mechanism to monitor the Internet. This would 

bolster the government’s authority over the governance of the Internet (Yang, 2009; Wang & 

Mark, 2015; Lindsay, 2014). 

The other camp, however, advocates the multi-stakeholder model (Goldsmith & Wu, 

2006). The advocates of this model are mainly the U.S. and its Western allies. The multi-

stakeholder model is premised on the idea that the Internet is a global “commons.”  In this model, 

the involvement of multiple actors, such as private sector entities, academics, and international 

organizations in Internet governance is fostered to a great extent. More importantly, global Internet 

management currently relies upon the multi-stakeholder model (Hill, 2014, pp. 16-29), which is 

believed to be “closely aligned with the U.S. vision of ‘an open, interoperable, secure, and reliable’ 

internet” that promotes U.S. interests (Thomas, 2016). For this reason, China strongly opposes the 

multi-stakeholder model backed by the U.S.; instead, China advocates the multilateral model that 

conforms to its national preferences in Internet governance. So, core to the argument here is that 

the existence of conflicting preferences over Internet governance between China and the U.S. and, 

as a result, the former’s aspiration to alter the model on which Internet is currently running can be 

interpreted as evidence indicating a negative assessment of the existing status quo in the cyber 

domain on the part of China. 
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China’s discontent with the status quo in cyberspace can also be illustrated by current 

Chinese president Xi Jinping’s remarks at the second World Internet Conference held in China in 

2015. Addressing the issue of cyber governance, Xi underscored “the primacy of sovereignty” and 

“gave the current system [in cyberspace] poor marks,” adding that the existing cyber order “does 

not reflect the desire and interests of the majority of countries,” specifically the desire and interests 

of China (Tiezzi, 2015). 

In conclusion, this analysis has examined the efficacy of cyber deterrence in preventing 

cyberwar between the U.S. and China, and the prospect for cyberwarfare between them through 

the lens of Power Transition Theory. The fundamental argument made in this study is that cyber 

deterrence is mostly an ineffective approach when and if China reaches a parity of cyber offensive 

capabilities with the U.S. while, concurrently, remaining discontented with the prevailing status 

quo in cyberspace. This study argues that China will not be deterred in such a case; it will be a 

risk-taker rather than risk-averse. This situation will increase the odds of cyberwar between the 

two countries because China will be more willing to wage cyberwar against the U.S. when and if 

it believes there is a high chance of altering the cyber system in its favor. 

Two critical variables were analyzed to better understand the effectiveness of cyber 

deterrence and the imminence of cyberwar between the two major powers. The first variable under 

scrutiny was China’s relative cyber-offense power (parity of offensive cyber capability) to that of 

the U.S. This study concludes that China has not approached parity of cyber offensive warfare 

capabilities with the U.S. and, thus, is tenuously deterred, diminishing the prospect of cyberwar. 

The second variable examined was China’s relative assessment of the existing status quo in 

cyberspace (level of satisfaction). This study concludes that China is dissatisfied with the current 
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status quo. This conclusion indicates that U.S. cyber deterrence is likely to be ineffective in 

deterring China, thereby increasing the possibility of cyberwar. 

It should be noted that China’s degree of dissatisfaction with the order in cyberspace itself 

alone does not meet the necessary preconditions under which cyberwarfare between the two major 

players might occur, nor does China reaching parity of offensive cyberwarfare capability with its 

rival necessarily result in cyberwar. Potential cyberwar is the most likely, or imminent, upon the 

simultaneous presence of the two variables, namely China’s dissatisfaction and its cyber offense 

power parity with the United States. This study deduces that the potential outbreak of cyberwarfare 

between the U.S. and China is currently a remote possibility because the simultaneous presence of 

both critical conditions is not currently the situation; thus, the U.S. tenuously deters China. In other 

words, cyber deterrence is tenuously effective in preventing cyberwar between the U.S. and China. 

 

4.3 Conclusion 

During the past three decades, the Internet has become ubiquitous, leading to an 

outstanding increase in global connectivity. This rapid development, coupled with countries’ 

increasing reliance on ICTs, are said to have transformative impacts upon not only the way 

societies, governments, and militaries function and interact, and commerce and business are 

conducted the worldwide, but also upon the way inter-state warfare is fought. This paradigm shift 

toward interconnectedness on a global scale through the integration of a broad array of areas, 

ranging from finance to governmental and military affairs, with the Internet indisputably offers 

numerous advantages and betters the conditions under which nations live in the 21th century. 

While the expansion of cyberspace poses great opportunities in the Information era, it inevitably 

poses numerous challenges and dangers to nation-states at the same time by creating considerable 



143 
 

security vulnerabilities for possible exploitation by a multitude of actors, both states and non-state. 

Of those challenges and threats, the danger posed by cyberwar has recently been the focal point of 

governments and militaries across the globe, specifically in the aftermath of the case of Stuxnet. 

The U.S., for instance, announced in 2011 that it viewed cyberattack as an act of aggression and 

accelerated the development of cyber offense and defense capabilities to protect its cyber systems 

against cyberattacks and cyberwar. China, Russia, and some countries in Europe followed suit. 

In attempts to repel the threat posed through cyberspace or cyberwarfare, the cybersecurity 

community, scholars, and policy-circles in various nations, specifically in the United States, began 

to search for effective ways of safeguarding cyber systems. Out of these efforts came cyber 

deterrence theory. Treating the cyber sphere as a warfighting or operational domain, various 

pundits applied the concepts of classical deterrence to cyberspace in order to inform cyber 

deterrence theory. 

However, not long after the employment of the fundamental principles of Cold War 

deterrence theories to cyberspace, the abundance of comments skeptical that conventional nuclear 

and military deterrence theories were applicable to cyberwarfare made numerous scholars doubt 

the efficacy of cyber deterrence. In parallel to this increased skepticism, many came to the 

realization that the complexity of cyberspace and, for that matter, cyberwar, did not allow a 

successful application of Cold War deterrence theories, particularly deterrence-by-punishment and 

deterrence-by-denial, to the cyber realm. This is because when it comes to cyberwarfare, the very 

fundamental and necessary elements of classical deterrence, namely credibility, capability, and 

communication of menacing massages to the would-be challenger, are not present due to the 

distinctive characteristics of cyberspace. Of those intrinsic characteristics, the most articulated 

ones are the ambiguity of the source of attacks, the anonymity of the potential cyber offender, high 
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technological volatility, the ubiquity of computer networks and systems, the asymmetric and 

complex nature of cyberspace, and finally the immaturity of international laws, rules, and norms. 

For example, the credibility of deterrence by punishment is undermined due to the difficulty of 

attributing the source of the attack, the anonymity of the potential attacker, and the asymmetry 

between the defending party and the challenger. Similarly, the inadequacy of international rules 

and norms that define an appropriate code of conduct in cyberspace, the lack of cross-borders 

cooperation for the investigation of cybercrimes, and the absence of international configurations 

for inspection purposes render credibility and communication of cyber deterrence ineffective. 

Therefore, there is a common perception in the pertinent literature that cyberspace ought to be 

approached on its own merit; it has distinctive characteristics that render the Cold War deterrence 

theories ill-suited for cyberspace. 

In the wake of this skepticism, different strategies and policy constructs have been 

deliberately considered to increase the efficacy of cyber deterrence. On the one hand, some have 

suggested the application of serial deterrence, expanded deterrence, tailored deterrence, active 

defense, and deterring specific cyber weapons in addition to deterrence by kinetic means. Even, 

re-configuring the very architecture of the Internet has been suggested. On the other hand, others 

take a constructivist approach and focus more on human factors and, for that matter, the social 

construction of cyber threat perception rather than on technical difficulties of the cyber domain. 

However, the problem with the existing literature is that the vast volume of the studies 

usually analyzed the efficacy of cyber deterrence within the theoretical framework of classical 

deterrence and technical vulnerabilities in cyber systems. The bulk of these studies lacked a 

rigorous theoretical perspective because they were from policy-circles and because historical cyber 

incidents are insufficient to develop an independent cyber-based theory. This theory-policy 
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vacuum is more evident in regards with doomsday scenarios, specifically in the context of 

cyberwar between the U.S. and China. Although some scholars have provided useful insights into 

potential cyberwarfare scenarios between China and the U.S., particularly over the issue of 

Taiwan, these insights suffered significantly from a lack of a robust theoretical approach. Thus, 

the purpose of this study has been to address the issue outside the limits of classical deterrence and 

vulnerabilities in networks and systems, and to bridge this theory-policy gap by examining the 

effectiveness of cyber deterrence between the U.S. and China through the lens of Power Transition 

Theory. 

Power Transition Theory is relevant to the discussion on cyberwarfare and cyber deterrence 

for two main reasons. First, because PTT is a probabilistic theory that explains under what 

conditions power transition from the dominant power to the rising challenger is likely to lead to a 

system-wide war in the real world, it can be a useful theoretical framework for the examination of 

the success or failure of cyber deterrence in preventing cyberwar between China and the United 

States. Second, the relevancy of PTT lies in the fact that Cold War classical deterrence is the very 

basis for cyber deterrence theory while PTT has been critical of some tenets of classical deterrence. 

So, this makes PTT relevant to the analysis here. 

PTT contends that the classical deterrence concept of MAD did not make war prohibitive; 

but, instead, nuclear war did not occur because the USSR never approached national power parity 

with the U.S. before its dissolution. In PTT, power parity between the preeminent nation and the 

challenger is one of the required conditions that ought to be present prior to the outbreak of power 

transition warfare. In fact, according to PTT, there are several critical variables that dictate the 

success of deterrence. The challenger’s level of satisfaction with the status quo and whether it has 
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reached power parity with the dominant power, however, have the utmost importance and 

pertinence to this study. 

Applying PTT to cyberspace, the theory would suggest that cyber deterrence in the context 

of cyberwar between China and the U.S. will be tenuous under the simultaneous presence of the 

two conditions. Once China achieves parity in cyber offensive warfare capabilities with the U.S. 

while, at the same time, remaining discontented with the existing status quo in cyberspace, China 

will not be deterred and, rather, will become a risk-taker trying to alter the order in cyberspace in 

its favor. This would cause cyber deterrence to fail, making cyberwar very likely. After analysis 

of China’s satisfaction level with the prevailing status quo in the cyber sphere and its relative 

cyber-offense power to that of the U.S., this study concludes that while China notably exhibits a 

certain level of dissatisfaction with the international cyber system, it seems not to have approached 

a parity of offensive cyber capabilities with the United States. China falls far behind the U.S. in 

terms of cyber offensive warfare power. Hence, China is tenuously deterred. As a corollary of this, 

this study contends that an outbreak of cyberwar between the U.S. and China is a remote possibility 

in the foreseeable future. 

Despite being currently non-conducive to cyberwar, the international cyber system might 

see cyberwar once China as a rising contender reaches a parity of offensive cyber capabilities with 

the dominant power while still remaining dissatisfied with the existing status quo in the cyber 

system. One possible, and perhaps a utilitarian, way to prevent future cyberwar between the U.S. 

and China is, as Power Transition Theory would suggest, to make the current status quo in 

cyberspace favorable to the rising contender to enhance its satisfaction. China is rising rapidly, 

both in the kinetic and virtual world. Essentially, it will demand a greater share of benefits from 

the cyber domain commensurate with its growing cyber power and influence. As the main cyber 
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rule maker, the U.S. can play a facilitator role in turning China’s negative assessment of the 

existing cyber order into a positive view. In this sense, the U.S. government might consider 

revising its 2015 DoD Cyber Strategy, in which classical deterrence notions are the points of 

departure in creating the nation’s cyber policy (Department of Defense, 2015). Instead, 

Washington should provide positive incentives to China to be more cooperative on the cyber 

issues. The dominant power ought to take into account China’s preferences for the governance of 

cyberspace and Internet economies because the increased cooperation between the two states can 

make the status quo in the cyber realm more favorable to the challenger. This would marginalize 

areas where there are dramatic disagreements between the two. More to the point is that the U.S. 

should try to find ways to cooperate with China to specifically set rules and norms to govern 

cyberspace for the purposes of dispersing more satisfaction in the cyber system. 

Cooperating with China to establish rules and norms governing the cyber sphere requires 

political convergence. The United State can accomplish this through manipulating economic 

incentives, as suggested by PTT and discussed in Chapter One. Economic associations with China 

that govern the internet economy can foster such political convergence by creating economic 

benefits that catalyze economic growth, thus enhancing China’s satisfaction. More specifically, in 

managing China’s satisfaction with the cyber order, the U.S. may leverage globalization as a means 

to help China grow private ICTs enterprises. A growing Chinese private sector that manufactures 

ICT-related products would influence China’s calculus of national security interests. Therefore, a 

Chinese ICT business sector integrated with the global economy would be a disincentive for 

Chinese government and military to act aggressively in the cyber venue. For a strong ICT private 

sector to grow in China, the United States can utilize information technologies to penetrate Chinese 

borders and generate information constituencies, perhaps facilitating the decentralization and 
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democratization of Chinese government, as well as free enterprise. This would, in turn, spread 

satisfaction. 

The United States can ensure China’s satisfaction through China’s integration into an 

alliance or offering opportunities that may help China socialize into the prevailing cyber system.  

China would, then, be more willing to abide by the existing rules and norms governing cyber space. 

In this sense, China may be integrated into NATO’s extended cyber deterrence doctrine (Kramer, 

Butler, & Lotrionte, 2016), which would enhance China’s satisfaction level. 

In terms of managing cyber offensive power capability, the dominant power can resort to 

expanding its Western alliance block, which will put more resources at its disposal in order to 

maintain its cyber-offense power preponderance over China in cyberspace. Combining its cyber 

power with that of European countries and allies around the world can help the U.S. remain ahead 

of China. Again, NATO’s collective cyber defense policy under the extended deterrence doctrine 

can be a viable tool in forging such an alliance. Integrating Russia and India into this alliance could 

dramatically increase the pool of resourses available to the United States to maintain its cyber 

power preponderance. This could, as PTT would suggest, also contribute to Russia and India 

staying satisfied nations, which would likely prevent China from establishing a coalition with these 

countries against the United States in cyberspace. In addition, acting with allies can dramatically 

contribute to the U.S.’s offensive cyberwar capability. The case of Stuxnet is informative in this 

respect. Stuxnet is, as stated formerly, the most advanced cyber weapon—the first to cause 

physical destruction-- and this effective worm was designed by the joint effort of the U.S. and its 

ally Israel, thus indicating the significance and effectiveness of combining resources with allies to 

manage cyber offensive power and combat against any common threat. 
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Despite the major role the U.S. can play in the prevention of cyberwar, the global 

community should also bear some responsibility for ensuring a peaceful cyber power transition 

between the U.S. and China if the transition is inevitable. This can be achievable through taking a 

conciliatory stance toward cyber disputes between the U.S. and China, specifically over the 

governance of the Internet and embracing China as a member of the international community, not 

as an adversary of the West and the values it holds. A peaceful cyber power transition can also be 

accomplished by promoting more cooperative and corroborative discourse, as well as undertakings 

with China on cyber-related issues, such as cyber terrorism and cyber espionage, and cooperatively 

combatting mutually recognized crimes committed online (e.g. child pornography), which may 

increase transparency and utilitarian interactions. This will increase China’s level of satisfaction. 

Ultimately and, more importantly, the international community can achieve such a goal through 

working in tandem with the U.S. in order to remove the barriers to a fair diffusion of power in 

cyberspace. 

The international community should act because potential cyberwar between the U.S. and 

China can jeopardize the global order, security, and peace. In the economic realm, ICTs already 

play a critical role in the proper functioning of the global economy. In global trade, e-commerce 

has been growing exponentially; a significant volume of global financial transactions is made 

through the Internet and other communication and information networking (Choucri, 2000, pp. 

246-252; Choucri, 2012). The U.S. and China are considered the backbone of the global economy. 

Specifically, the U.S. is the hub of global economic activities. Potentially crippling cyberattacks 

on U.S. financial networks and systems in the context of cyberwar against China may have far-

reaching consequences for the global web of economic relations. A disrupted, unstable global 

economy may be followed by political disorder across nations, thus immensely destabilizing the 
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existing order both in the kinetic and virtual world. Perhaps, this would be the worst-case scenario 

in which it would be apt to say that, “welcome to the era of power transition cyberwarfare.” 

The implications of this study can potentially bring the different strands of International 

Relations (IR) theories, such as Liberalism and Constructivism, together in order to explain the 

practicality of the policy implications and how they can be actualized. For example, Liberalism 

can provide a useful explanation of how NATO as an international organization can absorb China 

under extended deterrence doctrine or how economic interdependency in cyberspace can lead to 

political convergence. In the same vein, Constructivism can explain how both countries 

domestically construct cyberspace through their own subjective understanding. Because the 

paucity of space in this study does not allow such a breadth of analysis, future research will 

concentrate on blending these distinct IR schools in a practical and pragmatic way to address the 

issues. 
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