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1
NON-LINEAR STOCHASTIC MODELS FOR
PREDICTING EXPLOITABILITY

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 62/448,642, filed Jan. 20, 2017, the entire
contents of which is hereby incorporated herein by refer-
ence.

BACKGROUND

In computing systems, a vulnerability can be defined as a
weakness in software, hardware, firmware, etc. that can be
exploited to gain access to certain resources. The manage-
ment of vulnerabilities includes the practice of identifying
and classifying vulnerabilities in computing systems and
removing them. A vulnerability for which a working and
implemented attack is known can be described as an exploit-
able vulnerability. A vulnerability is exploitable from the
time when it is introduced to when it is removed or patched.

Vulnerabilities can be relatively difficult to categorize and
mitigate. The Common Vulnerability Scoring System
(CVSS) provides a way to characterize or define the prin-
cipal characteristics of a vulnerability. The CVSS also
provides a numerical score that reflects the severity of
various vulnerabilities. The numerical score can be pre-
sented as a qualitative representation (e.g., low, medium, and
high risk) to help prioritize vulnerability management pro-
cesses.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the embodiments
and the advantages thereof, reference is now made to the
following description, in conjunction with the accompany-
ing figures briefly described as follows:

FIG. 1 illustrates organizational aspects of the Common
Vulnerability Scoring System (CVSS) framework according
to various examples described herein.

FIG. 2 illustrates a computing environment for the gen-
eration of a predictive security model according to various
examples described herein.

FIG. 3A illustrates an example host access attack graph
according to various examples described herein.

FIG. 3B illustrates the example host access attack graph
shown in FIG. 3B along with an additional node related to
an attacker in the system according to various examples
described herein.

FIG. 4 illustrates two nodes from a host access attack
graph according to various examples described herein.

FIG. 5 illustrates an example computing network scenario
under evaluation according to various examples described
herein.

FIG. 6 illustrates an example host access attack graph for
the network shown in FIG. 5 according to various examples
described herein.

FIG. 7A illustrates a process for a predictive model for
security risk evaluation according to various examples
described herein.

FIG. 7B illustrates a risk ranking algorithm in the process
for the predictive model shown in FIG. 7A according to
various examples described herein.

FIG. 8 illustrates an example vulnerability life cycle
graph including five states according to various examples
described herein.
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FIG. 9 illustrates an example risk factor behavior as a
function of time according to various examples described
herein.

FIG. 10 illustrates a process for developing a non-linear
model for predicting exploitability according to various
examples described herein.

FIG. 11 illustrates an example schematic block diagram of
a computing device for the computing environment shown
in FIG. 2 according to various embodiments described
herein.

The drawings illustrate only example embodiments and
are therefore not to be considered limiting of the scope of the
embodiments described herein, as other embodiments are
within the scope of the disclosure.

DETAILED DESCRIPTION

To protect network-accessible resources from attacks,
various Intrusion Detection Systems (IDSs) are available.
These intrusion detection and prevention based tools can
provide signals to alert network administrators of intrusions,
providing them with a picture of activities on the network.
One important challenge for such IDSs is to develop mecha-
nisms to aggregate the security risk of all systems in a
network, evaluate the overall security risk for the systems,
and present meaningful feedback and suggestions to net-
work administrators.

To evaluate the security risk of a large scale enterprise
network of computing systems, an administrator should
consider not only single vulnerability exploits but also
multi-stage and multi-host vulnerability exploits. To account
for such multi-stage vulnerabilities, a host access attack
graph can be relied upon to examine the logical relationships
between multiple exploits. However, when the size and
complexity of enterprise networks increase, two major prob-
lems occur. First, the host access attack graphs grow expo-
nentially as the size of the networks increase in complexity.
Second, the ability to evaluate the information conveyed in
the host access attack graphs becomes more and more
difficult. To help with those problems (and others in the
field), recent studies have developed some useful statistical
models that predict security risks based on various vulner-
abilities using the Common Vulnerability Scoring System
(CVSS) framework with a Markovian process.

The CVSS framework provides an open framework for
communicating and analyzing the characteristics and
impacts of vulnerabilities in computing systems. The quan-
titative model of the CVSS framework leads to repeatable
and accurate measurements while enabling users to see the
underlying vulnerability characteristics used to generate
vulnerability-related scores. Thus, the CVSS framework is
suitable as a standard measurement system for industries,
organizations, and governments to accurately and consis-
tently analyze vulnerabilities. Two common uses of the
CVSS framework are the prioritization of vulnerability
remediation activities and the calculation of the severity of
vulnerabilities. The National Vulnerability Database (NVD)
provides CVSS scores for almost all known vulnerabilities.

Risk metrics in the CVSS framework are composed of a
number of metric groups, such as base, temporal, and
environmental metrics, among others. Base metrics are
constant over time across user environments and are related
to the intrinsic characteristics of vulnerabilities. Base met-
rics include exploitability and impact metrics. The exploit-
ability metrics are related to the ease and technical means by
which a vulnerability can be exploited. The impact metrics
are related to the consequences that can occur to components
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after a successful exploit. For example, while a vulnerable
component can be a software application, module, driver,
etc., the impacted component can be a different software
application, hardware device, or network resource. Tempo-
ral metrics are related to the characteristics of a vulnerability
that change over time but not across environments. Envi-
ronmental metrics are related to the characteristics of a
vulnerability that are unique to a particular user environment
(but might not change over time).

The values of base metrics can be assigned by an analyst,
determined by a base metric score equation, determined by
an equation and adjusted by an analyst, or calculated in other
ways. A base metric can be computed as a score ranging
from 0.0 to 10.0, for example, but other ranges can be used.
An example equation to calculate a base metric score can be
formed as two sub equations, for example, such as an
exploitability sub-score equation for the exploitability sub
score and an impact sub-score equation for the impact sub
score. Base metric scores can be refined by the temporal
and/or environmental metric scores in some cases to more
accurately reflect risks posed by vulnerabilities in certain
environments and/or over time.

A vulnerability is a flaw that exists in a computing system
that can be exploited by one or more threats. In the context
of vulnerabilities, a software vulnerability is an instance of
an error in the specification, development, or configuration
of software such that its execution can violate a security
policy. Attackers normally use known vulnerabilities listed
publicly on the NVD to penetrate computing systems. In
some cases, attackers can leverage vulnerabilities that have
not been disclosed publicly, called zero day vulnerabilities.
Zero day vulnerabilities remain unknown to vendors, and
such vulnerabilities gives attackers a “free pass™ to attack
certain hosts.

Attackers often penetrate computer networks via a chain
of exploits, where each exploit in the chain creates the
foundation for an upcoming exploit. A combination (e.g.,
chain) of such exploits is called an attack path, and a
collection of attack paths can be used to develop an attack
graph. Thus, a attack graph is representative of all known
paths through which an attacker can infiltrate and attack a
system. Various algorithms have been developed to con-
struct attack graphs. However, it is relatively difficult to
analyze networks using attack graphs, particularly as the
number of nodes and complexity of networks increase. As
the scalability and complexity of networks increase, the
computational costs needed to create and evaluate attack
graphs also increases. At the same time, without complicated
attack graphs, it might not be possible to analyze the
vulnerabilities in complex computing systems.

According to the embodiments described herein, a sto-
chastic model is proposed for the evaluation of security risks
in networks. Among other modelling data, the model uses
exploitability and impact sub-scores of the CVSS frame-
work. As described in further detail below, an example
network having three host servers, each including one vul-
nerability, is considered. Based on the network architecture
and vulnerabilities of the example network, a host access
attack graph is constructed. From the host access attack
graph, a state transition probability matrix is computed using
exploitability and impact sub-scores. Using the Markovian
random walk, the risk associated with each node is priori-
tized by ranking. Finally, the risk associated with all the
nodes present in the network is summed, and the overall
network security risk is determined. This quantitative value
can be taken as a security metric to determine the risk of an
entire network.
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Further, new types of attack graphs can be relied upon
among the embodiments. For example, a multiple layer
attack graph can include upper and lower layers. The upper
layer can include a host access attack graph and the lower
layer can include host pair attack graphs. The lower level can
describe the detailed attack scenarios between each host
pair, and the upper level can show the direct network access
relationship between each host pair. According to aspects of
one embodiment, the stochastic models described herein can
be based on upper layer attack or host access attack graphs.

In another embodiment, a new “risk factor” concept of
vulnerability can be calculated as a function of time. In that
concept, a Markovian approach can be introduced to esti-
mate the probability of a particular vulnerability being at a
particular “state” of a vulnerability life cycle. Here, those
concepts and models are further developed using available
data sources in a probabilistic foundation to enhance reli-
ability. Other useful modeling strategies for vulnerability
risk estimation are also introduced. For example, a new set
of non-linear statistical models is presented. The models can
be used in estimating the probability of being exploited as a
function of time.

System administrators work to understand attackers and
attack strategies to more effectively defend against attacks.
To defend against attacks, it is helpful to develop a proper
understanding of the risk associated with a given vulner-
ability. Having an effective model that predicts the risk of a
given vulnerability being exploited as a function of time
would be helpful to plan and implement security measures,
allocate relevant resources, and defend systems accordingly.
According to the embodiments described herein, the Mark-
ovian approach to vulnerability life cycle analysis is further
developed to arrive at better modeling techniques to evaluate
the “risk factor” using probability and statistical methods.

Thus, procedures to identify the probabilities for different
states in a vulnerability life cycle are described. The prob-
abilities are used to develop a number of statistical models
to evaluate the risk factor of a particular vulnerability at time
“t”. An absorbing transition probability matrix of all states
of a particular vulnerability as a function of time is also
described. A Markov chain process can be iterated to reach
a steady state of the absorbing transition probability matrix,
with the initial probabilities reaching the absorbing states,
including exploited and patched states. A risk factor is also
introduced for use as an index of the risk of a vulnerability
being exploited. Finally, statistical models that can calculate
the risk factor more conveniently without going through the
Markovian process are described.

In one embodiment, a logical and approach is used to
assign initial probabilities for each state of vulnerability.
Additionally, the initial probabilities for each state of a
vulnerability life cycle can be further refined based on
certain logical assumptions. For example, CVSS scores can
be used, but the initial probabilities can be refined or further
calculated by taking the Common Vulnerabilities and Expo-
sures (CVE) database (http://www.cvedetails.com/), at least
in part, into consideration.

Additionally, using the methods described herein, three
new statistical models are developed for vulnerabilities that
differ based on their vulnerability score. Using these models,
auser can estimate the risk of a particular vulnerability being
exploited at time “t” and observe the expected behavior of
the vulnerability throughout its life cycle.

FIG. 1 illustrates organizational aspects of the CVSS
framework. CVSS is the open framework that provides
quantitative scores representing the overall severity and risk
of known vulnerabilities. A CVSS score can fall on a scale
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from 0 to 10, for example, and consists of three major
metrics, including base, temporal, and environmental as
shown in FIG. 1. Vulnerabilities with a base score range
from about 0-3.9 can be considered relatively low vulner-
ability, 4.0-6.9 can be considered relatively medium vulner-
ability, and 7.0-10 can be considered relatively high vulner-
ability.

The base score can be computed using a number of
sub-scores, such as the exploitability and impact sub-scores
shown in FIG. 1. The exploitability sub-score can be com-
puted based on a combination of the access vector (AU),
access complexity (AC), and authentication (AU) sub-
scores. Further, the impact sub-score can be computed based
on a combination of the confidentiality (C), integrity (I), and
availability (A) sub-scores.

A Markov chain is one modeling technique that has been
used effectively in various fields, such as reliability analysis,
performance analysis, dependability analysis, and cyberse-
curity analysis, among others. As described below, the host
access attack graph can be modeled using a Markov chain
with the real behavior of the attacker in conjunction with the
Markovian properties.

Mathematically, a Markov chain can be defined as a
discrete stochastic process. More specifically, let S be a set
of states (e.g., nodes in a host access attack graph). A
Markov chain is a sequence of random variables X, X,
X, - .« X,ES that satisfies the “Markovian property”:

PLX,

n

1=V Xo=x0 X=X,
PIX,, 1 =yIX,=x,]

X =xal=

The Markovian property reveals the fact that the transi-
tions between states are memoryless and that transitioning to
the next step depends only on the current state and not on
any previous states. This property can be correlated with the
behavior of an attacker in the sense that an attacker needs to
exploit several nodes before reaching a goal node. When the
attacker starts attacking an initial node to reach the goal
node, there can be many other nodes, called intermediate
nodes, before reaching the goal node. When an attacker
reaches any intermediate node, there is no memory of
previous nodes. The attacker launches further attacks until
the goal node is found.

To advance the attack, an attacker can move from one
intermediate node to another intermediate node. In the
examples described herein, the selection of the best inter-
mediate node depends on three parameters, including the
exploitability sub-score, the impact sub-score, and the bias
factor or skill of the attacker.

Without loss of generality, transition states are indepen-
dent of time. Mathematically, there exists some state tran-
sition probability matrix, P(x,y), such that:

P(x,y)=P[X,,,=vIX,=x,], for all ».

A new set of states Sx[n| can be created having a different
set of states associated with each timestep. To simulate a
Markov chain, a stochastic state transition probability matrix
P(x,y) and an initial probability distribution is needed. The
initial risk associated with each node in the host access
attack graph can be considered an initial probability distri-
bution as described in further detail below. Once the sto-
chastic state transition probability matrix P(x,y) and initial
risk are determined, then the risk of the entire network can
be determined utilizing the basic properties of the Mark-
ovian process.

FIG. 2 illustrates a computing environment 110 for the
generation of a predictive security model according to
various examples described herein. Among other compo-
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nents, the computing environment 110 includes a data store
120 and a model engine 130. Among other data, the data
store 120 includes memory areas to store network data 122
and risk metric data 124. The model engine 130 includes an
attack graph constructor 132, a state transition matrix devel-
oper 134, and a risk ranking engine 136, the operation of
each of which is described in further detail below with
reference to FIGS. 3A, 3B, 4, 5, 7A, and 7B. The model
engine 130 further includes a life cycle graph constructor
138, an absorbing transition probability matrix developer
140, and a model developer 142, the operation of each of
which is described in further detail below with reference to
FIGS. 8 and 10.

The computing environment 110 can be embodied as one
or more computing devices or systems. In various embodi-
ments, the computing environment 110 can be embodied as
a desktop, laptop, server or other type(s) of computing
devices or systems. As described herein, the model engine
130 in the computing environment 110 is configured to
generate a predictive security model. The model can be
generated to evaluate relatively large networks of computing
systems having a number of network nodes. The computing
systems and devices in such networks can be located at a
single installation site or distributed among different geo-
graphical locations. The computing devices in such net-
works can also include computing devices that together
embody a hosted computing resource, a grid computing
resource, and/or other distributed computing arrangement.

The computing environment 110 and the network of
computing systems evaluated by the computing environ-
ment 110 can be coupled to one or more networks embodied
by the Internet, intranets, extranets, wide area networks
(WANS), local area networks (LANs), wired networks, wire-
less (e.g., cellular, 802.11-based (WiFi), bluetooth, etc.)
networks, cable networks, satellite networks, other suitable
networks, or any combinations thereof. The computing
environment 110 can communicate with other computing
devices and systems using any suitable systems interconnect
models and/or protocols. Although not illustrated in FIG. 2,
the computing environment 110 can be coupled to any
number of network hosts, such as website servers, file
servers, network switches, networked computing resources,
databases, data stores, and other network or computing
platforms.

The network data 122 can include data related to the
network of computing systems being evaluated by the model
engine 130. In that context, the network data 122 can define
the types of network and computing devices and systems
being evaluated by the model engine 130, such as the serial
numbers, model numbers, operating system versions, ser-
vices, and other identifying information. The network data
122 can also specify the logical arrangement of those
devices among each other, including the network connec-
tions between them. The network data 122 can include all
the information necessary for the attack graph constructor
132 to generate a host access attack graph as described
herein.

The risk metric data 124 can include a number of risk
metrics associated with devices specified in the network data
122 including CVSS and CVE data. As one example,
according to the CVSS framework, the risk metrics can
include base, temporal, and environmental metrics, among
others, for the devices specified in the network data 122.
However, the risk metric data 124 is not limited to the types
of metrics used in the CVSS framework, as other types and
formats of risk metrics can be relied upon.
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The attack graph constructor 132 is configured to con-
struct host access attack graphs based on the network data
122. The network topology information defined in the net-
work data 122 can include serial numbers, model numbers,
operating system versions, services, and other identifying
information. The network topology information can also
specify the logical arrangement of host devices among each
other, including the network connections between them. The
network topology information can specify a number of hosts
in enterprise systems, services running on each host in the
network, rules defined on firewalls, network switches, etc.,
and vulnerabilities associated with each host and service
among other topology information. For simplicity, a limited
number of nodes are present in the examples described
herein, but attack graphs of any size can be used. In the
attack graphs described herein, each node can be represen-
tative of any of the above-described (or related) types of host
computing devices, systems, or services. Each host can
include various types of vulnerabilities. Example attack
graphs are shown in FIGS. 3A and 3B and described below.

Once an attack graph is created, scores can be assigned to
the vulnerabilities of the hosts in the attack graph using
information from the risk metric data 124, such as CVSS
framework metric data. The scores can be computed based
on a number of scores and sub-scores, such as those shown
in FIG. 1, for example, using with one or more expressions,
equations, or sub-equations that relate them. In some cases,
one or more standard expressions can be used calculate
scores based on matrices that provide a quantitative score to
approximate the ease and/or impact of the vulnerabilities in
the nodes. The exploitability and impact sub-scores, for
example, can also be combined to provide the basis of
assigning scores to directed connections among the nodes in
attack graphs as probabilities. Those probabilities can rep-
resent the possibility of a vulnerability being exploited by an
attacker.

To implement the stochastic model, the behavior of the
attacker should also be considered. As one example, it can
be assumed that the attacker would choose a vulnerability
that maximizes the chances of success in the goal. In one
example, if the attacker terminates attacking for any reason,
then the model can move the attacker back to the initial state.
Finally, utilizing the properties of a Markov chain, the risk
of'one or more individual nodes can be computed. The nodes
are then prioritized based on risk, and the risks of all the
nodes are summed to give the total security risk present in
the computing system environment.

FIG. 3A illustrates an example host access attack graph
for a networked computing environment according to vari-
ous examples described herein. In FIG. 3A, S,, i=1, 2,
3,...garehostnodes and S, is a goal node. The host access
attack graph shown in FIG. 3A is a representative example,
and host access attack graph can be constructed to any size
necessary and with any number of intermediate layers.

A node in the host access attack graph is representative of
a computing device or system in the networked computing
environment. Each node can be representative of a different
type of computing device, such as a server, desktop, laptop,
handheld, or other type of computing system. The nodes can
also be representative of other types of network devices
including network switches, routers, firewalls, and other
devices. In some cases, the nodes can also be representative
of one or more software services executing on one or more
computing devices.

A directed connection (e.g., arrowed line) between two
nodes represents the access relationship between the nodes.
In FIG. 3A, a directed connection from host S, to host S,
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represents the access available on S, from S,, and the same
is applicable to other hosts. In the example shown, there is
one directed connection from any given node to any other
node. As such, the host access attack graph shown in FIG.
3 A does not include multiple connections between the same
two nodes. In other cases, the host access attack graph can
include a number of connections between two or more
nodes. In one example, the model retains only the highest
access achieved between hosts, because higher levels of
access to the destination or goal host mean more powerful
attacks can be achieved.

Once the host access attack graph is constructed by the
attack graph constructor 132, then the basic foundation is
developed for further analysis by the state transition matrix
developer 134 and the risk ranking engine 136. To make the
host access attack graph more applicable and realistic, an
additional dummy node is added as shown in FIG. 3B to
represent the attacker. The attacker can start by exploiting an
immediate node by gaining a high level of privileges, for
example. In the proposed model, an attacker starts attacking
an immediate node and continues to launch attacks until the
attacker reaches a goal node.

However, even if an attacker is equipped with sophisti-
cated tools and a high level of experience, there is no
guarantee that the attacker will reach the goal node. This can
happen if the attacker is unable to exploit a certain vulner-
ability, the attacker is discovered by an intrusion response
team, or other circumstances. According to one case for the
model, when the attacker stops launching attacks at any
point for any reason, the attacker goes back to the initial state
from where the attack began. To incorporate this attack
scenario, the attacker node A is introduced as shown in FIG.
3B. Thus, in FIG. 3B, node A represents an attacker, and
there is a directed connection from every node to node A.
This implies that when the attacker gives up exploiting the
node for any reason, the attacker goes back to the initial state
and proceeds to search for alternative options. From any
node S,, this return directed connection can be defined as (S,,
A).

The state transition matrix developer 134 is configured to
develop a state transition probability matrix based on
exploitability scores and impact scores, for example, asso-
ciated with individual nodes in the host access attack graph.
The state transition probability matrix defines certain prob-
ability metrics related to the order in which nodes in an
attack graph are likely to be attacked. In one case, it can be
assumed that the decisions of an attacker depends on two
parameters. The first parameter is exploitability, related to
the level of complexity involved to attack a given node. The
second parameter is impact, related to how much impact an
attacker can make when the node is exploited. The CVSS
framework provides numerical scores for those parameters,
where 0 signifies the most secure and 10 signifies the least
secure. These two parameters can be conceptually expressed
by:

ExploitabilityBenefit=A{ Exploitability,Impact). (€8]

In Equation 1, ExploitabilityBenefit is defined as a func-
tion of the exploitability and impact metrics. Based on these
values, the state transition matrix developer 134 can esti-
mate how an attacker would determine or consider the
benefit to move from one node to another.

To clarity this concept, consider any two nodes from the
host access attack graph shown in FIG. 4, where S; and S,
are nodes j and node k, respectively, with V, and V being the
corresponding vulnerabilities. In FIG. 4, there is a directed
connection from node j to node k. The value of Exploit-
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abilityBenefit in the case of FIG. 4 is representative of
whether an attacker would decide to move from node j to
node k.

The decision to move from one node to another node can
depend not only on the exploitability and impact factors, but
also on the skills and expertise of the attacker. The state
transition matrix developer 134 can account for the skills
and expertise of an attacker using a bias factor, which can
vary in value from attacker to attacker. Incorporating all
three parameters (i.e., exploitability, impact, and bias),
Equation 1 can be extended to:

a5=BExp(vi+(1-P)impact(vy), where 0<B=1. 2)

In Equation 2, a, is the BxploitabilityBenefit score to
move from node j to node k, Exp(v,) is a function that
measures the level of difficulty in exploiting node k, and
Impact (v,) is a function that measures the potential damages
or losses that occur due to a successful exploitation of node
k. The quantitative value related to the level of difficulty can
be provided by CVSS, and the quantitative value related to
the potential damages or losses can be also provided by
CVsS.

The possibility that exploitation might occur depends on
the experience and skills of the attacker. To account for that
factor, the bias factor  can range from O to 1 based on the
level of experience and skill of the attacker. When the
exploitability and impact scores are combined with their
corresponding bias factors, a weighted value (i.e., the
ExploitabilityBenefit, a;) is obtained to quantify the benefit
for an attacker to move from node j to node k.

To move the attacker from an initial node to a goal node,
the attacker may need to penetrate several intermediate
nodes. Assuming j is an initial node, g is a goal node, and
three intermediate nodes k, 1, and m, one possibility is that
the attacker reaches the goal node by exploiting node j to
node k, node k to node 1, node 1 to node m, and finally node
m to node g. Thus, the state transition matrix developer 134
is configured to develop a weighted adjacency matrix A,
such as:

Qoo Aot Qog - Qop

ap 0 ayg . ap,
A=l :

Apo Cpi -ev Ong 0

Each element of the adjacency matrix A can be computed
by the state transition matrix developer 134 using Equation
2. Diagonal values of the adjacency matrix A are all zero
because no cost is involved to move from the current node
to itself. The elements of the adjacency matrix A are not
normalized, and the state transition matrix developer 134
can convert the non-normalized values into probabilities
using Equation 3. Equation 3 defines that, in each step, the
attacker goes from node j to k with a probability given by:

_AGK
TAGD

©)

Pk

Writing Equation 3 in matrix form:

P=DA, (©)]
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where, A is the weighted adjacency matrix, P is the state
transition probability matrix that provides the transition
probability that the attacker moves from one state to another
state, and D is the diagonal matrix computed using Equation
5 below.

L )
= ifj=
Dy =4 ZAUD

0 Otherwise

Thus, using Equations (1)-(5), the state transition matrix
developer 134 can develop a state transition probability
matrix representative of the probability that an attacker
moves from one state to another state in the host access
attack graph constructed by the attack graph constructor
132.

The risk ranking engine 136 is configured to rank the risk
associated with the nodes in the host access attack graph
constructed by the attack graph constructor 132 with refer-
ence to the state transition probability matrix developed by
the state transition matrix developer 134. The risk analysis
is based on the relative rank value for every node of the host
access attack graph. In this context, R is the risk vector and
its initial risk value is computed based on the number of
hosts present in the host access attack graph. If N nodes exist
in the host access attack graph, then all the node ranks can
equal 1/N. This initial risk is first injected by the starting
node of an attacker. Risk values flow, level by level, until
convergence. The risk ranking and total risk calculation
process is described in further detail below with reference to
FIG. 7B.

The risk value of r, for a node k depends upon the rank of
its parent nodes. The risk value of the node set by the initial
node represents the starting node of the attacker. When the
ranking process is started, the intermediate risk value or
values are computed via iteration. The intermediate values
will flow, level by level, until a steady state is achieved.
Mathematically, if r;, is the risk of node k given in the host
access attack graph, then the risk ranking engine 136 can
compute the risk of node k using Equation 6, by:

©

= Zrkpjk-

Suppose, R=(r,, 1, 13, . . . 1,) is the risk vector, where r;
is the rank of node j. In that case, Equation 6 can be further
extended to Equation 7 as shown below. The risk values are
normalized, where O=r,<1 for all j, and

Zrk =1.

Thus, written in matrix form, the risk vector R is given by
R times the state transition probability matrix P, by:

R=RP. @]

The value of R in Equation 7 is recursive and must be
iteratively calculated until convergence, which is expressed

by Equation 8 as:
R*=R"'P. (8)

The risk ranking engine 136 is configured to evaluate the
risk in the attacking process based on the Markovian random
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walk, a condition for the iterative computation to converge.
The probability distribution of risk analysis of the host
access attack graph after the attacker follows one link in the
graph is R'=RP, where R is the risk vector and P is the one
step state transition probability matrix identified by Equation
4. Similarly, after two links, the probability distribution is
R?=R'P. Assuming this iteration converges to a steady state
probability, then we have R=R“'P, where R’ is an eigen-
vector of P.

To validate the proposed stochastic model, a network
environment 200 is shown in FIG. 5. The network environ-
ment 200 includes a number of target hosts, including a
publicly accessible web server 202, a publicly accessible file
server 204, and a backend database server 206 of a network
220. An attacker 210 is located outside the network 220.
Packet transmissions are controlled via two firewalls,
including an external firewall 230 and an internal firewall
232. The external firewall 230 allows any packet to be
transmitted to the web server 202 and the file server 204
from outside the network 220, but the backend database
server 206 cannot be directly accessed from outside the
network 220. The internal firewall 232 manages the trans-
mission of packets within the network 220.

Rules are created for the firewalls 230 and 232 to filter
inbound and outbound traffic. A summary of the rules of the
firewalls 230 and 232 are shown in Table 1 below.

TABLE 1

Source Destination Service Action
All Web Server http Allow
All Web Server ftp Allow
All File Server ftp Allow
Web Server Database oracle Allow
File Server Database ftp Allow
All All All Deny

Each of the target hosts in the network shown in FIG. 5§
includes a single vulnerability. An attacker can utilize the
vulnerability to compromise the host. The vulnerabilities are
shown in Table 2 below, along with the exploitability and
impact sub-scores for each from the NVD.

TABLE 2
Impact
Sub-  Exploitability

Host Vulnerability CVE-ID Score  Score Sub-Score
Web Apache CVE-2002- 7.5 6.4 10
Server Chunked 0392

Code
File Wuftpd CVE-2003- 9.3 10 8.6
Server Sockprintf 1327
Database Oracle Tns  CVE-2012- 7.5 6.5 10

listener 1675

FIG. 6 illustrates a host access attack graph for the
network shown in FIG. 5. The attacker 210, web server 202,
file server 204, and backend database server 206 are desig-
nated M,, M,, M,, and M, respectively. The connections
from all the nodes to the attacker node M, are omitted to
view the graph more clearly.
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Applying Equation 2 on the host access attack graph
shown in FIG. 6, the weighted adjacency matrix A is:

0 82 93 0
1 0 93 82
“l1 82 0 82

The value of the biased factor  is assumed to be 0.5 for
the example. When the attacker 210 stops attacking due to
any unusual circumstances, then the attacker 210 will return
to the initial node M,. Hence, the elements of the first
column of the weighted adjacency matrix are 1. In other
words, the weights of the connections from all host nodes to
the attacker node M, are considered 1, a sure event. The
other elements of the weighted adjacency matrix A are
calculated using Equation 2. For example, the entry of the
first row and second column is (0.5x1040.5x6.4)=8.2. This
is the weighted value of the benefit for the attacker 210 to
move from node M, to node M;. The other elements of the
weighted adjacency matrix A can be determined similarly.

After the weighted adjacency matrix A is calculated, the
elements can be converted into respective probabilities. The
entries of the main diagonal are obtained using Eq. 5, as:

005714 0 0 0
0 005405 0 0
b=l 0 005747 0
10 0 01

An element of the first row and the first column of the
diagonal matrix is determined as 1/(8.2+9.3)=0.05714, and
the other elements can be calculated similarly. Using the
weighted adjacency matrix A and the diagonal matrix D as
shown above, a state transition probability matrix P can be
obtained using Equation 4, as:

0 0.46857 0.5314 0
0.0540 0 0.5027 0.4432
“lo.0s75 04712 0 0.4713
1 0 0 1

The value of the first row, second column is 0.46857. That
value is representative of the probability that the attacker
would move from node M, to node M,. The other values of
in the state transition probability matrix P are representative
of the probability that the attacker would move between
other nodes (or desirability for the attacker to do so).

The host access attack graph shown in FIG. 6, includes
four nodes. Based on the risk ranking algorithm, if there are
four nodes then 1/4=0.25 is the initial risk of each node,
hence an initial risk vector of R=(0.25, 0.25, 0.25, 0.25).
When the initial risk vector R and the state transition
probability matrix P are iteratively multiplied using Equa-
tion 8, convergence is achieved to the values listed in Table
3 below.
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TABLE 3
Node Risk
M, 0.2609688
M, 0.2455964
M, 0.2620094
M, 0.2314254

From Table 3, it is clear that node M, is more risky than
nodes M, and M;. Thus, the vulnerability of the file server
should be patched before those of the other nodes. Further,
the total sum of the risk associated with nodes M,, M,, and
M, is as 0.74. This value can be used as a security metric
revealing the fact that the network shown in FIG. 6 is not
very secure and appropriate actions should be taken.

FIG. 7A illustrates a process for a predictive model for
security risk evaluation, and FIG. 7B further illustrates a risk
ranking algorithm in the process shown in FIG. 7A. The
process flowcharts in FIGS. 7A and 7B can be viewed as
depicting example steps performed by the computing envi-
ronment 110, although other computing systems and envi-
ronments can perform the process. The flowcharts in FIGS.
7A and 7B provide merely one example of a functional
sequence or arrangement of steps that can be employed to
implement the processes for predictive modeling and risk
ranking described herein. Although the processes are
described in connection with the computing environment
110, other computing environments, systems, and/or devices
can perform the processes. Additionally, although not
explicitly stated below, among each of the process steps
described, any number of intermediate data accessing, stor-
ing, and logging steps can be performed.

Turning to FIG. 7A, at step 302, the process can include
the attack graph constructor 132 constructing a host access
attack graph. The host access attack graph can be con-
structed based on data stored in the network data 122, for
example, according to characteristics of a network of com-
puting systems. The host access attack graph can include a
plurality of nodes such as those shown in FIG. 3A or 3B.

At step 304, the process can include the state transition
matrix developer 134 gathering security or vulnerability
metrics related to one or more of the nodes in the host access
attack graph. The metrics may be gathered from the risk
metric data 124 or from another computing system via
network communications. As one example, the state transi-
tion matrix developer 134 can gather exploitability scores
and impact scores associated with the nodes in the host
access attack graph. The exploitability and impact scores can
be CVSS scores or other scores developed according to
another vulnerability scoring system.

At step 306, the process can include the state transition
matrix developer 134 developing a state transition probabil-
ity matrix based on the scores gathered at step 304 and the
host access attack graph constructed at step 302. In one
example, the state transition matrix developer 134 can
develop the state transition probability matrix according to
Equations (1)-(5) as described above with reference to the
exploitability scores and the impact scores.

At step 308, the process can include the risk ranking
engine 136 evaluating and ranking risk associated with the
nodes in the host access attack graph constructed at step 302
with reference to the state transition probability matrix
developed at step 306. The process of evaluating and rank-
ing the risk is illustrated in further detail in FIG. 7B.

Turning to FIG. 7B, the risk ranking process includes
creating a risk vector with initial risk values at step 310. As
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described above, a risk vector R and its initial risk values can
be computed based on the number of hosts present in the
host access attack graph. If N nodes exist in the host access
attack graph, then the rank of all nodes can be equal to 1/N.

At step 312, the process includes the risk ranking engine
136 iterating the risk vector from step 310 with the state
transition probability matrix developed at step 306. When
the ranking process is started, the intermediate risk value or
values are computed via iteration. The intermediate values
will flow, level by level, until a steady state is achieved
according to Equations (6)-(8) above.

At step 314, it is assumed that the iterating at step 312 has
converged, and the risk vector includes a number of risk
elements, each representative of the risk of a respective node
in the host access attack graph. Using this converged risk
vector, the process can include the risk ranking engine 136
prioritizing the risk associated with each node at step 316 by
ranking them based on the level of risk of each. In other
words, a node associated with a higher level of risk can be
prioritized for remediation over a node associated with a
relatively lower level of risk.

Finally, at step 318, the process can include the risk
ranking engine 136 computing a total risk for the network of
computing systems being evaluated. The total risk can be
calculated based on a total risk for all the elements in the risk
vector, for example. Thus, the risks of all the nodes are
summed to give a total security risk present in the network
of computing systems.

Thus, as described above, a stochastic model is developed
for cybersecurity using a host access attack graph to deter-
mine the overall network security risk. The model uses
Markov chains in conjunction with CVSS framework met-
rics to analyze risks associated with structures of various
networks. The model can be used to identify critical nodes
in the host access attack graph where attackers may be most
likely to focus. Based on that information, a network admin-
istrator can make appropriate, prioritized decisions for sys-
tem patching. Further, a flexible risk ranking technique is
described, where the decisions made by an attacker can be
adjusted using a bias factor. The model can be generalized
for use with complicated network environments.

Turning to other embodiments, FIG. 8 illustrates an
example vulnerability life cycle graph including five states
according to various examples described herein. A vulner-
ability life cycle graph for a given vulnerability has several
state nodes, each representative of a state of a vulnerability
in a computing system. The life cycle graph shown in FIG.
8 can be constructed by the life cycle graph constructor 138
of the computing environment 110 shown in FIG. 2, for
example. The life cycle graph can be generated based on the
network data 122 and/or the risk metric data 124.

The logical probabilities for a hacker to reach each state
in the life cycle graph shown in FIG. 8 can be assigned to
each state by the life cycle graph constructor 138 by exam-
ining the properties of specific vulnerabilities in the com-
puting system or systems being modeled. The vulnerability
life cycle graph shown in FIG. 8 has two absorbing states,
called the patched state and the exploited state. These states
allow the vulnerability life cycle graph to be modeled as an
absorbing Markov chain. FIG. 8 shows states three and five
as the absorbing states of the life cycle graph, where state
three is the “exploited” state and state five is the “patched”
state.

A, is defined as the probability of transferring from, state
i to state j, where, 1, =1, 2, 3, 4, 5. In actual situations, the
probability of discovering a vulnerability can be assumed to
be very small. Therefore, as a starting point, a small value



US 10,754,959 B1

15

can be assigned for A,. The probabilities for A, Ay, Ag, Ay,
A5 can then be assigned accordingly. Checking for several
random values of A;, the behavior of the other states can be
observed as a function of time. Using the transition prob-
abilities, the absorbing transition probability matrix can be
derived, which follows the properties defined under the
Markov chain transformation probability method.

However, instead of randomly assigning transition prob-
abilities for each state presented in the life cycle, a new set
of probabilistically reliable methods is described. Because it
can be challenging to acquire a complete set of information
relevant to the vulnerabilities of a system, available and
reliable data resources about vulnerabilities can be used to
develop a new methodology described below.

As discussed above, CVSS is a standard for assessing the
magnitude of information system vulnerabilities. The CVSS
framework provides an open framework for communicating
and analyzing the characteristics and impacts of vulnerabili-
ties in computing systems. The quantitative model of the
CVSS framework leads to repeatable and accurate measure-
ments while enabling users to see the underlying vulner-
ability characteristics used to generate vulnerability-related
scores. Thus, the CVSS framework is suitable as a standard
measurement system for industries, organizations, and gov-
ernments to accurately and consistently analyze vulnerabili-
ties. As examples, the CVSS framework can be used to
calculate the severity of vulnerabilities and prioritize vul-
nerability remediation activities. In extension to the CVSS
framework, the NVD database provides CVSS scores for
almost all known vulnerabilities.

The NVD database provides base metric stores for vul-
nerabilities only because the temporal and environmental
scores vary based on other factors related to the organization
that uses the computer system. The base score for more than
75,000 different vulnerabilities can be calculated using 6
different matrices. It is managed by the Forum of Incident
Response and Security Teams (FIRST).

As introduced above, CVSS establishes a standard mea-
sure of how much concern a vulnerability warrants, com-
pared to other vulnerabilities, so that efforts can be priori-
tized. The base metric scores can range from O to 10, where
base scores in the range 7.0-10.0 are high, 4.0-6.9 are
medium, and 0-3.9 are low. Thus, the absorbing transition
probability matrices and statistical models described herein
are based on this classification of the CVSS score. Instead of
randomly assigning a probability (i.e., each A,) for each
state, the CVE resources can be used for probabilistically
estimating reliable values for each state. The approach in
assigning initial probabilities into each state of the life cycle
is described in further detail below.

Once the vulnerability life cycle graph is constructed, the
absorbing transition probability matrix developer 140 is
configured to assign initial probabilities (i.e., each A)) for
different states in the life cycle graph. Table 1 presents the
initial probabilities used in the example described herein.
Developing or estimating these initial probabilities can
require a significant amount of data resources. To estimate
A, for example, one may include any number of the total
number of vulnerabilities in each category of a computing
system, each ranging from 0 to 10 in magnitudes, along with
information related to their discovery with respect to time.
Similarly, for the other states, the number of vulnerabilities
discovered, exploited before disclosed, exploited after dis-
covery but before patched, patched before disclosure, and
patched after disclosure can be relied upon under each
CVSS score level.

15

20

25

40

45

16

To start, the absorbing transition probability matrix devel-
oper 140 is configured to reference the CVSS scores avail-
able for each category of vulnerability. However, CVSS
scores may not be available to provide data for all cases.
Thus, the absorbing transition probability matrix developer
140 is further configured to reference the CVSS classifica-
tions available in the CVE detail website where available,
and other resources of information can be used in some
cases. Examples of the other resources include industry
reports, thesis papers, and other resources of data on vul-
nerabilities.

TABLE 4

States Represented by the Transition Probabilities in the
Vulnerability Life Cycle

Probability - A; State Represented

M Discovered

Ay Exploited before patched or
disclosed

A3 Disclosed but not yet
patched or exploited

My Patched before disclosed

s Exploited after disclosed

he Patched after disclosed

In one case, 75705 vulnerability scores were calculated
according to their CVSS scores under each of the three
categories to find the total number of vulnerabilities and
exploits. Those scores are used to assign probabilities of
discovery (A,) and exploited (A,) for each CVSS score level.

In the example provided herein, data from other resources
was used to assign probabilities for the disclosed but not yet
patched or exploited state (A;), the patched before disclosed
state (A,), the exploited after disclosed (A;) state, and the
patched after disclosed (i) state.

To calculate an estimate for A, (e.g., “the probability of a
vulnerability is being discovered”) for three categories of
CVSS scores, it is helpful to have an estimate for the
population of a “total number of (known and unknown)
vulnerabilities at a particular time” to get the proportion of
discovered vulnerability out of the total. But, at a given time,
it may not be possible to know the total number of vulner-
abilities in computing systems as the number of vendors,
application software, system software, and other apps are
undefined. Therefore, to have a logical estimate for the total
number of vulnerabilities for each year, the absorbing tran-
sition probability matrix developer 140 is configured to
estimate a cumulative number of vulnerabilities in the
computing system being modeled. Then, the number of
vulnerabilities discovered in a particular year as a proportion
of the cumulative number of vulnerabilities in the next
calendar year can also be calculated. Once these proportions
considering the years from 1999 to 2015, for example, are
calculated, the average of those proportions can be used as
the estimate for A,.

When calculating A, it can be assumed that a number of
unknown vulnerabilities in a particular year are discovered
in the next year and the accumulated number of vulnerabili-
ties in a particular year is an estimate for the population size
of the vulnerabilities in the previous year.

In one case, to calculate an estimate for A, (e.g., “the
probability of a particular vulnerability being exploited
before patched or disclosed”), the data provided in the CVE
website was used, although other sources can be relied upon.
The entire set of exploited vulnerabilities were calculated for
10 different categories (or CVSS score levels) of interest. To
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calculate an estimate for A; (e.g., “the probability of a
vulnerability being disclosed but not yet patched or
exploited”), the equation A;=1—(A,+A,) can be used.

To calculate an estimate for A, (e.g., “the probability of a
vulnerability being patched before disclosed”), the informa-
tion available from other resources was used. To calculate an
estimate for A5 (e.g., “probability of a vulnerability being
exploited after disclosed” and for A (e.g., “probability of a
vulnerability being patched after disclosed”), the informa-
tion available from other resources was used. One example
resource estimates that the probability of a vulnerability
being exploited after being disclosed is greater than the
probability of it being patched. The resource estimates that
there is a probability of about 0.6 for a disclosed vulner-
ability being exploited. Thus, in one case, fixed values 0 0.6
and 0.4, respectively, are used for A5 and Ag.

Table 5 presents example probabilities for each state with
respect to each category/level of vulnerability.

TABLE 2
Estimates of Transition Probabilities for each Category of
Vulnerability
Vulnerability level Al A2 A3 M A5 A6
Low 0.1777  0.016303  0.183696615 0.8 0.6 0.4
Medium 0.1888  0.08104 0.118960089 0.8 0.6 0.4
High 0.1804  0.147552  0.052448328 0.8 0.6 0.4

Using these transition probabilities for each level, the
absorbing transition probability matrix developer 140 is
configured develop the absorbing transition probability
matrix for a life cycle according to the Markov process
described above.

Once a vulnerability life cycle graph is developed with
two absorbing states and initial probability estimates for
each state, the general form of the absorbing transition
probability matrix for the vulnerability life cycle can be
given as follows.

1-4 A4 0 0 0
0 0 & A Ay
pm=| 0 0 1 0 0]
0 0 A 0 A
0 0 0 0 1

where P,(1) is the probability that the system is in state i at
time t. For t=0 we have P,(0)=1, the probability that the
system is in state 1 at the beginning (t=0), and P,(0)=0,
P;(0)=0, P,(0)=0, P5(0)=0.

Therefore, the initial probability can be given as [1 00 0
0], which covers the initial probabilities of each state of the
vulnerability life cycle. Here, the initial state having a
probability of one is representative of the fact that, at the
initial time (t=0), the vulnerability has not yet been discov-
ered. Therefore, the probabilities for all others states are
Zero.

Now, for three different categories of vulnerabilities, the
absorbing transition probability matrix can be iterated by the
absorbing transition probability matrix developer 140 using
the Markovian process until the matrix reaches its “steady
state”. For t=0, PO=[1 0 0 0 0]. For t=1, results in PO=pPOP.
For =2, P@=POP, Thus, for =n,P@=POPC, Using this
method, the probability is changing with time and is related
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to each “state,” and it is possible to find the statistical model
that can fit the vulnerability life cycle.

As an example, for the vulnerabilities in category one,
where A,=0.1777, L,=0.0163, A,=0.1837, ,=0.8, as A;=0.6,
and A,=0.4, the absorbing transition probability matrix is
written as follows:

0.8223 0.1777 0O 0 0

0 0 0.0163 0.1837 0.8

P= 0 0 1 0 0
0 0 0.6 0 0.4

0 0 0 0 1

As this algorithm is executed for the vulnerabilities of
category one, the stationarity (steady state) was reached (to
4 decimal digits) at t=86. That is, the minimum number of
steps so that the vulnerability reaches its absorbing states is
86 and the resulting vector of probabilities for each of the
absorbing states is obtained as the output of the calculation
process.

As shown below, the transition probabilities are com-
pletely absorbed into the two absorbing states which gives
the “probability of the vulnerability being exploited” and the
“probability of the vulnerability will be patched”. All other
states have reached the probability of zero.

0.8223 0.1777 0 0 0
0 0 0.0163 0.1837 0.8
P= 0 0 1 0 0 |-
0 0 0.6 0 0.4
0 0 0 0 1

0 0 01524 0 0.8476
0 0 0.1524 0 0.8476
P=100 1 0 0
00 06 0 04
0

0 0 0 1

P8I = pOPEO =0 0 0.1265 0 0.8735].

Thus, it will take the hacker 86 steps and a 12.7% chance to
exploit the security system and 87.3% probability to reach
the patched state. The estimate is that, after t=86, one of the
two states will be reached.

Initially, the 3" state was identified as “the state of being
exploited” and the 5% state as “the state of being patched” in
the vulnerability life cycle graph. Based on the current data
resources available relevant to the vulnerabilities of category
one, these results can be used as estimates for the probabili-
ties of being exploited and being patched. The results from
this Markovian model for the vulnerability life cycle shows
that the sum of the resulting probabilities equals to one
(0.126540.8735=1). In other words, this indicates that the
model estimates that one of these results are expected after
=86 (e.g. after 86 days) for a vulnerability in category one.
Hence, it is clear that once the “steady state” is achieved, for
a vulnerability of category one, estimates of the probability
of being exploited is 12.65% and the probability of being
patched is 87.35%. Similarly, for vulnerabilities of catego-
ries two and three, the transition probability matrices can be
obtained.



US 10,754,959 B1

19

Transition probability matrices and resulting steady state
vectors for those categories are given below. For the vul-
nerabilities in category two:

0.8112 0.1888 0O 0 0

0 0 0.081 0.119 0.8
P= 0 0 1 0 0 |-

0 0 0.6 0 04

0 0 0 0 1

0 01524
0 0.1524 0 0.8476

0 0 0.8476
0
PO~—100 1 0 0
0
0

5

0 06 0 04
0 0 0 1

S0~ POPBO [0 0 0.1524 D 0.8476].

For the vulnerabilities in category three:

0.8196 0.1804 0O 0 0
0 0 0.1476 0.0524 0.8
P= 0 0 1 0 0 |-
0 0 0.6 0 0.4
0 0 0 0 1
01790 0 0.821
0.1524 0 0.821
P

5

06 0 04
0 0 1

o o O o O

0
0
0 1 0 0
0
0

S _ pOpEH _ 10 0 01790 0 0.821].
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Table 6 below summarizes the results. The number of 40

iterations (steps) that it takes to reach the “steady states” and
resulting row vectors of probabilities for each three catego-
ries of vulnerabilities are given in Table 3.

TABLE 6

20

investigated. For the risk factor of a vulnerability at t=50, for
example, the Markov process can be used to determine with
the resulting vector of the vulnerability that gives us the
probabilities of being in each different state at that particular
time. However, iterating a Markov process for each time
would not be a very efficient process due to the analytical
calculations. Therefore, it is possible to develop three dif-
ferent nonlinear statistical models that make it much more
convenient for the designed calculation.

For example, consider a vulnerability given in the Table
7 below. With the published date and the exploitability score
known for that vulnerability, the risk of being exploited can
be calculated at a particular date from the published date.
For the first vulnerability V1 (CVE 2016-0911), which is a
low risk vulnerability, the risk factor is 0.2474. The other
two categories of medium and high risk levels have vulner-
abilities V2 (CVE 2016-2832) and V3 (CVE 2016-3230)
and risk factors 0.3667 and 1.17702, respectively.

TABLE 7

Three Vulnerabilities in each Category with Details and Calculated
Risk Factors

Age of
the Vulner-
ability
Pub- Exploit- to the date
lished CVSS ability  Jun. 24, Risk factor
Vulnerability — date score score 2016 (t)  (R(v{(t)
V, (CVE Jun. 19, 1.9 (Low) 3.4 5 0.2474
2016-0911) 2016
V, (CVE Jun. 13, 4.3 2.8 11 0.3667
2016-2832) 2016 (medium)
V; (CVE Jun. 15, 9 (High) 8 9 1.1702
2016-3230) 2016

The risk factor can be graphed as a function of time. FIG.
9 shows the behavior of the risk factor of the middle level
vulnerability V2 (CVE 2016-2832) over a time period of 101
days starting from Jun. 13, 2016. As shown in FIG. 9, the
risk factor increases rapidly within around first 10 days
indicating that once a vulnerability is published, the risk of
being exploited rapidly increases. Even after this rapid
increase, the risk does not show a decreasing behavior. This

Number of Iterations to Reach Steady State and Steady State

Vector for each Category of Vulnerability

Number of Probability of Probability of
Category iterations Steady state being exploited being patched Sum
Low 86 [0.0000 0.0000 0.1265 0.0000 0.8735] 0.1265 0.8735 1
Medium 80 [0.0000 0.0000 0.1524 0.0000 0.8476] 0.1524 0.8476 1
High 84 [0.0000 0.0000 0.1790 0.0000 0.8210] 0.179 0.821 1

Having the steady state vector with the probabilities for
patching and getting exploited, it is possible to calculate the
risk of a particular vulnerability using the “risk factor”.
Previously, this risk factor was introduced as: Risk v,(t)=Pr
(v, 1s in state 3 at time t)xExploitability score (v,).

The exploitability score for the vulnerability can be taken
from the CVSS score as described earlier. With the results
for the three different levels of vulnerabilities, a better index
for the risk factor is available because the initial probabili-
ties were not just chosen randomly but estimated using
reliable data sources. As an example, a vulnerability in the
lower level with an exploitability score of 2.4 can be

55
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65

specific behavior is due to the model structure of the
vulnerability life cycle. That is, consisting with two absorb-
ing states (being exploited and being patched), either one of
two outcomes are possible for a given vulnerability. Thus,
considering the state of being exploited as an absorbing
state, the life cycle does not move to any other state beyond
being exploited. This explains why the graph increases
without decreasing over time.

Based on FIG. 9, we can conclude that over time with a
life cycle consisting two absorbing states, the risk factor of
a given vulnerability increases rapidly and becomes stable at
a higher level of risk without decreasing back. This behavior
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exemplifies the threat any vulnerability would impose on an
information system. As far as a proper patch is released and
installed, a probable harm from a given vulnerability
increases monotonously. However, it should not be misin-
terpreted in the view point that the risk from a given
vulnerability never reduces. The absorbing Markovian
model does not consider some of the interactions that might
take place in the real world situations, but is developed to
show the impact of a vulnerability over time.

Above, an analytical algorithm is developed that identifies
a number of steps (in time) that the absorbing transition
probability matrix of the vulnerability life cycle will reach a
steady state. Thus, for a given vulnerability in the categories
of low, medium, and high risk levels, the probability of
being exploited and the probability of being patched can be
calculated as a function of time. However, this process is
time consuming and the Markovian iteration process might
be quite difficult to perform. Using the approach described
herein to find the minimum number of steps for each
category, t=86 steps was identified for category one vulner-
abilities in one example, =80 steps was identified for
category two vulnerabilities in the example, and t=84 steps
was identified for category three vulnerabilities in the
example. The probability of being exploited was then
recorded at the each step. Thus, for each category, 2x86,
2x80, and 2x84 matrices of information are developed,
respectively. An additional goal is to utilize this information
and develop a statistical model for each category to be able
to predict the probability of being exploited as a function of
time and thus bypass at least some of the analytical diffi-
culties.

A sample of the data for each category is shown in Table

8 below.
TABLE 8
Matrix Values used for Model Building under each Category
Low Vulnerability Medium Vulnerability High Vulnerability
(0-3.9) (4-6.9) (7-10)

Yi ti Yi ti Yi ti
0.002897 1 0.0153 1 0.026618 1
0.024865 2 0.041188 2 0.054112 2
0.042929 3 0.062188 3 0.076645 3
0.057784 4 0.079223 4 0.095114 4
0.069998 5 0.093042 5 0.110251 5
0.080042 6 0.104252 6 0.122657 6
0.088302 7 0.113345 7 0.132825 7
0.095093 8 0.120722 8 0.141159 8
0.126521 77 0.152416 71 0.179021 75
0.126521 78 0.152416 72 0.179021 76
0.126521 79 0.152416 73 0.179021 77
0.126521 30 0.152416 74 0.179021 78
0.126521 81 0.152416 75 0.179021 79
0.126521 32 0.152416 76 0.179021 30
0.126521 83 0.152416 77 0.179021 81
0.126521 84 0.152416 78 0.179021 82
0.126521 85 0.152416 79 0.179021 33
0.126521 86 0.152416 30 0.179021 84

This data exhibits nonlinear behavior and thus multiple
regression is not applicable. The model developer 142 is
configured to develop one or more non-linear statistical
models for each category. The general analytical focus of the
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statistical models are of the forms: Model 1: Y (exploitation
probability)=

o+ a;— +aplnr+&
1

and Model 2: Y (exploitation probability)=

1
Po +ﬁ1? + falnt+ &,

where Y is the probability of being exploited, . and p are the
vector of coefficients or weights, t is the time given in steps,
and e is the modelling error. The method of maximum
likelihood estimation was used to obtain the estimates of the
coeflicients that drives these models.

A good nonlinear statistical model developed by the
model developer 142 for the low, medium, and high wvul-
nerability categories is given below as Model 1, along with
their R? (coefficient of determination), Radj2 (R? adjusted).

Low (Category one) risk vulnerabilities:

¥=0.084197-0.116756(1/1)-0.011321 In(2),

with R?<0.8684, R?,,=0.8653.
Medium (Category two) risk vulnerabilities:

¥=0.111073-0.143992(1/£)+0.011461 In(?),

with R?<0.8888, R,,,;>=0.8859.
High (Category three) risk vulnerabilities:

¥=0.133927-0.169314(1/1)+0.012375 In(?) ,

with R>=0.8988, R ,,;;
the proposed model.

By implementing another logarithmic filter to the initial
model and homogenizing the variance of the data, the
precision of Model 1 can be improved. A set of models was
obtained that gives better results increasing the accuracy of
the prediction approximately by 9% compared to Model 1.
Model 2 equations for each of the categories are given
below.

Low (Category one) risk vulnerabilities:

2=0.8963. R? reflects on the quality of

¥=0.135441-0.308532(1/1)+0.002030 In(In(?)),

with R?<0.9576, R,,,;=0.9566.
Medium (Category two) risk vulnerabilities:

¥=0.169518-0.356821(1/)+0.007011 In(In(s)),

with R*=0.962, R=0.961.
High (Category three) risk vulnerabilities:

¥=0.135441-0.308532(1/1)+0.002030 In(In(?)),

with R?<0.9588, R ,,*=0.9577.

Model 2 is a significant improvement in the R? over
Model 1. Both models give very good predictions of the
probability of exploitation as a function of time. However,
Model 2 seems to give better predictions because of the
additional logarithmic filtering applied to homogenize the
variance further. Table 9 summarizes the 6 model equations
with respective R? (coeflicient of determination), R, (R?
adjusted) values for convenient comparison.

adj
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TABLE 9

Nonlinear Statistical Models to Estimate Probability of Being
Exploited as a Function of Time

Model 1
Category Model Equation R2 Rzadj
Low Y = 0.084197 - 0.116756 (1/t) + 0.8684 0.8653
0.011321 In(t)
Medium Y = 0.111073 - 0.143992 (1/t) + 0.8888 0.8859
0.011461 In(t)
High Y = 0.133927 - 0.169314 (1/t) + 0.8988 0.8963
0.012375 In(t)
Model 2
Category Model Equation R? Rzadj
Low Y = 0.135441 - 0.308532 (1/t) - 0.9576 0.9566
0.002030 In(In t)
Medium Y = 0.169518 - 0.356821 (1/t) - 0.962 0.961
0.007011 In(ln t)
High Y =0.191701 - 0.383521 (1/t) - 0.9588 0.9577
0.00358 In(In t)
The R? (coefficient of determination), R, djz (R? adjusted),

and residual analysis were used using actual data to validate
the accuracy and the quality of these models. R* is com-
monly used to measure the goodness of a statistical model
and is defined as:

R SSReg

_ | S5k
SSTotat

= ,
SSTotat

where SS;_; or SSE is the Sum of Squares of Residual and
SS 1.z 18 the Total Sum of Squares. It is also referred to as
the Coefficient of Determination. The R*=0.96 states that the
model is an excellent fit such that the 96% of the behavior
in the response variable (probability of being exploited) is
explained and predicted by the attributable variable (time-t)
and only a 4% of the change in the response variable is not
explained due to the variance.

In order to be more confident in interpreting the value of
R, Rzadj (R? adjusted) was also calculated to address the
issue of bias. R?, & (R? adjusted) is defined by:

(2= 1SSk

R,y=1-— """
& (1= P)SSTorat

a

where n is the sample size and p is the number of risk factors
(attributable variables) in our models. The closer the R and
Rzadj to one, the higher the quality of the models.

A residual analysis of all the models was also performed
to determine if the error factor has significantly contributed
to the accuracy of the models. In all cases, the residual error
was not significant. Finally, all the models were tested with
actual data and the results were exceptional.

A Dest fitting of the three Statistical models is needed to
calculate the “risk factor” conveniently. In other words, the
need is to obtain a best fitting model that can replace the
Markovian iteration and hence avoid the difficulty in esti-
mating of the probabilities for time “t” earlier to the “steady
state”. These new models achieve that goal.

Thus, the previously-developed models can be further
expanded upon and developed using the techniques
described herein. The methods of calculating the initial
probabilities and creating the transition probability matrix in
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using of the Markovian process was also improved. The
CVSS data presented in CVE details website and calculated
initial probabilities for discovering and exploiting a vulner-
ability based on the records on last 17 years data. Finally,
two sets of three models were created for predicting the risk
of a particular vulnerability being exploited as a function of
time. The models presented were proven to have an excel-
lent fit with the Markovian process probabilities. Thus, the
Markovian process can be replaced using these models,
since these models identify the steady states of being
exploited or being patched for each vulnerability.

FIG. 10 illustrates a process for developing a non-linear
model for predicting exploitability according to various
examples described herein. The process flowchart in FIG. 10
can be viewed as depicting example steps performed by the
computing environment 110, although other computing sys-
tems and environments can perform the process. The flow-
chart in FIG. 10 provides merely one example of a func-
tional sequence or arrangement of steps that can be
employed to develop a model for predicting exploitability as
described herein. Although the process is described in con-
nection with the computing environment 110, other com-
puting environments, systems, and/or devices can perform
the process. Additionally, although not explicitly stated
below, among each of the process steps described, any
number of intermediate data accessing, storing, and logging
steps can be performed.

Turning to FIG. 10, at step 1002, the process can include
the life cycle graph constructor 138 constructing a vulner-
ability life cycle graph as described herein. The vulnerability
life cycle graph can include a number of state nodes each
representative of a state of a vulnerability in a computing
system as shown in FIG. 8, for example. The life cycle graph
can be constructed based on data stored in the network data
122, for example, according to characteristics of one or a
network of computing systems.

At step 1004, the process can include the absorbing state
probability matrix developer 140 determining initial prob-
abilities of at least one state node among the state nodes in
the life cycle graph constructed at step 1002. Table 1, above,
presents initial probabilities used in the example described
herein. These initial probabilities can be determined based
on data stored in the network data 122, the risk metric data
124, and/or other data. To estimate A.,, for example, one may
include any number of the total number of vulnerabilities in
each category of a computing system, each ranging from 0
to 10 in magnitudes, along with information related to their
discovery with respect to time. Similarly, for the other states,
the number of vulnerabilities discovered, exploited before
disclosed, exploited after discovery but before patched,
patched before disclosure, and patched after disclosure can
be relied upon under each CVSS score level.

The absorbing transition probability matrix developer 140
is configured to reference the CVSS scores available for
each vulnerability for the discovered, patched, and exploited
states. The absorbing transition probability matrix developer
140 can also reference the CVSS classifications available in
the CVE detail website where available, and other informa-
tion can be used in some cases. Examples of the other
information include that provided in various vulnerability
reports, such as the information given by the Stefan Frei
and/or the Secunia Vulnerability information report, among
others.

At step 1006, the process can include the absorbing state
probability matrix developer 140 developing an absorbing
transition probability matrix based on the vulnerability life
cycle graph and the initial probabilities determined at step
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1004 as described above. The process can also include
iterating the absorbing transition probability matrix over a
number of cycles until the absorbing transition probability
matrix reaches a steady state, where the number of cycles is
representative of a period of time.

At step 1008, the process can include the model developer
142 developing a non-linear model to determine a probabil-
ity metric of the vulnerability being exploited or a probabil-
ity metric of the vulnerability being patched based on the
steady state information from step 1006. Particularly, the
steady state information from step 1006 can be used to
develop a statistical model for each category of vulnerability
to predict the probability of being exploited as a function of
time. The steady state information can also be used to
develop a statistical model for each category of vulnerability
to predict the probability of being patched as a function of
time. The general analytical form of the model or models can
be similar to those described above. The models can include
separate models developed by the model developer 142 for
low, medium, and high vulnerability categories as described
above.

FIG. 11 illustrates an example schematic block diagram of
a computing device 1100 for the computing environment
110 shown in FIG. 2 according to various embodiments
described herein. The computing device 1100 includes at
least one processing system, for example, having a processor
1102 and a memory 1104, both of which are electrically and
communicatively coupled to a local interface 1106. The
local interface 1106 can be embodied as a data bus with an
accompanying address/control bus or other addressing, con-
trol, and/or command lines.

In various embodiments, the memory 1104 stores data and
software or executable-code components executable by the
processor 1102. For example, the memory 1104 can store
executable-code components associated with the model
engine 130 for execution by the processor 1102. The
memory 1104 can also store data such as that stored in the
data store 120, among other data.

It is noted that the memory 1104 can store other execut-
able-code components for execution by the processor 1102.
For example, an operating system can be stored in the
memory 1104 for execution by the processor 1102. Where
any component discussed herein is implemented in the form
of software, any one of a number of programming languages
can be employed such as, for example, C, C++, C#, Objec-
tive C, JAVA®, JAVASCRIPT®, Perl, PHP, VISUAL
BASIC®, PYTHON®, RUBY, FLASH®, or other program-
ming languages.

As discussed above, in various embodiments, the memory
1104 stores software for execution by the processor 1102. In
this respect, the terms “executable” or “for execution” refer
to software forms that can ultimately be run or executed by
the processor 1102, whether in source, object, machine, or
other form. Examples of executable programs include, for
example, a compiled program that can be translated into a
machine code format and loaded into a random access
portion of the memory 1104 and executed by the processor
1102, source code that can be expressed in an object code
format and loaded into a random access portion of the
memory 1104 and executed by the processor 1102, or source
code that can be interpreted by another executable program
to generate instructions in a random access portion of the
memory 1104 and executed by the processor 802, etc.

An executable program can be stored in any portion or
component of the memory 1104 including, for example, a
random access memory (RAM), read-only memory (ROM),
magnetic or other hard disk drive, solid-state, semiconduc-
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tor, universal serial bus (USB) flash drive, memory card,
optical disc (e.g., compact disc (CD) or digital versatile disc
(DVD)), floppy disk, magnetic tape, or other types of
memory devices.

In various embodiments, the memory 1104 can include
both volatile and nonvolatile memory and data storage
components. Volatile components are those that do not retain
data values upon loss of power. Nonvolatile components are
those that retain data upon a loss of power. Thus, the
memory 1104 can include, for example, a RAM, ROM,
magnetic or other hard disk drive, solid-state, semiconduc-
tor, or similar drive, USB flash drive, memory card accessed
via a memory card reader, floppy disk accessed via an
associated floppy disk drive, optical disc accessed via an
optical disc drive, magnetic tape accessed via an appropriate
tape drive, and/or other memory component, or any combi-
nation thereof. In addition, the RAM can include, for
example, a static random access memory (SRAM), dynamic
random access memory (DRAM), or magnetic random
access memory (MRAM), and/or other similar memory
device. The ROM can include, for example, a programmable
read-only memory (PROM), erasable programmable read-
only memory (EPROM), electrically erasable program-
mable read-only memory (EEPROM), or other similar
memory device.

The processor 1102 can be embodied as one or more
processors 1102 and the memory 1104 can be embodied as
one or more memories 804 that operate in parallel, respec-
tively, or in combination. Thus, the local interface 1106
facilitates communication between any two of the multiple
processors 1102, between any processor 1102 and any of the
memories 1104, or between any two of the memories 1104,
etc. The local interface 1106 can include additional systems
designed to coordinate this communication, including, for
example, a load balancer that performs load balancing.

As discussed above, model engine 130 can be embodied,
at least in part, by software or executable-code components
for execution by general purpose hardware. Alternatively the
same can be embodied in dedicated hardware or a combi-
nation of software, general, specific, and/or dedicated pur-
pose hardware. If embodied in such hardware, each can be
implemented as a circuit or state machine, for example, that
employs any one of or a combination of a number of
technologies. These technologies can include, but are not
limited to, discrete logic circuits having logic gates for
implementing various logic functions upon an application of
one or more data signals, application specific integrated
circuits (ASICs) having appropriate logic gates, field-pro-
grammable gate arrays (FPGAs), or other components, etc.

The flowchart or process diagrams in FIGS. 7A, 7B, and
10 are representative of certain processes, functionality, and
operations of the embodiments discussed herein. Each block
can represent one or a combination of steps or executions in
a process. Alternatively or additionally, each block can
represent a module, segment, or portion of code that
includes program instructions to implement the specified
logical function(s). The program instructions can be embod-
ied in the form of source code that includes human-readable
statements written in a programming language or machine
code that includes numerical instructions recognizable by a
suitable execution system such as the processor 1102. The
machine code can be converted from the source code, etc.
Further, each block can represent, or be connected with, a
circuit or a number of interconnected circuits to implement
a certain logical function or process step.

Although the flowchart or process diagrams in FIGS. 7A,
7B, and 10 illustrate a specific order, it is understood that the



US 10,754,959 B1

27

order can differ from that which is depicted. For example, an
order of execution of two or more blocks can be scrambled
relative to the order shown. Also, two or more blocks shown
in succession can be executed concurrently or with partial
concurrence. Further, in some embodiments, one or more of
the blocks can be skipped or omitted. In addition, any
number of counters, state variables, warning semaphores, or
messages might be added to the logical flow described
herein, for purposes of enhanced utility, accounting, perfor-
mance measurement, or providing troubleshooting aids, etc.
Such variations, as understood for implementing the process
consistent with the concepts described herein, are within the
scope of the embodiments.

Also, any logic or application described herein, including
the model engine 130 that are embodied, at least in part, by
software or executable-code components, can be embodied
or stored in any tangible or non-transitory computer-read-
able medium or device for execution by an instruction
execution system such as a general purpose processor. In this
sense, the logic can be embodied as, for example, software
or executable-code components that can be fetched from the
computer-readable medium and executed by the instruction
execution system. Thus, the instruction execution system
can be directed by execution of the instructions to perform
certain processes such as those illustrated in FIGS. 7A, 7B,
and 10. In the context of the present disclosure, a non-
transitory computer-readable medium can be any tangible
medium that can contain, store, or maintain any logic,
application, software, or executable-code component
described herein for use by or in connection with an instruc-
tion execution system.

The computer-readable medium can include any physical
media such as, for example, magnetic, optical, or semicon-
ductor media. More specific examples of suitable computer-
readable media include, but are not limited to, magnetic
tapes, magnetic floppy diskettes, magnetic hard drives,
memory cards, solid-state drives, USB flash drives, or
optical discs. Also, the computer-readable medium can
include a RAM including, for example, an SRAM, DRAM,
or MRAM. In addition, the computer-readable medium can
include a ROM, a PROM, an EPROM, an EEPROM, or
other similar memory device.

Disjunctive language, such as the phrase “at least one of
X, Y, or Z,” unless specifically stated otherwise, is to be
understood with the context as used in general to present that
an item, term, etc., can be either X, Y, or Z, or any
combination thereof (e.g., X, Y, and/or Z). Thus, such
disjunctive language is not generally intended to, and should
not, imply that certain embodiments require at least one of
X, at least one of Y, or at least one of Z to be each present.

It should be emphasized that the above-described embodi-
ments of the present disclosure are merely possible
examples of implementations set forth for a clear under-
standing of the principles of the disclosure. Many variations
and modifications can be made to the above-described
embodiment(s) without departing substantially from the
spirit and principles of the disclosure. All such modifications
and variations are intended to be included herein within the
scope of this disclosure and protected by the following
claims.

At least the following is claimed:

1. A method to develop a model for predicting exploit-
ability, comprising:

constructing a vulnerability life cycle graph, the vulner-

ability life cycle graph including a plurality of state
nodes each representative of a state of a vulnerability in
a computing system;

10

15

20

25

30

35

40

45

50

55

60

65

28

determining an initial probability of at least one state node

among the plurality of state nodes;

developing an absorbing transition probability matrix

based on the vulnerability life cycle graph and the
initial probability of the at least one state;

iterating the absorbing transition probability matrix over

a number of cycles until the absorbing transition prob-
ability matrix reaches a steady state; and

developing a non-linear model to determine a probability

metric of the vulnerability being exploited or a prob-
ability metric of the vulnerability being patched based
on the steady state.

2. The method according to claim 1, wherein the number
of cycles is representative of a period of time.

3. The method according to claim 1, wherein the iterating
provides a probability metric of the vulnerability being
exploited as a function of time and a probability metric of
the vulnerability being patched as a function of time.

4. The method according to claim 1, wherein determining
the initial probability of the at least one state node comprises
calculating a probability estimate for the at least one state
node for three categories of the Common Vulnerability
Scoring System (CVSS) framework.

5. The method according to claim 1, wherein the plurality
of state nodes include at least one absorbing state and,
during the iterating, the initial probability is absorbed into
the least one absorbing state.

6. The method according to claim 5, wherein the at least
one absorbing state comprises at least one of a patched state
or an exploited state.

7. The method according to claim 1, wherein determining
the initial probability of the at least one state node comprises
calculating a probability estimate for the at least one state
node as a proportion of a cumulative number of vulnerabili-
ties in the computing system over a number of years.

8. The method according to claim 1, wherein determining
the initial probability of the at least one state node comprises
identifying a probability estimate for the at least one state
node from a reference dataset.

9. The method according to claim 1, further comprising
calculating at least one of the probability metric of the
vulnerability being exploited or the probability metric of the
vulnerability being patched based on the non-linear model.

10. The method according to claim 9, further comprising
calculating a timeframe associated with at least one of the
probability metric of the vulnerability being exploited or the
probability metric of the vulnerability being patched.

11. The method according to claim 10, further comprising
communicating the timeframe and at least one of the prob-
ability metric of the vulnerability being exploited or the
probability metric of the vulnerability being patched to an
information technology specialist to take remedial measures.

12. A system to develop a model for predicting exploit-
ability, comprising:

a memory device configured to store computer-readable

instructions thereon; and

at least one processing device directed, through execution

of the computer-readable instructions, to:

construct a vulnerability life cycle graph, the vulner-
ability life cycle graph including a plurality of state
nodes each representative of a state of a vulnerability
in a computing system;

determine an initial probability of at least one state
node among the plurality of state nodes;

develop an absorbing transition probability matrix
based on the vulnerability life cycle graph and the
initial probability of the at least one state;



US 10,754,959 B1

29

iterate the absorbing transition probability matrix over
a number of cycles until the absorbing transition
probability matrix reaches a steady state; and

develop a non-linear model to determine a probability
metric of the vulnerability being exploited or a
probability metric of the vulnerability being patched
based on the steady state.

13. The system according to claim 12, wherein the num-
ber of cycles is representative of a period of time.

14. The system according to claim 12, wherein the at least
one processing device is further configured to iterate the
absorbing transition probability matrix to provide a prob-
ability metric of the vulnerability being exploited as a
function of time and a probability metric of the vulnerability
being patched as a function of time.

15. The system according to claim 12, wherein the plu-
rality of state nodes include at least one of a patched state or
an exploited state.

16. A method to develop a model for predicting exploit-
ability, comprising:

constructing a vulnerability life cycle graph, the vulner-

ability life cycle graph including a plurality of state
nodes each representative of a state of a vulnerability in
a computing system;
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determining an initial probability of at least one state node

among the plurality of state nodes;

developing an absorbing transition probability matrix

based on the vulnerability life cycle graph and the
initial probability of the at least one state;

iterating the absorbing transition probability matrix over

a number of cycles until the absorbing transition prob-
ability matrix reaches a steady state; and

developing a non-linear model to determine a probability

metric of the vulnerability being exploited or a prob-
ability metric of the vulnerability being patched based
on the steady state.

17. The method according to claim 16, wherein the
iterating provides a probability metric of the vulnerability
being exploited as a function of time and a probability metric
of the vulnerability being patched as a function of time.

18. The method according to claim 16, wherein determin-
ing the initial probability of the at least one state node
comprises calculating a probability estimate for the at least
one state node for three categories of the Common Vulner-
ability Scoring System (CVSS) framework.
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