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57 ABSTRACT

Methods and systems are provided for a charge withholding
converter reshuffling technique that decorrelates input
power of a multi-phase switched capacitor (SC) voltage
converter relative to the output power provided to a load.
The load may be a cryptographic device. The technique
provides a countermeasure against power analysis attacks. A
controller including a first random number generator
coupled to the stages of the SC voltage converter controls
gating for charging a first subset of the stages. A controller
including a second random number generator coupled the
stages of the SC voltage converter controls gating for
discharging a second subset the stages. A number of the
switched capacitor stages maintain their charge beyond the
switch period in which they are charged. The SC voltage
converter withholds a random portion of input charge and
delivers this charge to the load after a random time period.

20 Claims, 9 Drawing Sheets
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SYSTEM AND METHOD FOR
SWITCHED-CAPACITOR BASED
SIDE-CHANNEL COUNTERMEASURES

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application claims the benefit of priority to U.S.
Provisional Patent Application No. 62/491,343, which was
filed on Apr. 28, 2017, the entire contents of which are
incorporated herein by reference in its entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made with government support
CCF1350451 awarded by the National Science Foundation.
The Government has certain rights in the invention.

TECHNICAL FIELD

The invention relates to systems and methods for charge-
withheld converter-reshufiling as a countermeasure against
differential power analysis (DPA) attacks. More specifically,
the invention relates to withholding a random amount of
charge for a random time period in a voltage converter
reshuffling system.

BACKGROUND OF THE INVENTION

Differential power analysis (DPA) attacks can obtain the
secret key in a cryptographic device within feasible time and
at a reasonable cost. In order to protect cryptographic
devices from DPA attacks, various techniques have been
proposed as a countermeasure. All existing countermea-
sures, however, consume a significant amount of dynamic
power to hide or mask the load power information.

Converter-reshuffling (CoRe) technique has recently been
proposed as a power-efficient countermeasure against dif-
ferential power analysis (DPA) attacks by randomly reshuf-
fling the individual stages within a multiphase switched-
capacitor voltage converter. This randomized reshuffling of
the converter stages inserts noise to the monitored power
profile and prevents an attacker from extracting the correct
input power data. The total number of activated phases
within a switch period, however, still correlates with the
dynamic power consumption of the workload. To break the
one-to-one relationship between the monitored and actual
power consumption, a charge-withheld CoRe technique is
proposed in this brief by utilizing the flying capacitors to
withhold a random amount of charge for a random time
period.

The number of required converter stages is determined
based on the workload information, whereas the activation
pattern of these stages is determined by a pseudorandom
number generator (PRNG) to scramble the input power
profile of the voltage converter. As a result, an attacker is
unable to synchronize the sampling frequency of the leakage
data that are sampled by the attacker. Alternatively, if the
attacker is able to synchronize the attack with the switching
frequency of the on-chip voltage converter by using
machine-learning (ML) attacks, the scrambled power data
can be unscrambled by the attacker, and the CoRe technique
may effectively be neutralized. The reason is that the total
number of activated phases within a switch period has a high
correlation with the load power dissipation.
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2
SUMMARY OF THE INVENTION

Therefore, a charge-withheld CoRe technique is described
to prevent the attacker from acquiring accurate load power
information, even if the attacker can synchronize the data
sampling. As compared to the conventional CoRe technique,
the proposed charge-withheld CoRe technique eliminates
the possibility of having a zero power trace entropy (PTE)
even under machine-learning-based DPA attacks. The aver-
age PTE of the monitored power profile is increased ~46.1%
with a 64-phase charge-withheld CoRe technique.

In some embodiments, a system for decorrelating input
power of a voltage converter and output power provided to
a load includes an N stage switched capacitor voltage
converter that receives input power from a power supply and
provides output power to a load. The system further includes
a charging controller comprising a first N bit pseudorandom
number generator. Each output of the first N bit pseudoran-
dom number generator is coupled to a respective input of the
N stage switched capacitor converter via one of N respective
time delay components. The charging controller further
comprises an electronic processor, and a memory storing
instructions that when executed by the electronic processor
cause the charging controller to transmit signals to the N
stage switched capacitor converter for gating charging of a
first subset of stages of the N stage switched capacitor
converter. A discharging controller includes a second N bit
pseudorandom number generator. Each output of the second
N bit pseudorandom number generator is coupled to a
respective one of a second N inputs of the N stage switched
capacitor converter via a respective one of a second N time
delay components. The discharging controller further com-
prises an electronic processor and a memory storing instruc-
tions that when executed by the electronic processor cause
the discharging controller to transmit signals to the second
N inputs of the N stage switched capacitor converter for
gating discharging of a second subset the stages of the N
stage switched capacitor converter.

In some embodiments, a method for decorrelating input
power of a voltage converter and output power provided to
a load includes receiving input power by an N stage
switched capacitor voltage converter from a power supply
and providing output power to a load. Charging of a first
subset of stages of the N stage switched capacitor voltage
converter is gated by a charging controller comprising a first
N bit pseudorandom number generator. Each output of the
first N bit pseudorandom number generator is coupled to one
of N respective inputs of the N stage switched capacitor
converter via one of N respective time delay components.
Discharging of a second subset of the stages of the N
switched capacitor voltage converter is gated by a discharg-
ing controller comprising a second N bit pseudorandom
number generator. Each output of the second N bit pseudo-
random number generator is coupled to a respective one of
a second N inputs of the N stage switched capacitor con-
verter via a respective one of a second N time delay
components.

In some embodiments, a system for decorrelating input
power of a voltage converter and output power provided to
a load includes a switched capacitor voltage converter that
receives input power from a power supply and provides
power to a load. A charging controller controls gating of
input power to charge a first subset of stages of the switched
capacitor voltage converter during a switch period. A dis-
charging controller controls gating to discharge power from
a second subset of stages of the switched capacitor voltage
converter during the switch period. The number of the first
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subset of the switched capacitor stages that are charged
within the switch period and the number of the second subset
of the switched capacitor stages that are discharged within
the switch period are different.

Other aspects of the invention will become apparent by
consideration of the detailed description and accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates example architecture for implementing
a converter reshuffling (CoRe) technique, according to some
embodiments.

FIG. 2 illustrates an example of one 2:1 stage for identical
switched capacitor (SC) voltage converter stages in a
charge-withheld converter reshuffling (CoRe) system,
according to some embodiments.

FIG. 3 illustrates example logic levels of signals that
control the switches (S, ,, S, , S5, S,,) within a converter
reshuffling (CoRe) system, according to some embodiments.

FIG. 4 illustrates example architecture for implementing
a charge-withheld CoRe technique, according to some
embodiments.

FIG. 5 illustrates example logic level of signals that
control the switches (S, ;, S,,, S;,, S,,) within a charge-
withheld CoRe system, according to some embodiments.

FIG. 6 illustrates a method for a charge withheld CoRe
technique.

FIG. 7 illustrates an example input power profile for a
CoRe technique, according to some embodiments.

FIG. 8 illustrates power trace entropy (PTE) value versus
the phase difference 6 between the switching frequency and
data sampling frequency for CoRe and charge-withheld
CoRe techniques, according to some embodiments.

FIG. 9 illustrates the effect of a sampling period on the
average power trace entropy (PTE) value.

FIG. 10 illustrates the impact of the number of stages
within a switched capacitor voltage converter on the average
power trace entropy (PTE).

DETAILED DESCRIPTION

One or more embodiments are described and illustrated in
the following description and accompanying drawings.
These embodiments are not limited to the specific details
provided herein and may be modified in various ways.
Furthermore, other embodiments may exist that are not
described herein. Also, the functionality described herein as
being performed by one component may be performed by
multiple components in a distributed manner. Likewise,
functionality performed by multiple components may be
consolidated and performed by a single component. Simi-
larly, a component described as performing particular func-
tionality may also perform additional functionality not
described herein. For example, a device or structure that is
“configured” in a certain way is configured in at least that
way, but may also be configured in ways that are not listed.
Furthermore, some embodiments described herein may
include one or more electronic processors configured to
perform the described functionality by executing instruc-
tions stored in non-transitory, computer-readable medium.
Similarly, embodiments described herein may be imple-
mented as non-transitory, computer-readable medium stor-
ing instructions executable by one or more electronic pro-
cessors to perform the described functionality.

In addition, the phraseology and terminology used herein
is for the purpose of description and should not be regarded
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4

as limiting. For example, the use of “including,” “contain-
ing,” “comprising,” “having,” and variations thereof herein
is meant to encompass the items listed thereafter and equiva-
lents thereof as well as additional items. The terms “con-
nected” and “coupled” are used broadly and encompass both
direct and indirect connecting and coupling. Further, “con-
nected” and “coupled” are not restricted to physical or
mechanical connections or couplings and can include elec-
trical connections or couplings, whether direct or indirect. In
addition, electronic communications and notifications may
be performed using wired connections, wireless connec-
tions, or a combination thereof and may be transmitted
directly or through one or more intermediary devices over
various types of networks, communication channels, and
connections. Moreover, relational terms such as first and
second, top and bottom, and the like may be used herein
solely to distinguish one entity or action from another entity
or action without necessarily requiring or implying any
actual such relationship or order between such entities or
actions.

It should also be noted that a plurality of hardware and
software based devices, as well as a plurality of different
structural components may be used to implement the
embodiments set forth herein. In addition, it should be
understood that embodiments may include hardware, soft-
ware, and electronic components that, for purposes of dis-
cussion, may be illustrated and described as if the majority
of the components were implemented solely in hardware.
However, one of ordinary skill in the art, and based on a
reading of this detailed description, would recognize that, in
at least one embodiment, the electronic-based aspects of the
embodiments may be implemented in software (e.g., stored
on non-transitory computer-readable medium) executable
by one or more electronic processors.

Differential power analysis (DPA) attacks may be utilized
to obtain a secret key from a cryptographic device by
observing input power to the device (the load). The DPA
attacks may succeed within a feasible amount of time and at
areasonable cost. Various techniques have been attempted to
work as a countermeasure against the DPA attacks. How-
ever, the existing countermeasures consume significant
amounts of dynamic power in order to hide or mask the load
power information.

FIG. 1 illustrates architecture for implementing a con-
verter reshuffling (CoRe) technique as a DPA countermea-
sure according to an embodiment of the present invention.
With reference to FIG. 1, a converter reshuffling (CoRe)
system 100 includes a power supply 110, a monitored
system 115, an N-bit pseudo-random number generator
(PRNG) 120, N time delays 122, an N-phase switched
capacitor (SC) voltage converter 124 (also referred to as SC
converter), a low dropout (LDO) regulator 126, a load 128,
and a controller 130. In some embodiments, all or a portion
of the elements of the monitored system 115 comprise a
system on a chip. The system 100 may comprise additional
components not specifically discussed herein.

The N-bit PRNG 120 is operable to generate a sequence
of numbers or a sequence of N bit output patterns that
approximate the properties of a sequence of random num-
bers. N outputs of the N-bit PRNG 120 are coupled to N
gating inputs of the SC converter 124 via the N respective
time delays 122.

The N-phase SC converter 124 is a voltage converter that
includes N stages of switched capacitor circuits that may be
identical. The N-phase SC converter 124 may be referred to
as an N-phase or an N-stage SC converter. Charges are
moved into and out of the switched capacitor circuits when

2 <
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specified charging and discharging switches of the circuits
are opened and closed according to gating and/or clock input
signals. The various stages of the SC converter 124 may be
clocked at different phase delays over a switch period, as
indicated by the N time delays 122.

The SC converter 124 receives power from the power
supply 110 and outputs power to the load 128 via the
optional LDO regulator 126. The amount of power drawn
from the power supply 110 depends on a demand for power
consumption by the load 128. The load 128 may be a
cryptographic circuit that may utilize a secret key to encrypt
or decrypt data, such as a password or other data. An attacker
may observe power input to the monitored system 115 (or
into the SC converter 124) to determine data (such as the
secret key) and/or operations performed by the load 128. In
some embodiments, the monitored system 115 is a black box
relative to the attacker’s observations, which may be tamper
resistant. In some embodiments, the monitored system 115
may include a smart card or an integrated circuit.

The controller 130 is connected to the load 128 and the
N-bit PRNG 120. The controller 130 utilizes the load’s
demand for power to control the N-bit PRNG 120. In some
embodiments, the controller 130 may include the N-bit
PRNG 120. The controller 130 includes suitable logic,
circuitry, interfaces, and/or or code that are operable to
determine how many stages of the SC converter 124 that
need to be activated (charged and/or discharged) to provide
enough power to the load 128 to meet the demand for power.
The controller 130 communicates the number of stages to
the N-bit PRNG 120, which generates a random pattern of
output signals for gating the SC converter 124 such that SC
converter 124 charges and discharges the correct number of
stages to provide power to the load 128 in accordance with
the demand. Each signal in the random pattern of outputs
from the N-PRNG 120 that is sent to a respective stage in the
SC converter 124 is time delayed a portion of a switch
period such that all of the outputs are clocked into SC
converter 124 within a switch period. In some embodiments,
the controller 130 includes an electronic processor and a
memory that stores instructions, that when executed by the
electronic processor, cause the controller 130 to perform the
functions described herein.

In a CoRe technique, the activation/deactivation pattern
of a multi-phase SC voltage converter 124 is controlled by
the N-bit PRNG 120, as shown in FIG. 1. The PRNG 120
produces an N-bit random sequence PRNG; (i=1, 2, ..., N)
that is delayed by AT, to get synchronized with the clock
signal CLK, generated by a phase shifter. The time delay AT,
is

i )
N

where T =1/f, is the switch period. The optional low dropout
(LDO) regulator 126 can be utilized at the output of the
CoRe technique system before the load 128 when the
number of phases N in the SC converter 124 is not sufficient
to meet the accuracy requirement of the load 128.

FIG. 2 illustrates an example of a 2:1 switched voltage
converter stage for a switched capacitor (SC) voltage con-
verter in a CoRe or charge-withheld CoRe system, according
to some embodiments. Shown in FIG. 2 is a converter stage
200 for the SC voltage converter 124. The converter stage
200 includes a voltage input V,,, a voltage output V_,,, a
flying capacitor C,, and four switches S, , S, ,, S5 ;, and S, ,.
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The converter stage 200 represents a high-level schematic of
one of N identical stages within the N-phase SC converter
124. The value of N is greater than 2 and may be a power
of 2; however, the system is not limited in this regard. For
example, the number of stages N may be from 2 stages to
128 stages, or 256 stages. The time delayed signals PRNG',,
(i=1, 2, ..., N), as illustrated in FIG. 1, and a clock signal
CLK, (see FIG. 3) control the states of the switches
Sy Sy, 5 S5, Sy,) in the i converter stage of the SC
converter 124 as follows

{5,.,5,,}=PRNG' ®CLK, @

{8553 ;}=PRNG'=CLK; 3)

FIG. 3 illustrates example logic levels of signals that
control the switches (S, ,, S,,, S5, S,,) within a CoRe
system, according to some embodiments. The signal wave-
forms corresponding to switches {S, ,, S, .} and {S,,, S;,}
for controlling the switches (S, ., S,,, S;,, S,,) are illus-
trated in FIG. 3. The signal PRNG, is a binary variable and
utilized to determine whether the i phase of the SC con-
verter 124 should be turned-on or turned-off within the next
switching cycle.

A converter-reshuffling (CoRe) technique may be imple-
mented by the N-phase switched capacitor (SC) voltage
converter 124 and is based on converter-gating as a coun-
termeasure against DPA attacks with negligible power over-
head. The number of stages of the SC converter 124 that
need to be activated is determined by the controller 130
based on workload information from the load 128, whereas
the activation pattern of these stages is determined based on
output from the N-bit PRNG 120. The N-bit PRNG 120
scrambles the input power profile of power delivered by the
power supply 110 to the SC voltage converter 124. As a
result, if an attacker is unable to synchronize a sampling
frequency for sampling the input power data with the
switching frequency of the on-chip SC voltage converter
124, a large amount of noise is inserted within the leakage
data (input power) that is sampled by the attacker. Alterna-
tively, if the attacker is able to synchronize a sampling
frequency for sampling the input power with the switching
frequency of the on-chip voltage converter by use of
machine-learning attack methods, the scrambled power data
can be unscrambled by the attacker and the CoRe counter-
measure technique may be effectively neutralized. The rea-
son for this countermeasure failure is that the total number
of activated phases within a switch period has a high
correlation with the load power dissipation. A charge-with-
held CoRe technique, however, prevents an attacker from
acquiring accurate input power information even if the
attacker can synchronize the sampling frequency with the
switch frequency of the N-bit SC converter 124.

FIG. 4 illustrates example architecture for implementing
a charge-withheld CoRe technique, according to some
embodiments. FIG. 4 includes a charge-withheld CoRe
system 400 that includes the power supply 110, a monitored
system 415, the N-bit PRNG 120, an N-bit PRNG 420, the
time delays 122, the time delays 422, the N-phase SC
converter 124, the optional LDO 126, the load 128, and a
controller 430. In some embodiments, all or a portion of the
elements of the monitored system 415 comprise a system on
a chip.

As described with respect to FIG. 1, the SC converter 124
receives power from the power supply 110 and outputs
power to the load 128 via the optional LDO regulator 126.
The amount of power drawn from the power supply 110
depends on the demand for power consumption by the load
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128. An attacker may monitor power input to the monitored
system 415 (or into the SC converter 124) to determine data
(such as a secret key) and/or operations performed by the
load 128.

The N outputs of the N-bit PRNG 120 are coupled to N
gating inputs of the SC converter 124 via N respective time
delays 122. Each signal in the random pattern of outputs
from the N-bit PRNG 120 that is sent to a respective stage
in the SC converter 124 is time delayed a portion of a switch
period such that all of the output signals are clocked into SC
converter 124 within a switch period. Each of the output
signals generated from each of the N-bit PRNG 120 outputs
is received in the SC converter 124 to gate the charging of
their respective stages in the SC converter 124.

Furthermore, the N outputs of the N-bit PRNG 420 are
coupled to a second set of N inputs in the SC converter 124.
In this regard, each output of the N-bit PRNG 120 is coupled
to a respective input of the N-bit PRNG 420 via a respective
time delay 422. The N-bit PRNG 420 output signals
received by the SC converter 124 gate the discharging of
their respective switched capacitor stages in the SC con-
verter 124.

The controller 430 is connected to the load 128, the N-bit
PRNG 120 and the N-bit PRNG 420 and controls both of the
N-bit PRNGs 120 and 420. In some embodiments, the
controller 430 includes the N-bit PRNG 120 and/or the N-bit
PRNG 420. In some embodiments, the controller 430 com-
prises separate controllers including a charging controller
connected to the N-bit PRNG 120 and a discharging con-
troller connected to the N-bit PRNG 420.

The controller 430 may include suitable logic, circuitry,
interfaces, and/or code that is operable to determine a
number of stages of the SC converter 124 that need to be
charged and a number of stages to be discharged within a
switch period where the number of stages charged and the
number of stages discharged within the switch period is
different. In some embodiments, the controller 430 includes
an electronic processor and a memory that stores instruc-
tions that when executed by the electronic processor cause
the controller 430 to perform the functions described herein.
The controller 430 determines a number of stages to be
charged and a number of stages to be discharged within a
switch period such that the number of stages that are
discharged provides adequate power to the load 128 to meet
the demand for power. Also, the number of stages that are
charged allows for a portion of the charge to be withheld in
the SC converter 124 into the next switch period after the
discharge of the switch capacitors to the load 128 occurs.
Therefore at the beginning of a switch period, some of the
stages of the SC converter 124 are holding a charge. The
charge withheld in the SC converter 124 functions to deco-
rrelate the signature of the power drawn from the input
power supply 110 relative to the amount of power utilized by
the load 128. The N-bit PRNGE 120 and the N-bit PRNG
420 randomize the pattern of the stages within the SC
converter 124 that are charged and discharged respectively.
The controller 430 keeps track of which stages in the SC
controller 124 are charged based on the output of the N-bit
PRNG 120 and the N-bit PRNG 420, to inform the PRNG
120 and PRNG 420 as to which stages are available for
charging and discharging. For example, the inputs to PRNG
420 that come from the PRNG 120 informs the PRNG 420
(or the controller 430) regarding the activated stages in the
SC converter 124 so that PRNG 420 can use this information
to discharge those stages during a later switch period.

In other systems, a switching frequency f, of an SC
voltage converter is proportional to its output power P ..
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Fluctuations in switching frequency f therefore can leak
critical workload information to an attacker. However, in the
charge-withheld CoRe system 400 and technique, the
switching frequency is kept constant under varying work-
load conditions (i.e., the switching frequency is workload-
agnostic) to minimize the leakage of workload information
at the input to the SC voltage converter 124. Instead, the
number of activated phases in the charge withheld CoRe
system 400 is adaptively changed to satisty the workload
demand. As compared to the CoRe technique where only a
single PRNG is utilized, as shown in FIG. 1, the charging
and discharging states of the flying capacitors within the
charge-withheld CoRe system 400 are controlled by two
independent PRNGs (PRNG 120 and PRNG 420), as illus-
trated in FIG. 4. For instance, for an N-phase charge-
withheld CoRe technique, if the load 128 requires activation
ofk,,,, additional phases based on the workload, the PRNG
120 would randomly select V.., (k,,,,<V,,..<N) phases
for charging. When the charging period ends, the PRNG 420
would choose k,,, . phases out of the selected V,,,, phases
for discharging. As a result, the energy stored in the corre-
sponding (V,,,,.-K,,.,) phases is used for power delivery in
the next couple of switch cycles. With this charge withhold-
ing technique, the total number of activated phases within a
switching period is no longer highly correlated with the
actual load power consumption.

The architecture including two PRNGs shown in FIG. 4
supports a charge-withheld CoRe technique. When a
demand for power by the load 128 changes, a certain number
of gated stages, e.g., k,,, . stages, need to turn on. PRNG,
120 randomly selects V.., (k,,.<V,,  <N) stages and
concurrently transmits the logic signal PRNG,, (=1,
2, ..., N) both to the corresponding converter 124 stages
and to PRNG, 420. The i* converter 124 stage turns-on if
the corresponding PRNG', , value is 1. During the discharg-
ing stage, when PRNG, 420 receives data generated by
PRNG;, 120, after half a switch period, PRNG, 420 sends
out signal PRNG, ,, (i=1, 2, . . ., N) to discharge k,,,, . phases
out of the V,,,,, phases selected by PRNG, 120. Under this
condition, the stages that charge and discharge are indepen-
dent and controlled, respectively, by PRNG, 120 and
PRNG, 420. The state of the switches (S, ,, S, ,, S5, S,,) in
a charge-withheld CoRe technique is

{S1» S4,}=PRNG', ®CLK, @

{85, 83,;}=PRNG', QCIK; %)

where PRNG', ; and PRNG', , are, respectively, the delayed
output signal from PRNG, 120 and PRNG, 420.

FIG. 5 illustrates example logic level of signals that
control the switches (S, .S, ,, S5, S,,) within a charge-
withheld CoRe system 400, according to some embodi-
ments. As compared to the single PRNG CoRe technique of
FIG. 1, the signal waveforms of switches (S, ;, S, ,, S5, S, )
in a charge-withheld CoRe system 400 are controlled by two
different PRNGs 120 and 420, as shown in FIG. 5. PRNG;,
120 controls the switches (S,, , S,,) for charging the
switched capacitor stage i while PRNG, 420 controls the
switches (S, , S;,) for discharging the switched capacitor
stage 1.

FIG. 6 illustrates a method for a charge withheld CoRe
technique. In step 610, the controller 430 determines a
power consumption demand of the load 128, where the load
may be a cryptographic circuit.

In step 615, the controller 430 determines a first number
of SC converter 124 stages to be charged during a switch
period and a second number of stages to be discharged
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during the switch period, such that the charged and dis-
charged stages provide power to the load in accordance with
the demand and maintain a random number of charged
stages over a random number of switch periods in the SC
converter 124.

In step 620, the N-bit PRNG 120 generates a first random
pattern of output signals for gating the SC converter 124 to
charge the determined first number of stages, and the N-bit
PRNG 420 generates a second random pattern of output
signals for gating the SC converter 124 to discharge the
determined second number of stages.

In step 625, each signal in the random pattern of outputs
from the PRNG 120 that is sent to a respective stage in the
SC converter 124 is time delayed a portion of a switch
period such that all of the charging output signals are
clocked into SC converter 124 within a switch period.
Moreover, each signal in the random pattern of outputs from
the PRNG 420 that is sent to a respective stage in the SC
converter 124 is time delayed a portion of a switch period
such that all of the discharging output signals are clocked
into SC converter 124 within the switch period.

In step 630, the SC converter 124 supplies power to the
load 128 based on the first random pattern of output signals
in accordance with the demand for power.

Security evaluation of differential power analysis (DPA)
attacks can be based on security performance models of
CoRe techniques and charge withheld CoRe techniques
versus DPA attacks and machine learning (ML) based DPA
attacks. In information theory, entropy is widely used to
quantify the amount of leakage from critical systems. In
order to quantify the amount of leakage in power side-
channels, the power trace entropy (PTE) of the power profile
information that is monitored by an attacker is adopted to
quantify the security levels of the CoRe technique (FIG. 1)
and the charge-withheld CoRe technique (FIG. 4) against
DPA attacks. When there is a one-to-one relationship
between the input power P,,, and load power P, of a voltage
converter, the PTE value becomes zero. Alternatively, if the
voltage converter has a many-to-one or one-to-many rela-
tionship between the P,, and P, , such that f,(P,,,),

out

£,P,.), . .., 1§ (P,,) lead to a series of input power P, ',
.2 ..., P, Fand the probability of each input power P, ”:
(=1, 2, .. ., k) is pl, the PTE of the converter becomes:

& (6)
PTE=-Y" pllog}'.
=1

For a cryptographic device (such as the load 128) with an
embedded CoRe technique system 100, an attacker can
sample the average input power within a switch period P, |,
P2 - - ., and exploit this input data to predict the average
dynamic power within a switch period P, ;, P, 5, . . . . The
attacker can then perform a correlation analysis between the
monitored input power and the predicted power to estimate
the correct key. Alternatively, the attacker can sample the
average input power for a couple of switch cycles to
strengthen the attack. For example, the attacker may sample
K switch cycles to obtain the average input power where the
average input power and predicted power are, respectively,
2, AP, /K) and X,_5(P, /K). The attacker can utilize
these data to perform a correlation analysis.

FIG. 7 illustrates an example input power profile for a
CoRe technique, according to some embodiments. If the
total number of SC converter phases in the CoRe technique
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(described with respect to FIG. 1) is N and the attacker
intends to sample the average input power within K switch
cycles. Since there is a phase difference between the switch-
ing frequency and data sampling rate, the input power
information in (K+1) switch cycles is recorded to obtain all
of the possible power information of K switch cycles which
may be sampled by the attacker. The input power distribu-
tion between mT, and (m+K+1) T, as shown in FIG. 7, can
be denoted by an array A, as follows

Am:[am,p A2+ Qo Q11 Q12+ - -
Qs I No + = - QaR 1 Qe k2 - - - 5 am+K,N]P0' @,
where a,,,.,, €{0,1}, (g=0, 1, . . ., K and =1, 2, . . ., N)
and Zileamg,i:kag. P, is the power consumed by each

converter stage within the CoRe technique and k,, ., (g=0,
1, . . ., K) is the total number of active phases within a
switch period as shown in FIG. 6. Note that the number of
active phases is equal to the number of spikes in a switch
period. Another array W, =[w,, W5, . . . Wz, 5] 15 used to
represent the position of the spikes which would be recorded
by the attacker within K switch periods and the value of the
elements w,, (=1, 2, . . ., (K+1) N) in W,, becomes

0, g=<[0/360%N]
wy=1 1, [6/360%N]<q=[0/360xN]+K=«N,
0, g>[0/360xN]+KxN

®

where 0 is the phase difference, as illustrated in FIG. 7. The
average input power within K switch periods P, , sampled
by the attacker therefore becomes

®

AnWI
K= TN

When all of the possible A, and W,, arrays are analyzed,
the probability a,(0, k,, . . . , k,,,x) of the average input
power P, gcan be written as

@Ok . opg) = Gx,(@, [N ) ’ (10)
_le,(e, N )
where x,(0, k,,, . . ., K,,.z), (=1, 2, .. ., G) is the number

of all possible values of Pm,,- induced by different A,, and
W, arrays, and G represents the total number of possible
values of P, ;. The PTE of CoRe technique PTE2(0) then
becomes

G ] (1D
PTE(0)= - Hilogs',
=1

Hy = a0, ks - s kimek)s (12)

and the average PTE value of the CoRe technique PTE is

360
PTEcx(0)d0
PlEp=22

a3

360
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For the charge-withheld CoRe technique (described with
respect to FIG. 4), a matrix B, (K+1, N) is defined to denote
the phase sequences that are selected for charging within
(K+1) consecutive switch cycles by PRNG, 120. B, (K+1,
N) can be written as

b1 by (14)
bnrtg o by
B (K+1,N)= . .
bk oo bmikn
where b, .. €{0,1}, (0,1,...,Kandi=1,2,..., N)
and km+gst+g:Zi:1me+g,i =N. Another matrix C,,(K+1,

N) is defined to record whether the flying capacitor in the
corresponding converter stage has already withheld charge
or not before being selected by PRNG 120 for charging.
Note the elements c,,,,, in matrix C,(K+1, N) are also
binary. Accordingly, only the i converter stage which is
selected for charging and does not have withheld charge
from the previous cycles can exhibit the related power spike
in the input power profile. Additionally, a matrix D, (K+1,
N) is defined to reflect the input power information within
the (K+1) consecutive switch periods. Note that the elements
d in D,,(K+1, N) satisfy the following expression

dm+g,i:(bm+g,i®1)®(Cm+g,®1)- 15)

Another binary (K+1)xN matrix E,,(K+1, N) is used to
record the phases which are chosen by PRNG 420 for

discharging. The relationship between the elements e in
E,(K+1, N) 1I;N) and b i

m+g,i

m+g,i

m+g,i 15

(16)

bm+g,i —Cmigi = 0

an

N
Z (bm+g,i ®em+g,i) = km+g
i=1

Finally, in the voltage conversion system, the number of
charged phases needs to be equal to the number of dis-
charged phases plus the number of charge-withheld phases
all the time. This constraint is satisfied as

+d, e

mg,i Cmigi

Conagrli™ (18

After all of the elements d,,, ., in D, (K+1, N) have been
obtained, the matrix D,,(K+1, N) can be converted into a
1x(K+1) N array A',, which is similar to the array A, as

G,

Mg,

A,m:[dm,ll dm,z- c s dm,Nx dm+l,ll dm+l,2' R

i1 o - - s sk Gmsk2 - 5 Gui NP0 (19)

After satisfying all of the aforementioned constraints, the
PTE value of the proposed charge-withheld CoRe technique
(FIG. 4) can be determined with equation (11).

Security Evaluation can be performed for machine-learn-
ing (ML) based DPA attacks. To perform a successful ML
based DPA attack, two steps are required. The first step is to
determine the switch period and phase difference (T,, 0)
utilizing machine-learning attacks. The second step is to
synchronize the data sampling rate with the switching fre-
quency. To estimate the switch period T, the attacker can
apply a number of random input data to determine the
minimum time gap AT, between the two adjacent spikes in
the input power profile. For an N-phase SC converter, the
switch period T, is equal to NAT , therefore the attacker only
needs to determine the number of phases N to acquire the
correct T,. In one example, an attack may be performed by
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entering random input plaintext and then observing the input
power signature to synchronize the attack. Advanced
machine learning techniques may be utilized to determine
the random patterns generated by the PRNGs and this
information may be utilized to synchronize the attack.
However, the disclosure is not limited to any specific method
of attacking a CoRe system or a charge-withheld CoRe
system.

Assume that the attacker estimates the switch period as
T=FAT,, (F=1,2,...)and sequentially applies two different
input data (data, and data,) with the frequency {,=1/(FAT)).
The attacker then estimates 6=[0: 360/F: 360] as all of the
possible phase difference scenarios between the attack and
switching frequency to synchronize the attack. If the esti-
mation of (F, 0) is correct, the total number of spikes k

m+gs

as illustrated in FIG. 6, can be written as
kg=k', (€0, 2,4,...) (20)
kmig=k", (€=1,3,5,...) 1)

where k' and k" are, respectively, the total number of input
power spikes due to inputs data, and data,. In this case, the
total number of input power spikes within two consecutive
switch periods is (k'+k"), which is a constant value. If the
attacker can synchronize the attack such that a constant
average power profile in any two consecutive switch periods
is obtained, the correct switch period and phase difference
(T,, 8) are successfully determined. Once the correct (T, 0)
are obtained, the attacker can eliminate all of the noise
inserted by the CoRe technique (FIG. 1) and perform a
successful DPA attack.

ML based DPA attacks are rather difficult to implement
for the charge-withheld CoRe technique (FIG. 4) as the total
number of spikes within a switch period is variable. Even if
the attacker can obtain the information about (T,, 0) and
synchronize the attack with the switching frequency, the
attacker can only eliminate the noise data induced by the
CoRe technique. However, the noise data due to the charge-
withholding operation cannot be eliminated with ML based
DPA attacks.

Power efficiency of the charge withheld CoRe technique
(FIG. 4) can be analyzed. During the charge-withholding
operation, a number of flying capacitors within a multi-stage
SC voltage converter 124 are charged. Some of these
capacitors maintain the charge for a random number of
cycles instead of discharging after each charging phase.
Therefore, power dissipation in the form of leakage from the
flying capacitors can be investigated.

For a multi-phase 2:1 SC converter, as shown in FIG. 2,
the top plate voltage V, (t) and the bottom plate voltage V,(1)
of the flying capacitor in a charge-withheld phase can be
denoted as follows

VOV Vou)e T g 04V, 22

Vo)=Y e B0,

where V,, and V_,, are, respectively, the input and output
voltages. t is the discharging time, R, is the off-state
resistance of the MOSFET switch, Cg, . is the top plate
flying capacitance and « is the bottom plate capacitance
ratio. The total dissipated energy ratio pu(t) of the flying

capacitor due to the charge leakage can be written as

(23)

1 , o1 R ©4)
-1 zCﬂy,mp Viin+ szﬂy,,op Vi@
un=1- .
1 1

3 Chyaop Vi + EOZC ‘yop Vo
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By substituting equations (22) and (23) into (24), the number
of switch cycles M(M=t/T,) required to deplete the corre-
sponding energy in a flying capacitor can be obtained.

The number of switch cycles M required to dissipate 1%
of the total stored energy in the flying capacitor through
leakage is about 101 cycles assuming a flying capacitor
Cayop—1 PF, the bottom plate capacitance ratio a=6.5%,
input voltage V,, =1.2V, switching frequency f=60 MHz,
and off-state resistance of a MOSFET in 90 nm R, =240
MEQ. The proposed charge-withholding technique therefore
practically does not cause any efficiency degradation due to
the charge leakage from the flying capacitors during the
withholding operation.

FIG. 8 illustrates power trace entropy (PTE) value versus
the phase difference 6 between the switching frequency and
data sampling frequency for CoRe techniques (FIG. 1) and
charge-withheld CoRe technique (FIG. 4), according to
some embodiments. The input PTE versus the phase differ-
ence 0 for the 64-phase CoRe and the 64-phase charge-
withheld CoRe techniques are shown in FIG. 8 when the
load power varies from (1/4mNP, to (1/2mNP,. Here 1 is
the power efficiency and the number of switch cycles K
sampled by the attackers is 1. As compared to the CoRe
technique (FIG. 1), the disclosed charge-withheld CoRe
technique (FIG. 4) has two advantages. The charged with-
held CoRe technique eliminates the possibility of having
zero PTE even when the phase difference 0 is 0° or 360°.
Additionally, the average PTE value of the disclosed charge-
withheld CoRe technique is enhanced by about 46.1% as
compared to the CoRe technique (FIG. 1).

FIG. 9 illustrates the effect of the sampling period KT, on
the average PTE value. The average PTE value of the CoRe
technique (FIG. 1) slightly decreases when KT, increases.
Alternatively, the average PTE value of the disclosed
charge-withheld CoRe technique (FIG. 4) increases more
than 20% when KT, increases three-fold. Further increasing
KT, does not result in a significant change in PTE as PTE
converges to a certain value. The primary reason for the
convergence of PTE is that as the attacker increases the
sampling period, the probability for the withheld charge to
be delivered to the power grid within the same sampling
period increases. Since the effective number of charge
withholding from one sampling cycle to another sampling
cycle reduces by increasing the attacker’s sampling period,
the PTE value converges to a constant value.

FIG. 10 illustrates the impact of the number of stages
within the SC voltage converter 124 on the average PTE.
The average PTE value increases with a larger number of
phases N for both conventional and charge-withheld CoRe
techniques. The average PTE value of the disclosed charge-
withheld CoRe technique, however, has a steeper slope,
indicating better security-performance against DPA attacks
with a larger number of converter phases.

The flying capacitors that withhold charge in the charge-
withheld CoRe technique system cannot be utilized as a
filter capacitor as these capacitors are not connected to the
output node during the charge-withholding operation. This
would slightly increase the output voltage ripple. For
example, the amplitude of the output ripple voltage
increases less than 2.5 mV for a 32 phase SC voltage
converter 124 when only eight of the stages are active.
Alternatively, the ripple amplitude increases less than 1 mV
when more than half of the stages are active. The increase in
the ripple voltage can be mitigated by increasing the number
of SC converter stages. If the number of stages is increased
from 32 to 48, the ripple amplitude would be reduced by
40%.
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The disclosed charge-withheld CoRe technique withholds
a random portion of input charge and delivers this charge to
the power network after a random time period. This pro-
posed technique is more effective than the CoRe technique
that does not withhold charge against DPA attacks and ML
based DPA attacks. The possibility of having zero PTE under
certain conditions is successfully eliminated and the average
PTE value is increased more than 46% with negligible
power loss due to the leakage of flying capacitors. Since the
charge that is withheld for a random amount of time is
eventually delivered to the power grid, there is no additional
power overhead.

Various features and advantages of the invention are set
forth in the following claims.

What is claimed is:

1. A system for decorrelating a switched capacitor voltage
converter input power and output power provided to a load,
the system comprising:

an N stage switched capacitor voltage converter that

receives input power from a power supply and provides

output power to a load;

a charging controller comprising:

a first N bit pseudorandom number generator, wherein
each output of the first N bit pseudorandom number
generator is coupled to a respective input of the N
stage switched capacitor converter via one of N
respective time delay components;

an electronic processor, and a memory comprising
instructions that when executed by the electronic
processor cause the charging controller to transmit
signals to the N stage switched capacitor converter
for gating charging of a first subset of stages of the
N stage switched capacitor converter; and

a discharging controller comprising;

a second N bit pseudorandom number generator,
wherein each output of the second N bit pseudoran-
dom number generator is coupled to a respective one
of'a second N inputs of the N stage switched capaci-
tor converter via a respective one of a second N time
delay components;

an electronic processor, and a memory comprising
instructions that when executed by the electronic
processor cause the discharging controller to trans-
mit signals to the second N inputs of the N stage
switched capacitor converter for gating discharging
of'a second subset the stages of the N stage switched
capacitor converter.

2. The system of claim 1, wherein the load is a crypto-
graphic circuit that receives power from the N stage
switched capacitor voltage converter.

3. The system of claim 1, wherein a number of the stages
in the first subset of the N switched capacitor stages and a
number of the stages in the second subset of the N switched
capacitor stages are different.

4. The system of claim 1, wherein a number of the stages
discharged in a switch period is based on a demand for input
power consumption by the load, and a pattern of the dis-
charged stages in the switch period is based on an output
pattern of the of the second N bit pseudorandom number
generator.

5. The system of claim 1, wherein a switch frequency of
the N stage switched capacitor voltage converter is held
constant for varying levels of input power.

6. The system of claim 1, wherein the N stage switched
capacitor converter withholds a random amount of charge
for a random amount of time based on a difference between
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a number of prior activated N bit switch capacitor stages and
a number of prior discharged N bit switch capacitor stages.

7. The system of claim 1, wherein for i=1 to N, a cycle of
an i” clock output for charging and discharging an i* stage
of the N stage switched capacitor converter is delayed by
(I/N)T,, wherein T, is a switch period of the N stage
switched capacitor converter.

8. The system of claim 1, wherein for i=1 to N, gating for
discharging the i stage of the N stage switched capacitor
converter is delayed by a portion of a switch period relative
to gating for charging the i” stage of the N stage switched
capacitor converter.

9. The system of claim 1, wherein for i=1 to N, input to
the i? stage for charging the i” stage of the N stage switched
capacitor converter received from the respective i bit of the
first N bit pseudorandom number generator is delayed by
(i/N)T, in accordance with a first phase of an i clock cycle,
and input to the i stage for discharging the i” stage of the
N stage switched capacitor received from the i bit of the
second N bit pseudorandom number generator is delayed by
(i/N)T, in accordance with the second phase of the i clock
cycle, wherein T, is a switch period of the N stage switched
capacitor converter.

10. The system of claim 1, wherein the system for
scrambling an input power profile of a voltage converter
including the N stage switched capacitor voltage converter,
the charging controller, the discharging controller, and the
load comprise a system on a chip.

11. A method for decorrelating a switched capacitor
voltage converter input power and output power provided to
a load, the method comprising:

receiving input power by an N stage switched capacitor

voltage converter from a power supply and providing
output power to a load;

gating charging of a first subset of stages of the N stage

switched capacitor voltage converter by a charging
controller comprising a first N bit pseudorandom num-
ber generator, wherein each output of the first N bit
pseudorandom number generator is coupled to one of N
respective inputs of the N stage switched capacitor
converter via one of N respective time delay compo-
nents; and

gating discharging of a second subset of the stages of the

N switched capacitor voltage converter by a discharg-
ing controller comprising a second N bit pseudorandom
number generator, each output of the second N bit
pseudorandom number generator is coupled to a
respective one of a second N inputs of the N stage
switched capacitor converter via a respective one of a
second N time delay components.
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12. The method of claim 11, wherein the load is a
cryptographic circuit that receives power from the N stage
switched capacitor.

13. The method of claim 11, wherein a number of the
stages in the first subset of the N switched capacitor stages
and a number of the stages in the second subset of the N
switched capacitor stages are different.

14. The method of claim 11, wherein a number of the
stages discharged in a switch period is based on a demand
for input power consumption by the load, and a pattern of the
discharged stages in the switch period is based on an output
pattern of the of the second N bit pseudorandom number
generator for gating the discharging of the second subset of
stages of the N stage switched capacitor converter.

15. The method of claim 11, wherein a switch frequency
of the N stage switched capacitor voltage converter is held
constant for varying levels of input power.

16. The method of claim 11, wherein the N stage switched
capacitor converter withholds a random amount of charge
for a random amount of time based on a difference between
a number of prior activated N bit switch capacitor stages and
a number of prior discharged N bit switch capacitor stages.

17. The method of claim 11, wherein for i=1 to N, a cycle
of an i” clock output for charging and discharging an i
stage of the N stage switched capacitor converter is delayed
by (YN)T,, wherein T, is a switch period of the N stage
switched capacitor converter.

18. The method of claim 11, wherein for i=1 to N, gating
for discharging the i? stage of the N stage switched capacitor
converter is delayed by a portion of a switch period relative
to gating for charging the i stage of the N stage switched
capacitor converter.

19. The method of claim 11, wherein for i=1 to N, input
to the i stage for charging the i stage of the N stage
switched capacitor converter received from the respective i”
bit of the first N bit pseudorandom number generator is
delayed by (i/N)T, in accordance with a first phase of an i”*
clock cycle, and input to the i” stage for discharging the i”*
stage of the N stage switched capacitor received from the i?
bit of the second N bit pseudorandom number generator is
delayed by (i/N)T; in accordance with the second phase of
the i clock cycle, wherein T, is a switch period of the N
stage switched capacitor converter.

20. The method of claim 11, wherein the N stage switched
capacitor voltage converter, the charging controller, the
discharging controller, and the load comprise a system on a
chip.



	System and method for switched-capacitor based side-channel countermeasures
	Recommended Citation

	US00000010691836B220200623

