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(57) ABSTRACT

Methods and systems are provided for a security adaptive
(SA) voltage converter that receives input power from a
power source and provides power to a cryptographic system.
The SA voltage converter triggers countermeasures against
leakage power analysis (LPA) attacks that slow down an
operating frequency of the cryptographic circuit. When an
LPA attack is detected, a discharging resistor sinks redun-
dant current to alter the signature of load power dissipation
of at the input to the SA voltage converter system. The SA
voltage converter includes a converter reshuffling converter.
The power dissipation induced by the discharging resistor,
as measured at the input received from the power source, is
scrambled by the SA voltage converter to increase noise
inserted into the input power and to alter the power profile
that is measured for the cryptographic circuit.
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SECURITY-ADAPTIVE VOLTAGE
CONVERSION AS A LIGHTWEIGHT
COUNTER MEASURE AGAINST LPA
ATTACKS

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application claims the benefit of priority to U.S.
Provisional Patent Application No. 62/491,347, which was
filed on Apr. 28, 2017, the entire contents of which is hereby
incorporated by reference in its entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made with government support
CCF1350451 awarded by the National Science Foundation.
The Government has certain rights to the invention.

TECHNICAL FIELD

Embodiments generally relate to countermeasures against
leakage power analysis (LPA) attacks. More specifically,
embodiments relate to sinking redundant current by a dis-
charging resistor to alter the signature of load power dissi-
pation of a cryptographic circuit.

BACKGROUND OF THE INVENTION

The power consumption of CMOS-based cryptographic
circuits depends strongly on the data being processed by the
circuits. A correlation between the power consumed by the
circuit and the data being processed by the circuit can be
exploited to obtain the stored critical information by a
malicious attacker utilizing a side-channel attack (SCAs).
Differential power analysis (DPA) attacks are one of the
most widely studied SCAs that exploit the switching activi-
ties within the cryptographic circuits while the circuits
process different input data. Recently, leakage power analy-
sis (LPA) attacks have been disclosed that may be utilized
for obtaining the critical information by analyzing the cor-
relation between the input data and leakage power dissipa-
tion of the cryptographic circuit. LPA attacks exploit the fact
that the leakage current signature of NMOS and PMOS
transistors is different than dynamic power, where the ampli-
tude of leakage power is orders of magnitude smaller than
the amplitude of dynamic power consumption. To perform a
successful LPA attack, the attacker must mitigate the mea-
surement noise that can make the analysis quite difficult due
to the small signal-to-noise ratio (SNR) of the monitored
leakage power. An effective technique to mitigate the mea-
surement noise is to lower the operating frequency of the
cryptographic circuit.

Since the leakage mechanisms in DPA and LPA attacks
are quite different, DPA-resistant cryptographic circuits may
still be vulnerable against L.PA attacks. Therefore, there is a
strong need for effective countermeasures against LPA
attacks.

SUMMARY OF THE INVENTION

A voltage converter with adaptive security features is
proposed as a lightweight countermeasure against leakage
power analysis (LPA) attacks. When an L.PA attack is sensed
by the proposed security-adaptive (SA) voltage converter, a
discharging resistor starts sinking redundant current to alter
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the signature of the load power dissipation. The power
dissipation induced by the discharging resistor is scrambled
by the SA voltage converter to maximize the amount of the
inserted noise to the input power profile of the cryptographic
against LPA attacks. As compared with a conventional
cryptographic circuit that does not house any countermea-
sure; the lowest measurement-to-disclose value of a cryp-
tographic circuit that employs the proposed voltage con-
verter can be enhanced over 6145 times against LPA attacks.

Countermeasure against leakage power analysis (LPA)
attacks. Since this attack is quite new, there is only a few
existing countermeasures in the literature. The proposed
countermeasures are one the very first countermeasures
against LPA attacks. Also, this is an adaptive countermea-
sure which is quite new in the field.

In some embodiments, a system is provided for security
adaptive voltage conversion. The system includes a voltage
converter that has an input coupled to a power source and an
output coupled to a cryptographic circuit. The voltage con-
verter receives input power from the power source via the
input and supplies power to the cryptographic circuit via the
output. A redundant discharge load is connectable to the
output of the voltage converter by a switch that is operable
to connect or disconnect the redundant discharge load to the
output of the voltage converter. A clock frequency sensor
coupled to the cryptographic circuit that detects a clock
frequency of the cryptographic circuit and controls the
connection or the disconnection of the redundant discharge
load to the output of the voltage converter in response the
detected clock frequency of the cryptographic circuit.

In some embodiments, a method is provided for security
adaptive voltage conversion. The method includes receiving
input power from a power source via an input of a voltage
converter and supplying power to a cryptographic circuit via
an output of the voltage converter. A clock frequency sensor
coupled to the cryptographic circuit detects a clock fre-
quency of the cryptographic circuit and controls a connec-
tion or a disconnection of a redundant discharge load to the
output of the voltage converter in response the detected
clock frequency of the cryptographic circuit. The redundant
discharge load is connectable to the output of the voltage
converter by a switch that is operable to connect or discon-
nect the redundant discharge load to the output of the voltage
converter.

Other aspects of the invention will become apparent by
consideration of the detailed description and accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram of an example security-adaptive (SA)
voltage converter, according to some embodiments.

FIG. 2 is a flow chart for operations of a security-adaptive
(SA) voltage converter system that is modified when an LPA
attack is sensed, according to some embodiments.

FIG. 3 illustrates security states in a security adaptive
voltage converter system, according to some embodiments.

FIG. 4 illustrates an input power profile of a cryptographic
circuit that employs a security-adaptive (SA) voltage con-
verter under leakage power analysis (LPA) attacks when an
attacker selects a single clock period as one sample of input
power data, according to some embodiments

FIGS. 5A-5B are plots of an average correlation coeffi-
cient versus clock period 1/f. (FIG. 5A), and MTD enhance-
ment ratio R, (FT,) versus clock period 1/f. (FIG. 5B),
according to some embodiments.
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FIG. 6 illustrates an input power profile of a cryptographic
circuit that employs an SA voltage converter under LPA
attacks when the attacker selects a variable number of clock
periods as one sample of input power data, according to
some embodiments.

FIGS. 7A-7B illustrate average correlation coeflicient
versus sampling time period KF,T, (FIG. 7A). MTID
enhancement ratio R, (KF,T,) versus sampling time period
KF, T, (F;=10 and N=32) (FIG. 7B), according to some
embodiments.

FIGS. 8A-8B illustrate load current profile of an S-box
that employs a CoRe voltage converter and an S-box that
employs an SA voltage converter (FIG. 8A), and input
current profile of an S-box that employs a CoRe voltage
converter and an S-box that employs an SA voltage con-
verter (FIG. 8B), according to some embodiments.

FIGS. 9A-9C illustrate, L.PA attacks simulation (N=32
and F,=10, according to some embodiments.

DETAILED DESCRIPTION

Before any embodiments of the invention are explained in
detail, it is to be understood that the invention is not limited
in its application to the details of construction and the
arrangement of components set forth in the following
description or illustrated in the following drawings. The
invention is capable of other embodiments and of being
practiced or of being carried out in various ways.

It should also be noted that a plurality of hardware and
software based devices, as well as a plurality of different
structural components, may be used to implement various
embodiments described herein. In addition, it should be
understood that embodiments may include hardware, soft-
ware, and electronic components or modules that, for pur-
poses of discussion, may be illustrated and described as if
the majority of the components were implemented solely in
hardware. However, one of ordinary skill in the art, and
based on a reading of this detailed description, would
recognize that, in at least one embodiment, the electronic
based aspects may be implemented in software (e.g., stored
on non-transitory computer-readable medium) executable
by one or more processors. As such, it should be noted that
a plurality of hardware and software based devices, as well
as a plurality of different structural components may be
utilized to implement various embodiments. Furthermore,
and as described in subsequent paragraphs, the specific
configurations illustrated in the drawings are intended to
exemplify embodiments and that other alternative configu-
rations are possible. For example, “controllers” described in
the specification can include standard processing compo-
nents, such as one or more processors, one or more com-
puter-readable medium modules, one or more input/output
interfaces, and various connections (e.g., a system bus)
connecting the components. In some instances, the control-
lers described in the specification may be implemented in
one of or a combination of a general processor, an applica-
tion specific integrated circuit (ASIC), a digital signal pro-
cessor (DSP), a field programmable gate array (FPGA),
combinational logic or state circuitry, or the like.

Converter-reshuffling (CoRe) technique is a countermea-
sure against DPA attacks with low overhead. CoRe tech-
nique utilizes a multi-phase switched capacitor (SC) voltage
converter where each phase delivers a portion of the
required power to the cryptographic circuit with a different
time delay. A pseudo-random number generator (PRNG) is
used to scramble the sequence of activation of the converter
phases to insert a varying amount of uncertain power noise

10

20

30

40

45

50

4

in each switching period against DPA attacks. However, if
the attacker implements a LPA attack on a cryptographic
circuit with a CoRe voltage converter, the low leakage
power dissipation generated by the cryptographic circuit
would only activate a small number of converter phases. The
small number of active phases would significantly reduce
the entropy of the PRNG in the CoRe voltage converter,
making the CoRe technique also vulnerable against LPA
attacks.

To increase security against LPA attacks with negligible
overhead, a voltage regulator is designed in a security-
adaptive fashion. The security-adaptive (SA) voltage con-
verter is designed based on the CoRe voltage converter but
modified to sense LPA attacks and insert noise through a
discharging resistor only when the device is under an LPA
attack. When the SA voltage converter is utilized as the
supply voltage of the cryptographic circuit, during the
normal and idle modes of operation, no redundant current is
being consumed and the SA voltage converter operates
conventionally as the CoRe voltage converter. The SA
voltage converter is triggered to provide redundant current
when the operating clock frequency fc is within a certain
range. The activity of the discharging resistor is then
reshuffled by the PRNG to scramble the inserted noise
profile. Since the proposed SA converter operates conven-
tionally and is only triggered to sink redundant current when
the device is under an [LPA attack, the power overhead of this
countermeasure is negligible.

FIG. 1 is a diagram of an example security-adaptive (SA)
voltage converter, according to some embodiments. Shown
in FIG. 1 is a security adaptive (SA) voltage converter
system 100 that includes a power source 110, a crypto-
graphic circuit 112, an N-phase switched capacitor (SC)
voltage converter 120 (that may be referred to as the SC
converter 120), a first clock frequency sensor 130, a second
clock frequency sensor 134, and a discharging resistor 140
Re).

The SC converter 120 is operable to function as a CoRe
voltage converter and may be referred to as a CoRe voltage
converter. The SC converter 120 includes an N-bit pseudo-
random number generator (PRNG) 122 and N switched
capacitor stages 124. Fach of the N switched capacitor
stages 124 corresponds to 1 of N phases of the SC converter
120 and may be referred to as a switched capacitor phase.
Therefore, the SC converter 120 may be referred to as an N
stage SC converter, an N phase SC converter, or a multi-
phase SC converter. N is the total number of phases and the
total number of stages, and N is even. The SC converter 120
is coupled to the power source 110 to receive power from the
power source 110. The SC converter 120 is coupled to the
cryptographic circuit to deliver power to the cryptographic
circuit 112.

The SC converter 124 is connected to and receives power
from the power supply 110 (V,,), and outputs power to the
cryptographic circuit 112 (V_,,). The output power is deliv-
ered via a random number of the N phases of the SC
converter 120 that are selected by the N-bit PRNG 122. An
amount of power drawn from the power supply 110 depends
on a demand for power consumption by the cryptographic
circuit 112 and by the discharging resistor 140 (R ) when the
discharging resistor is coupled to the output of the SC
converter 120. The discharging resistor 140 can introduce a
second (or redundant) load relative to the load of the
cryptographic circuit 112. The discharging resistor 140 may
be referred to as a redundant discharging load.

The N-bit PRNG 120 generates a random pattern of
output signals for gating the SC converter stages 124 such
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that an appropriate number of stages 124 are charged and
discharged for meeting a demand for power by the crypto-
graphic circuit 112 and by the discharging resistor 140 (R.)
when the discharging resistor 140 is coupled to the output of
the SC converter 120. Each signal in the random pattern of
outputs from the N-bit PRNG 122 is sent to a respective SC
converter stage 124. In some embodiments, the N-bit PRNG
122 includes a controller or may be coupled to a controller.
The controller may include an electronic processor and a
memory that stores instructions, such that when the instruc-
tions are executed by the electronic processor, the instruc-
tions cause the controller to perform the functions described
with respect to the SC converter 120. The controller includes
suitable logic, circuitry, interfaces, and/or or code that are
operable to determine how many stages of the SC converter
124 need to be activated (charged and/or discharged) to meet
the demand for power by the cryptographic circuit 112 and
by the discharging resistor 140 (R.) when the discharging
resistor 140 is coupled to the SC converter 120.

The cryptographic circuit 112 receives a clock input that
determines an operational frequency f. of the cryptographic
circuit 112. The cryptographic circuit 112 may utilize a
secret key (also referred to as a correct key) to encrypt or
decrypt data, such as a password or other data. An attacker
may observe power input to the SC converter 124 (V,,) to
determine data (such as the secret key) and/or operations
performed by the cryptographic circuit 112.

The first clock frequency sensor 130 and the second clock
frequency sensor 134 also receive the clock input at the
operational frequency f, that is provided to the cryptographic
circuit 112. The first clock frequency sensor 130 includes a
frequency comparator 132 that compares the operational
frequency T, to a first frequency threshold F_, and controls
a switch M, in response to the results of the comparison. The
second clock frequency sensor 130 includes a second fre-
quency comparator 134 that compares the operational fre-
quency f, to a second frequency threshold F_ and controls a
switch M, in response to the results of the comparison. In
some embodiments the switches M, and M, are be transis-
tors. When the switches M, and M, are both closed/on
(M,=1, M,=1) the discharging resistor 140 (R.) is coupled
to the output (V_,,) of the SC converter 120. When the
discharging resistor 140 (R ) is coupled to the output (V_,,)
of the SC converter 120 the demand for power from the SC
converter 120 is increased above the demand for power from
the cryptographic circuit 112, such that power input to the
SC converter 120 (Vin) from the power supply 110 also
increases. In some embodiments, the first clock frequency
sensor 130 and/or the second clock frequency sensor 134
includes a controller that controls the opening and closing of
the switches M, and M, respectively.

The SC converter 120 is configured to implement a
converter reshuffling (CoRe) technique where each of the N
phases 124 delivers a portion of the power delivered to the
cryptographic circuit 112 with a different time delay. The
PRNG 122 functions to scramble the sequence of activation
of the SC converter phases 124 to insert a varying amount
of'uncertain power noise during each switching period of the
SC converter 120 and serve as a countermeasure against
DPA attacks.

When the cryptographic circuit 112 is in a normal work-
ing mode, the cryptographic circuit 112 exhibits a high
dynamic power consumption (i.e., the clock frequency f. is
high), M, transistor is in the off-state to let the SA voltage
converter system 100 operate similar to the CoRe voltage
converter. Under an LPA attack, however, the attacker would
lower the clock frequency f- to mitigate measurement noise.
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If the clock frequency f, is lower than the critical frequency
threshold F, | and higher than the critical frequency thresh-
old F ., both of the M, transistor and the M, transistor would
be in on-state, letting some amount of redundant current
flow through the discharging resistor 140 (R.). The redun-
dant power dissipation induced by R is then reshufiled by
the N-phase CoRe converter to scramble the inserted power
noise.

When the clock frequency f,. of the cryptographic circuit
112 is lower than the critical frequency threshold F ., the M,
transistor would be turned-off, deactivating the discharging
resistor 140 (R.) as shown in FIG. 1. When the crypto-
graphic circuit 112 is in an idle mode (f.<<F_), the dis-
charging resistor 140 (R.) is therefore inactive to avoid
power overhead. The design guidelines on the selection of
suitable critical frequencies F. and F,, to maximize secu-
rity are provided below.

FIG. 2 is a flow chart for operations of a security-adaptive
(SA) voltage converter system that is modified when an LPA
attack is sensed, according to some embodiments.

Referring to FIG. 2, in step 210, the cryptographic circuit
112 is in an idle mode and the discharge resistor 140 is
decoupled from the output of the SC converter 120. For
example, the second clock frequency sensor 132 detects that
the operating frequency is below the low frequency thresh-
old (f-<F.) and sets the transistor switch M, in an off state
(M,=0). The first clock frequency sensor 130 detects that the
operating frequency is below the high frequency threshold
and sets the first switch M, to an on state (M,=1).

In step 215, the cryptographic circuit 112 is in becomes
active and operates within a normal operating frequency
range (F_<f<F ;). The discharge resistor 140 is decoupled
from the output of the SC converter 120 and the SA voltage
converter system 100 functions as a converter reshuffling
system while providing power to the cryptographic circuit
112. For example, the first clock frequency sensor 130
detects that the operating frequency is above the high
frequency threshold (f.zF ), and sets the transistor switch
M, in an off-state (M,;=0). The second clock frequency
sensor 132 detects that the operating frequency is above the
low frequency threshold and sets the second switch M, to an
on-state (M,=1).

In step 220, the cryptographic circuit 112 becomes under
attack and the operating frequency is slowed down. The
switches M, and M, are both set to an on-state to couple the
discharging resistor 140 to the output of the SC converter
120. With the discharge resistor 140 engaged, noise is
inserted to the SA converter system 100 input at V,, as the
discharging resistor 140 (R.) sinks current from the SC
voltage converter 120 output V.. The power dissipation
induced by the discharging resistor 140 is scrambled by the
SC voltage converter 120 to increase the amount of the noise
inserted into the input power profile of the SA voltage
converter system 100 while the system 100 provides power
to the cryptographic circuit 112. For example, the first clock
frequency sensor 130 detects that the operating frequency is
below the high frequency threshold and sets the first switch
M, to an on-state (M,=1). The second clock frequency
sensor 132 detects that the operating frequency is above the
low frequency threshold and sets the second switch M, to an
on-state (M,=1).

When the SC converter 120 is utilized as the supply
voltage for the cryptographic circuit 112 during the normal
and idle modes of operation, no redundant current is being
consumed by the discharging resistor 140 (R.) and the SC
converter 120 operates conventionally as a CoRe voltage
converter. The SA voltage converter system 100 is triggered
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to provide redundant current to the discharging resistor 140
(R) when the operating clock frequency {,. is within a range
above an idle frequency threshold F_ and below a normal
operation frequency threshold F. ;. The activity of the
discharging resistor 140 (R ) is then reshuffled by the PRNG
122 to scramble the inserted noise profile at the input to the
SC converter 120 (Vin). Since the SA converter system 100
operates conventionally and is only triggered to sink redun-
dant current by the discharging resistor 140 (R.) when the
cryptographic device 112 is under an LPA attack, the power
overhead of this countermeasure is negligible. Therefore, the
system 100 is designed in a security-adaptive fashion.

FIG. 3 illustrates security states in a security adaptive
(SA) voltage converter system, according to some embodi-
ments. Referring to FIG. 3 a security adaptive voltage
converter system 100 is operable to adapt activation of
security breach countermeasures to the security states of the
cryptographic circuit 112. LPA attack counter measures are
engaged only when the SA converter system 100 detects an
LPA attack is underway. In this manner, the SA converter
system 100 reduces power consumption relative to running
the LPA attack countermeasures continuously. When the
cryptographic circuit advances from an idle mode to an LPA
attack mode, or from a normal active mode to an LPA attack
mode, the SA converter system 100 activates the LPA attack
countermeasures by introducing additional scrambled noise
at the system 100 input at V,,. When the cryptographic
circuit advances from the LPA attack mode to the idle mode
or to the normal active mode, the SA converter system 100
de-activates the LPA attack countermeasure and stops the
delivery of the added scrambled noise at the system 100
input at V,,.
Parameter Design

To maximize the entropy of the N-bit PRNG that resides
within the SA voltage converter, the number of active phases
of an SA voltage converter in each switching period should
be around N/2 (the entropy of the N-bit PRNG reaches the
maximum value

1
e

N 42)
(72)

Assuming the mean value of leakage power dissipation of
the cryptographic circuit within a switching period under
LPA attacks is 1 and the output voltage of an N-phase CoRe
converter within the SA voltage converter is V. When the
cryptographic circuit employs an SA voltage converter, if
the discharging resistor R is activated, the power dissipa-
tion P, consumed by the discharging resistor R can be
denoted as Pc=V_,*/R .. The mean value y, of the total load
power dissipation of the SA voltage converter within a
switching period can be approximated as

)

=log,

N
_(N/z]x 5

%4 (69)
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where Cis the flying capacitance within each phase, V,, is
the input voltage from the power source, f, is the switching
frequency of the SC converter, and k is the f; and C,
dependent parameter.

Since around half of the total phases should be active in
each switching period to maximize the entropy of the N-bit
PRNG, the following approximated equation should be
satisfied

N 2 3)
Vou X 7 X lous = te + 1‘;2",

where R', is the optimized resistance value of the discharg-
ing resistor R that maximizes the security of the crypto-
graphic circuit. R' - therefore, can be determined as

V2 (]

out

" VourNCr (Vi = 2Voukf, — e

Security Evaluation Against LPA Attacks

To quantify the security of a cryptographic circuit that
employs the proposed SA voltage converter against LPA
attacks, the correlation coefficient between the input and
load power profiles of the SA voltage converter needs to be
modeled. The correlation coefficient y of a voltage converter
is

< _ _ ®
D (PLi = PPy = i)

i=1

2

where n is the total number of the input or load power data
samples, P,, (P,, ) is the i” (i=1, 2, . . ., n) load (input)
power of the voltage converter, and P,(P,,) is the correspond-
ing total Average load (input) power.
A. Sampling a Single Clock Period as One Sample of Input
Power Data

In LPA attacks, in order to filter the measurement noise,
the clock frequency f, of the cryptographic circuit needs to
be sufficiently reduced

Y=

.
=2 =2
(P =P’ ) (Pni = Pin)
i=1

1
(e., fo~ F—Ofx

where F, is an integer that can reasonably filter out the
measurement noise). However, when a cryptographic circuit
implemented with a CoRe or an SA voltage converter is
under LPA attacks, in addition to filtering the measurement
noise, the reshuffling noise induced by PRNG can also be
filtered if the clock frequency f, is further reduced. For
example, the clock frequency f. can be further reduced to

1
fox ok

(F is an integer and F>F) to also filter the reshuffling noise.
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FIG. 4 illustrates an input power profile of a cryptographic
circuit that employs a security-adaptive (SA) voltage con-
verter under leakage power analysis (LPA) attacks when an
attacker selects a single clock period as one sample of input
power data, according to some embodiments. Ts is the
switching period of the SA voltage converter, Y, is the
starting time point of the first switching period for sampling
the i” input power data, and © is the phase difference
between the switching period and input power data sam-
pling, according to some embodiments.

If the attacker selects a single clock period (F number of
switching periods) as one sample of the input power data as
shown in FIG. 4, the sampled input power P,,, (0, FT)) is

Vau ]
Re

in,i

©

(F - 1)({1- +

Pini(0, FT) = (Hy,(0) + Gy,4rr (0)Po + o

where n,. is the power efficiency of the N-phase CoRe
converter in the SA voltage converter, P, is the power
consumed by a single active phase in the SA voltage
converter, and P, is the leakage power dissipation of the
cryptographic circuit induced by the i input data. H,.(6)
and Gy+FT, () are the corresponding number of active
phases, as illustrated in FIG. 4. The corresponding load
power P, (0, FT,) of the SA voltage converter (which is
correlated with P (8; FT,) can be written as

in,i

9 0 )
PO, FT,) = (1 - ﬂ)P‘- +(F=DP,+ 5P, = FP,

As compared to a conventional cryptographic circuit (i.e.,
without any countermeasure), the MTD enhancement ratio
R(FT,) of a cryptographic circuit that employs a voltage
converter is

R(FT,) ! ®

(ﬂ frvte. FTS)dO)Z’

1 27
Where ﬂjo‘ y(@, FT,)do

is the average correlation coefficient between the input and
output power profiles of the voltage converter.

As compared to an LPA attack on a conventional cryp-
tographic circuit with clock frequency

1
Jom F—Ofx,

the MTD value would be enhanced by F/F, times if the
attacker implements an [LPA attack on a cryptographic
circuit which employs a voltage converter with a slower
clock frequency
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10
As a result, the MTD enhancement ratio R,(FT,) of a
cryptographic circuit that employs a voltage converter with
a variable clock frequency can be written as

F 1 ©)
RFT) = &

’ (% Lrye. FTS)dO)Z.

FIGS. 5A-5B are plots of an average correlation coeffi-
cient versus clock period 1/f. (FIG. 5A), and MTD enhance-
ment ratio R, (FT,) versus clock period 1/f. (FIG. 5B),
according to some embodiments.

Advanced encryption standard (AES) utilizes multiple
S-Boxes to perform non-linear mathematical transforma-
tions to mask the relationship between the ciphertext and the
secret key. To validate the mathematical analysis, a 130 nm
CMOS Sbox is used as the cryptographic circuit that is
powered, respectively, by a CoRe voltage converter and by
an SA voltage converter. Both circuits are simulated in
Cadence. {F,=10}> and N=32. The average correlation coef-
ficient of the SA voltage converter is quite lower than the
average correlation coefficient of the CoRe voltage con-
verter when the attacker selects a fast clock frequency to
perform the LPA attack, as shown in FIG. SA. The lowest
MTD enhancement ratio of an S-box that employs an SA
voltage converter under LPA attacks is ~6145 when clock
period is about 10*T, while the lowest MTD enhancement
ratio of an S-box that employs a CoRe voltage converter
under LPA attacks is about 14.7 when clock period is about
10°T, as shown in FIG. 5B.

B. Sampling Multiple Clock Periods as One Sample of Input
Power Data

FIG. 6 illustrates an input power profile of a cryptographic
circuit that employs an SA voltage converter under LPA
attacks when the attacker selects a variable number of clock
periods as one sample of input power data, according to
some embodiments. X, is the starting time point of the first
switching period for sampling the i” input power data.

The technique of sampling multiple clock/switching peri-
ods as one sample of input power data is quite efficient for
filtering the power noise generated from reshuffling-based
voltage converters in DPA attacks. When an attacker imple-
ments an LPA attack on a cryptographic circuit that houses
a CoRe voltage converter or an SA voltage converter, the
attacker can also filter the reshuffling noise by sampling K,
(K=2) number of clock periods as one sample of input power
data instead of lowering the clock frequency

ifx)

(fc * 5

further, as shown in FIG. 6. The corresponding input power
P, (0,KF,T,) and load power P,,(0;KF,T,) of the SA
voltage converter can be, respectively, written as

10

R,

Pini(0, KFoTs) = (W (0) + Ux;kryrs (0D Po +

Vou ]
Re

K (P(i—l)l(+j +

(Fo— 1)(P(i—1)l(+l +
+ Fy

e

He
=2
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-continued
(1D

[
- _)P(i—l)KH +
T

PL0. KFoTy) = (1 - 5

6
= Pli-nk+k+1,

K
(Fo = DPg-1k+1 + FOZ Pi-nk+j + 7

=2

where P, )5, (51,2, . . . ) is the leakage power dissipation
of the cryptographic circuit induced by the ((i-1)K+j)” input
data. W (8) and Uy +KF,T, (8) are the corresponding num-
ber of active phases, as illustrated in FIG. 6.

As compared to sampling a single clock period as one
sample of input power data, sampling K number of clock
periods as one sample of input power data would enhance
the MTD value to K times. Therefore, the MTD enhance-
ment ratio R,(KF,T,) of a cryptographic circuit that employs
a voltage converter is

1 (12
R (KFoTy) = K

(ﬂ (6. KFOTS)dO)Z ’

when utilizing K number of clock periods as one sample of
input power data.

FIGS. 7A-7B illustrate average correlation coeflicient
versus sampling time period KF,T, (FIG. 7A). MTID
enhancement ratio R, (KF,T,) versus sampling time period
KF, T, (F;=10 and N=32) (FIG. 7B), according to some
embodiments.

When the attacker increases the sampling time period to
KF,T,, the average correlation coefficient of the SA voltage
converter has a marginal enhancement, as shown in FIG. 7A.
This indicates that sampling multiple clock periods as one
sample of input power data to mitigate noise is not suffi-
ciently effective. The lowest MTD enhancement ratio of an
S-box with an SA (CoRe) voltage converter is 826446 (43)
(shown in FIG. 7B), which is much higher than the lowest
MTD enhancement ratio 6145 (14.7) (shown in FIG. 5A).
That means further reducing the clock frequency f, is more
effective than sampling multiple clock periods as one sample
of input power data to enhance the power of LPA attacks on
an S-box with a voltage converter. The primary reason is that
under the same sampling time period (FT,=KF,T,), the
variance of the load power of a voltage converter with a
variable clock frequency D(P, (6; FT))) is

D(P,(0,FT))=D(FP,)=D(KF P)=K°F o2, 13)

where o, is the variance of the leakage power dissipation of
the cryptographic circuit. However, the variance of load
power of a voltage converter while sampling K number of
clock periods as one sample of input power data D (P, (8;
KF,T))) is (F>1)

D(P;(0, KFoTy) = 14

K
D((l - Z—OR)P(H)KH + (Fo— 1)P(i—1)l(+l) + D[FOJZ:;J P(i—l)l(+j] +
2

D(%P(i—l)lﬂlﬂl) = (FO - i)zo—g + Fg(K - DU—E + (i) o5 =

2r 2x)

2 2
KFZU'Z—QFo'2+—o'2<KF20'2—§o'2+—0'2<
09 =2 00 272 09s =29 T2V =
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-continued

2 2 66 2 02 2
KFOU'S—;ZU'S+ﬁU'§:KFOU'§.

As compared to sampling K number of clock periods as one
sample of input power data, further lowering clock fre-
quency f. can therefore enhance the variance of the load
power of the voltage converter over K times. A larger
variance of the load power enhances the SNR of the voltage
converter and decreases the lowest MTD enhancement ratio.

Lowering clock frequency £, further is more efficient than
sampling multiple clock periods as one sample of input
power data to enhance the power of LPA attacks. When the
attacker further lowers clock frequency f, as shown in FIG.
3(b), the critical frequency F, can be selected as 1/(10°T).
The intuitive explanation is that when the clock frequency f,
is lower than the critical frequency F_=1/(10°T,), the M,
transistor would be turned-off to make the SA voltage
converter behave as a CoRe voltage converter. The MTD
enhancement ratio of an S-box with an SA voltage converter
is almost the same as the MTD enhancement ratio of an
S-box with a CoRe voltage converter when the clock fre-
quency £, is lower than 1/(10°T,), as shown in FIG. 3(b). The
security of an S-box with an SA voltage converter against
LPA attacks therefore would not be compromised when
F=1/(10°T,).

Circuit Level Verification

To wvalidate the proposed countermeasure with circuit
level simulations, a 130 nm CMOS S-box is used as the load
to simulate the correlations between the input and load
power profiles of different voltage converters. A 32-phase
2:1 CoRe voltage converter and a 32-phase 2:1 SA voltage
converter are used in the simulations. The input voltage V,,
and output voltage V_,,, of the voltage converters used in the
simulations are, respectively, 2.4 V and 1.2 V. Additionally,
the clock frequency £, of the S-box to perform an LPA attack
is reduced to 2 MHz and the variation range of the switching
frequency {f; of the voltage converter is f.&[19 MHz, 21
MHz].

FIGS. 8A-8B illustrate load current profile of an S-box
that employs a CoRe voltage converter and an S-box that
employs an SA voltage converter (FIG. 8A), and input
current profile of an S-box that employs a CoRe voltage
converter and an S-box that employs an SA voltage con-
verter (FIG. 8B), according to some embodiments.

The load current of the SA voltage converter is signifi-
cantly higher than the CoRe voltage converter when the
S-box is under LPA attacks, as shown in FIG. 8A. The high
load power dissipation of the SA voltage converter from the
discharging resistor R_ is reshuffled in the input power
profile to generate high power noise against LPA attacks. As
demonstrated in FIG. 8A, only a single phase is active in a
switching period in an S-box that employs a CoRe voltage
converter while 16 phases are activated in a switching period
in an S-box that employs an SA voltage converter. The large
number of active phases in each switching period would
significantly enhance the entropy of the PRNG from

) e

16
to log; 7,

generating a large amount of uncertain power noise in input
power profile against [L.PA attacks.
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LPA Attacks Simulation

FIGS. 9A-9B illustrate, LPA attacks simulation (N=32
and F =10, according to some embodiments. Hamming-
weight (HW) model is utilized where the correct key and
complement of the correct key can be discriminated from the
polarity of the correlation coeflicient. Absolute value of the
correlation coefficient is used to make the highest correlation
coeflicient visually more distinguishable). In FIG. 9A, all of
the possible keys versus absolute value of the correlation
coefficient for an S-box without countermeasure after ana-
lyzing 500 leakage power traces. In FIG. 9B, all of the
possible keys versus absolute value of correlation coefficient
for an S-box that employs a CoRe voltage converter after
analyzing 2 million leakage power traces. In FIG. 9C all of
the possible keys versus absolute value of the correlation
coeflicient for an S-box that employs an SA voltage con-
verter after analyzing 2 million leakage power traces.

When LPA attacks are implemented (simulated) on an
Sbox that does not house any Countermeasure, the correct
key (which is (66),, in this example) is leaked to the attacker
after analyzing 500 leakage power traces, as shown in FIG.
9A. When the attacker implements an LPA attack on an
S-box that employs an SA voltage converter and lowers the
clock frequency f. to 1/(10* T,). (clock frequency with
lowest MTD enhancement ratio as shown in FIG. 5B, the
correct key cannot be obtained by the attacker even after
analyzing two million leakage power traces, as shown in
FIG. 9C. By contrast, when the attacker lowers the clock
frequency f_ to 1/(10* T,) and implements an LPA attack on
an S-box which employs a CoRe voltage converter, after
analyzing 2 million leakage power traces, the correct key is
leaked to the attacker, as shown in FIG. 9B. Therefore, as
compared to an S-box that employs a CoRe voltage con-
verter, the reshuffled redundant load power dissipation in the
SA voltage converter can successfully act as noise to
enhance the MTD value.

In conclusion, a security-adaptive (SA) voltage converter
is utilized as a lightweight countermeasure against LPA
attacks. The discharging resistor in the SA voltage converter
can significantly increase the amount of noise insertion in
the input power profile when LPA attacks are sensed by the
proposed technique. Through scrambling the redundant load
power dissipation in the input power profile, the MTD value
of a cryptographic circuit that employs the SA voltage
converter is enhanced over 6145 times as compared to the
MTD value of a conventional cryptographic circuit that has
no countermeasure.

Guidelines on the Selection of a Suitable Critical Frequency
F,; to Maximize Security

Two different kinds of noise may impact the MTD
enhancement ratio of a cryptographic circuit that employs a
CoRe voltage converter: i) measurement power noise from
devices that are used to perform the measurement and ii)
reshuffling power noise from the CoRe voltage converter.

When a cryptographic circuit is in a normal working
mode (i.e., clock frequency f ~F,f and F, is an integer), the
measured input power P, , of the CoRe voltage converter
induced by the i input data is

PMIP,i:P*in,i(eal/(Ffs))"‘PM,ia 15)

where P*_ (0, 1/(F 1)) is the actual input power of the
CoRe voltage converter induced by the i” input data and P ai
is the corresponding measurement power noise. When the
variance of P¥,, ; (6, 1/(F 1)) is 0,76, 1/(F, 1), the average
variance o,%(0, 1/(F,f,) of P*,,, (0, 1/(F £,)) becomes

in,i
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- 1 27 (16)
A F LD =5, [ o6 1/ e,

Accordingly, the signal-to-noise ratio (SNR) of the input
power profile SNR,(1/(F,f,) can be written as

an

AL/ (F\f.
SRty = LD,

where 0, is the variance of the measurement power noise.

However, when the attacker lowers the clock frequency
from F,f, to f. (i.e, F ,f/f. is an integer, the attacker can
measure F f/f number of leakage power data), the total
measured input power P, , of the CoRe voltage converter
induced by the i” input data is

Fifstfe
Praip; = Pp (0, 1] fo) + Z Puijy »
J1=t

(18)

where P, ;, is the corresponding measurement power noise
related with the j,” measurement under the i” input data.
Therefore, the SNR of the input power profile SNR, (1/f))

can be written as

V) 19

Flfxo_z '
7.

SNRy (11 fo) =

The correlation coeficient yM(1/f,) between the actual input
power and measured input power of the CoRe voltage
converter with measurement power noise when the clock
frequency is f. can be written as

1 20
1+ 71 .
y SNRu (1/ fe)

When the clock frequency is fc and the average correla-
tion coeflicient between the actual input power and load
power of the CoRe voltage converter is yRe(1/f,), the
measurement power noise and reshuffling power noise from
the CoRe voltage converter are independent. The correlation
coeflicient vy, (1/f,) between the measured input power and
load power of the CoRe voltage converter can therefore be
written as

VLU= AU )XY (2D

The total MTD enhancement ratio MTD(1/f,) induced by
the measurement power noise and reshuffling power noise
from the CoRe voltage converter is

1/ fe) =

MTD,(1/ 1) L @
ST g

As compared to a cryptographic circuit with the clock
frequency of (1/1,) f,, the MTD value of a cryptographic
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circuit with the clock frequency of f. would be enhanced
f/(f, F,) times. MTD (1/f) therefore becomes

1 @23

—5
MTD(1/f.) = F}— A

As shown in FIG. 3(b), the minimum MTD enhancement
ratio of a cryptographic circuit with the SA voltage converter
is 6145. When the MTD enhancement ratio induced by the
measurement power noise and reshuffling power noise from
the CoRe voltage converter is lower than the minimum
MTD enhancement ratio induced by the SA voltage con-
verter, the discharging resistor R, needs to be activated to
trigger the SA voltage converter to enhance the security.
Therefore, an approximately optimum critical frequency F_ ;
can be determined by solving

1 24)
ok
MTD,(1/Fy) = F"—

X———— = 6145.”
el (L /Fc,l )

Various features and advantages of the invention are set
forth in the following claims.

What is claimed is:

1. A system for security adaptive voltage conversion, the
system comprising:

a voltage converter, the voltage converter having an input
that is coupled to a power source and an output that is
coupled to a cryptographic circuit, wherein the voltage
converter receives input power from the power source
via the input and supplies power to the cryptographic
circuit via the output;

a redundant discharge load that is connectable to the
output of the voltage converter by a switch that is
operable to connect or disconnect the redundant dis-
charge load to the output of the voltage converter; and

a clock frequency sensor coupled to the cryptographic
circuit, wherein the clock frequency sensor detects a
clock frequency of the cryptographic circuit and con-
trols the connection or the disconnection of the redun-
dant discharge load to the output of the voltage con-
verter in response the detected clock frequency of the
cryptographic circuit.

2. The system of claim 1, wherein the redundant discharge
load sinks current from the voltage converter in addition to
current sunk by the cryptographic circuit and increases the
input power received from the power source.

3. The system of claim 1, wherein the voltage converter
is a converter reshuffling voltage converter that alters the
signature of the input power received from the power source.

4. The system of claim 1, wherein the voltage converter
is a converter reshuffling voltage converter that scrambles
power dissipation induced by the redundant discharge load.

5. The system of claim 1, wherein the redundant discharge
load is connected to the output of the voltage converter when
the clock frequency sensor detects that the clock frequency
of the cryptographic circuit is within a specified range of
frequencies.

6. The system of claim 1, wherein the redundant discharge
load is connected to the output of the voltage converter when
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the clock frequency sensor detects that the clock frequency
of the cryptographic circuit is within a specified range of
frequencies.

7. The system of claim 1, wherein the redundant discharge
load is disconnected from the voltage converter when the
cryptographic circuit is in an idle mode.

8. The system of claim 1, wherein the redundant discharge
load is disconnected from the voltage converter when the
clock frequency sensor detects an appropriate operational
frequency of the cryptographic circuit.

9. The system of claim 1, wherein the voltage converter
functions as a converter reshufiling voltage converter when
the redundant discharge load is disconnected from the volt-
age converter.

10. The system of claim 1, wherein the switch comprises
one or more transistors.

11. A method for security adaptive voltage conversion, the
method comprising:

receiving input power from a power source via an input of

a voltage converter and supplying power to a crypto-
graphic circuit via an output of the voltage converter;
detecting, by a clock frequency sensor coupled to the
cryptographic circuit, a clock frequency of the crypto-
graphic circuit and controlling a connection or a dis-
connection of a redundant discharge load to the output
of the voltage converter in response the detected clock
frequency of the cryptographic circuit, wherein
the redundant discharge load is connectable to the output
of the voltage converter by a switch that is operable to
connect or disconnect the redundant discharge load to
the output of the voltage converter.

12. The method of claim 11, wherein the redundant
discharge load sinks current from the voltage converter in
addition to current sunk by the cryptographic circuit and
increases the input power received from the power source.

13. The method of claim 11, wherein the voltage converter
is a converter reshuffling voltage converter that alters the
signature of the input power received from the power source.

14. The method of claim 11, wherein the voltage converter
is a converter reshuffling voltage converter that scrambles
power dissipation induced by the redundant discharge load.

15. The method of claim 11, wherein the redundant
discharge load is connected to the output of the voltage
converter when the clock frequency sensor detects that the
clock frequency of the cryptographic circuit is within a
specified range of frequencies.

16. The method of claim 11, wherein the redundant
discharge load is connected to the output of the voltage
converter when the clock frequency sensor detects that the
clock frequency of the cryptographic circuit is within a
specified range of frequencies.

17. The method of claim 11, wherein the redundant
discharge load is disconnected from the voltage converter
when the cryptographic circuit is in an idle mode.

18. The method of claim 11, wherein the redundant
discharge load is disconnected from the voltage converter
when the clock frequency sensor detects an appropriate
operational frequency of the cryptographic circuit.

19. The method of claim 11, wherein the voltage converter
functions as a converter reshufiling voltage converter when
the redundant discharge load is disconnected from the volt-
age converter.

20. The method of claim 11, wherein the switch comprises
one or more transistors.
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