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VULNERABILITY LIFE CYCLE
EXPLOITATION TIMING MODELING

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 62/464,635, filed Feb. 28, 2017, the entire
contents of which is hereby incorporated herein by refer-
ence. This application is also related to U.S. Non-Provi-
sional application Ser. No. 15/875,249, filed Jan. 19, 2018,
the entire contents of which is hereby incorporated herein by
reference. This application is also related to U.S. Non-
Provisional application Ser. No. 15/907,968, titled “STA-
TISTICAL PREDICTIVE MODEL FOR EXPECTED
PATH LENGTH,” filed on even date herewith, the entire
contents of which is hereby incorporated herein by refer-
ence.

BACKGROUND

In computing systems, a vulnerability can be defined as a
weakness in software, hardware, firmware, etc. that can be
exploited to gain access to certain resources. The manage-
ment of vulnerabilities includes the practice of identifying
and classifying vulnerabilities in computing systems and
removing them. A vulnerability for which a working and
implemented attack is known can be described as an exploit-
able vulnerability. A vulnerability is exploitable from the
time when it is introduced to when it is removed or patched.

Vulnerabilities can be relatively difficult to categorize and
mitigate. The Common Vulnerability Scoring System
(CVSS) provides a way to characterize or define the prin-
cipal characteristics of a vulnerability. The CVSS also
provides a numerical score that reflects the severity of
various vulnerabilities. The numerical score can be pre-
sented as a qualitative representation (e.g., low, medium, and
high risk) to help prioritize vulnerability management pro-
cesses.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the embodiments
and the advantages thereof, reference is now made to the
following description, in conjunction with the accompany-
ing figures briefly described as follows:

FIG. 1 illustrates organizational aspects of the Common
Vulnerability Scoring System (CVSS) framework according
to various examples described herein.

FIG. 2 illustrates a computing environment for the gen-
eration of a predictive security model according to various
examples described herein.

FIG. 3A illustrates an example host access attack graph
according to various examples described herein.

FIG. 3B illustrates the example host access attack graph
shown in FIG. 3B along with an additional node related to
an attacker in the system according to various examples
described herein.

FIG. 4 illustrates two nodes from a host access attack
graph according to various examples described herein.

FIG. 5 illustrates an example computing network scenario
under evaluation according to various examples described
herein.

FIG. 6 illustrates an example host access attack graph for
the network shown in FIG. 5 according to various examples
described herein.
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FIG. 7A illustrates a process for a predictive model for
security risk evaluation according to various examples
described herein.

FIG. 7B illustrates a risk ranking algorithm in the process
for the predictive model shown in FIG. 7A according to
various examples described herein.

FIG. 8 illustrates an example vulnerability life cycle
according to various examples described herein.

FIG. 9 illustrates an example vulnerability life cycle
graph including five states according to various examples
described herein.

FIG. 10 illustrates the probability of different states in the
vulnerability life cycle graph shown in FIG. 9 as a function
of time according to various examples described herein.

FIGS. 11A-11D illustrate changes in the behavior of
various states over time according to various examples
described herein.

FIG. 12 illustrates a process for vulnerability life cycle
exploitation timing modeling according to various examples
described herein.

FIG. 13 illustrates an example schematic block diagram
of a computing device for the computing environment
shown in FIG. 2 according to various embodiments
described herein.

The drawings illustrate only example embodiments and
are therefore not to be considered limiting of the scope of the
embodiments described herein, as other embodiments are
within the scope of the disclosure.

DETAILED DESCRIPTION

To protect network-accessible resources from attacks,
various Intrusion Detection Systems (IDSs) are available.
These intrusion detection and prevention based tools can
provide signals to alert network administrators of intrusions,
providing them with a picture of activities on the network.
One important challenge for such IDSs is to develop mecha-
nisms to aggregate the security risk of all systems in a
network, evaluate the overall security risk for the systems,
and present meaningful feedback and suggestions to net-
work administrators.

To evaluate the security risk of a large scale enterprise
network of computing systems, an administrator should
consider not only single vulnerability exploits but also
multi-stage and multi-host vulnerability exploits. To account
for such multi-stage vulnerabilities, a host access attack
graph can be relied upon to examine the logical relationships
between multiple exploits. However, when the size and
complexity of enterprise networks increase, two major prob-
lems occur. First, the host access attack graphs grow expo-
nentially as the size of the networks increase in complexity.
Second, the ability to evaluate the information conveyed in
the host access attack graphs becomes more and more
difficult. To help with those problems (and others in the
field), recent studies have developed some useful statistical
models that predict security risks based on various vulner-
abilities using the Common Vulnerability Scoring System
(CVSS) framework with a Markovian process.

The CVSS framework provides an open framework for
communicating and analyzing the characteristics and
impacts of vulnerabilities in computing systems. The quan-
titative model of the CVSS framework leads to repeatable
and accurate measurements while enabling users to see the
underlying vulnerability characteristics used to generate
vulnerability-related scores. Thus, the CVSS framework is
suitable as a standard measurement system for industries,
organizations, and governments to accurately and consis-
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tently analyze vulnerabilities. Two common uses of the
CVSS framework are the prioritization of vulnerability
remediation activities and the calculation of the severity of
vulnerabilities. The National Vulnerability Database (NVD)
provides CVSS scores for almost all known vulnerabilities.

Risk metrics in the CVSS framework are composed of a
number of metric groups, such as base, temporal, and
environmental metrics, among others. Base metrics are
constant over time across user environments and are related
to the intrinsic characteristics of vulnerabilities. Base met-
rics include exploitability and impact metrics. The exploit-
ability metrics are related to the ease and technical means by
which a vulnerability can be exploited. The impact metrics
are related to the consequences that can occur to components
after a successful exploit. For example, while a vulnerable
component can be a software application, module, driver,
etc., the impacted component can be a different software
application, hardware device, or network resource. Tempo-
ral metrics are related to the characteristics of a vulnerability
that change over time but not across environments. Envi-
ronmental metrics are related to the characteristics of a
vulnerability that are unique to a particular user environment
(but might not change over time).

The values of base metrics can be assigned by an analyst,
determined by a base metric score equation, determined by
an equation and adjusted by an analyst, or calculated in other
ways. A base metric can be computed as a score ranging
from 0.0 to 10.0, for example, but other ranges can be used.
An example equation to calculate a base metric score can be
formed as two sub equations, for example, such as an
exploitability sub-score equation for the exploitability sub
score and an impact sub-score equation for the impact sub
score. Base metric scores can be refined by the temporal
and/or environmental metric scores in some cases to more
accurately reflect risks posed by vulnerabilities in certain
environments and/or over time.

A vulnerability is a flaw that exists in a computing system
that can be exploited by one or more threats. In the context
of vulnerabilities, a software vulnerability is an instance of
an error in the specification, development, or configuration
of software such that its execution can violate a security
policy. Attackers normally use known vulnerabilities listed
publicly on the NVD to penetrate computing systems. In
some cases, attackers can leverage vulnerabilities that have
not been disclosed publicly, called zero day vulnerabilities.
Zero day vulnerabilities remain unknown to vendors, and
such vulnerabilities gives attackers a “free pass™ to attack
certain hosts.

Attackers often penetrate computer networks via a chain
of exploits, where each exploit in the chain creates the
foundation for an upcoming exploit. A combination (e.g.,
chain) of such exploits is called an attack path, and a
collection of attack paths can be used to develop an attack
graph. Thus, an attack graph is representative of all known
paths through which an attacker can infiltrate and attack a
system. Various algorithms have been developed to con-
struct attack graphs. However, it is relatively difficult to
analyze networks using attack graphs, particularly as the
number of nodes and complexity of networks increase. As
the scalability and complexity of networks increase, the
computational costs needed to create and evaluate attack
graphs also increases. At the same time, without complicated
attack graphs, it might not be possible to analyze the
vulnerabilities in complex computing systems.

According to the embodiments described herein, a sto-
chastic model is proposed for the evaluation of security risks
in networks. Among other modelling data, the model uses
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exploitability and impact sub-scores of the CVSS frame-
work. As described in further detail below, an example
network having three host servers, each including one vul-
nerability, is considered. Based on the network architecture
and vulnerabilities of the example network, a host access
attack graph is constructed. From the host access attack
graph, a state transition probability matrix is computed using
exploitability and impact sub-scores. Using the Markovian
random walk, the risk associated with each node is priori-
tized by ranking. Finally, the risk associated with all the
nodes present in the network is summed, and the overall
network security risk is determined. This quantitative value
can be taken as a security metric to determine the risk of an
entire network.

Further, new types of attack graphs can be relied upon
among the embodiments. For example, a multiple layer
attack graph can include upper and lower layers. The upper
layer can include a host access attack graph and the lower
layer can include host pair attack graphs. The lower level can
describe the detailed attack scenarios between each host
pair, and the upper level can show the direct network access
relationship between each host pair. According to aspects of
one embodiment, the stochastic models described herein can
be based on upper layer attack or host access attack graphs.

In another embodiment, a new “risk factor” concept of
vulnerability can be calculated as a function of time. In that
concept, a Markovian approach can be introduced to esti-
mate the probability of a particular vulnerability being at a
particular “state” of a vulnerability life cycle. Here, those
concepts and models are further developed using available
data sources in a probabilistic foundation to enhance reli-
ability. Other useful modeling strategies for vulnerability
risk estimation are also introduced. For example, a new set
of non-linear statistical models is presented. The models can
be used in estimating the probability of being exploited as a
function of time.

System administrators work to understand attackers and
attack strategies to more effectively defend against attacks.
To defend against attacks, it is helpful to develop a proper
understanding of the risk associated with a given vulner-
ability. Having an effective model that predicts the risk of a
given vulnerability being exploited as a function of time
would be helpful to plan and implement security measures,
allocate relevant resources, and defend systems accordingly.
According to the embodiments described herein, the Mark-
ovian approach to vulnerability life cycle analysis is further
developed to arrive at better modeling techniques to evaluate
the “risk factor” using probability and statistical methods.

Thus, procedures to identify the probabilities for different
states in a vulnerability life cycle are described. The prob-
abilities are used to develop a number of statistical models
to evaluate the risk factor of a particular vulnerability at time
“t”. An absorbing transition probability matrix of all states
of a particular vulnerability as a function of time is also
described. A Markov chain process can be iterated to reach
a steady state of the absorbing transition probability matrix,
with the initial probabilities reaching the absorbing states,
including exploited and patched states. A risk factor is also
introduced for use as an index of the risk of a vulnerability
being exploited. Finally, statistical models that can calculate
the risk factor more conveniently without going through the
Markovian process are described.

In one embodiment, a logical and approach is used to
assign initial probabilities for each state of vulnerability.
Additionally, the initial probabilities for each state of a
vulnerability life cycle can be further refined based on
certain logical assumptions. For example, CVSS scores can
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be used, but the initial probabilities can be refined or further
calculated by taking the Common Vulnerabilities and Expo-
sures (CVE) database (http://www.cvedetails.com/), at least
in part, into consideration.

Additionally, using the methods described herein, three
new statistical models are developed for vulnerabilities that
differ based on their vulnerability score. Using these models,
auser can estimate the risk of a particular vulnerability being
exploited at time “t” and observe the expected behavior of
the vulnerability throughout its life cycle.

FIG. 1 illustrates organizational aspects of the CVSS
framework. CVSS is the open framework that provides
quantitative scores representing the overall severity and risk
of known vulnerabilities. A CVSS score can fall on a scale
from 0 to 10, for example, and consists of three major
metrics, including base, temporal, and environmental as
shown in FIG. 1. Vulnerabilities with a base score range
from about 0-3.9 can be considered relatively low vulner-
ability, 4.0-6.9 can be considered relatively medium vulner-
ability, and 7.0-10 can be considered relatively high vulner-
ability.

The base score can be computed using a number of
sub-scores, such as the exploitability and impact sub-scores
shown in FIG. 1. The exploitability sub-score can be com-
puted based on a combination of the access vector (AU),
access complexity (AC), and authentication (AU) sub-
scores. Further, the impact sub-score can be computed based
on a combination of the confidentiality (C), integrity (I), and
availability (A) sub-scores.

A Markov chain is one modeling technique that has been
used effectively in various fields, such as reliability analysis,
performance analysis, dependability analysis, and cyberse-
curity analysis, among others. As described below, the host
access attack graph can be modeled using a Markov chain
with the real behavior of the attacker in conjunction with the
Markovian properties.

Mathematically, a Markov chain can be defined as a
discrete stochastic process. More specifically, let S be a set
of states. A Markov chain is a sequence of random variables
Xos X1, X5, .. . X €S that satisfies the “Markovian prop-
erty”:

PIX, 1=y Xo=x0. X=Xy, - .
1=y, =x,,]

- X, =x,=PLX,,
ey

The Markovian property reveals the fact that the transi-
tions between states are memoryless and that transitioning to
the next step depends only on the current state and not on
any previous states. This property can be correlated with the
behavior of an attacker in the sense that an attacker needs to
exploit several nodes before reaching a goal node. When the
attacker starts attacking an initial node to reach the goal
node, there can be many other nodes, called intermediate
nodes, before reaching the goal node. When an attacker
reaches any intermediate node, there is no memory of
previous nodes. The attacker launches further attacks until
the goal node is found.

To advance the attack, an attacker can move from one
intermediate node to another intermediate node. In the
examples described herein, the selection of the best inter-
mediate node depends on three parameters, including the
exploitability sub-score, the impact sub-score, and the bias
factor or skill of the attacker.

Without loss of generality, transition states are indepen-
dent of time. Mathematically, there exists some state tran-
sition probability matrix, P(x, y), such that:

Py =PLX, =X, =], for all 7. @
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A new set of states Sx[n] can be created having a different
set of states associated with each timestep. To simulate a
Markov chain, a stochastic state transition probability matrix
P(x, y) and an initial probability distribution is needed. The
initial risk associated with each node in the host access
attack graph can be considered an initial probability distri-
bution as described in further detail below. Once the sto-
chastic state transition probability matrix P(x,y) and initial
risk are determined, then the risk of the entire network can
be determined utilizing the basic properties of the Mark-
ovian process.

FIG. 2 illustrates a computing environment 110 for the
generation of a predictive security model according to
various examples described herein. Among other compo-
nents, the computing environment 110 includes a data store
120 and a model engine 130. Among other data, the data
store 120 includes memory areas to store network data 122
and risk metric data 124. The model engine 130 includes an
attack graph constructor 132, a state transition matrix devel-
oper 134, and a risk ranking engine 136, the operation of
each of which is described in further detail below with
reference to FIGS. 3A, 3B, 4, 5, 7A, and 7B. The model
engine 130 further includes a life cycle graph constructor
138, an absorbing transition probability matrix developer
140, and a model developer 142, the operation of each of
which is described in further detail below with reference to
FIGS. 8-10, 11A-11D, and 12. The model engine 130 can
omit one or more of the components shown in FIG. 2 and/or
include other components not shown in FIG. 2.

The computing environment 110 can be embodied as one
or more computing devices or systems. In various embodi-
ments, the computing environment 110 can be embodied as
a desktop, laptop, server or other type(s) of computing
devices or systems. As described herein, the model engine
130 in the computing environment 110 is configured to
generate a predictive security model. The model can be
generated to evaluate relatively large networks of computing
systems having a number of network nodes. The computing
systems and devices in such networks can be located at a
single installation site or distributed among different geo-
graphical locations. The computing devices in such net-
works can also include computing devices that together
embody a hosted computing resource, a grid computing
resource, and/or other distributed computing arrangement.

The computing environment 110 and the network of
computing systems evaluated by the computing environ-
ment 110 can be coupled to one or more networks embodied
by the Internet, intranets, extranets, wide area networks
(WANS), local area networks (LANs), wired networks, wire-
less (e.g., cellular, 802.11-based (WiFi), bluetooth, etc.)
networks, cable networks, satellite networks, other suitable
networks, or any combinations thereof. The computing
environment 110 can communicate with other computing
devices and systems using any suitable systems interconnect
models and/or protocols. Although not illustrated in FIG. 2,
the computing environment 110 can be coupled to any
number of network hosts, such as website servers, file
servers, network switches, networked computing resources,
databases, data stores, and other network or computing
platforms.

The network data 122 can include data related to the
network of computing systems being evaluated by the model
engine 130, which the computing environment 110 may or
may not be coupled to. In that context, the network data 122
can define the types of network and computing devices and
systems being evaluated by the model engine 130, such as
the serial numbers, model numbers, operating system ver-
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sions, services, and other identifying information. The net-
work data 122 can also specify the logical arrangement of
those devices among each other, including the network
connections between them. The network data 122 can
include all the information necessary for the attack graph
constructor 132 to generate a host access attack graph as
described herein.

The risk metric data 124 can include a number of risk
metrics, including CVSS and CVE data, associated with
devices specified in the network data 122. As one example,
according to the CVSS framework, the risk metrics can
include base, temporal, and environmental metrics, among
others, for the devices specified in the network data 122.
However, the risk metric data 124 is not limited to the types
of metrics used in the CVSS framework, as other types and
formats of risk metrics can be relied upon.

The attack graph constructor 132 is configured to con-
struct host access attack graphs based on the network data
122. The network topology information defined in the net-
work data 122 can include serial numbers, model numbers,
operating system versions, services, and other identifying
information. The network topology information can also
specify the logical arrangement of host devices among each
other, including the network connections between them. The
network topology information can specify a number of hosts
in enterprise systems, services running on each host in the
network, rules defined on firewalls, network switches, etc.,
and vulnerabilities associated with each host and service
among other topology information. For simplicity, a limited
number of nodes are present in the examples described
herein, but attack graphs of any size can be used. In the
attack graphs described herein, each node can be represen-
tative of any of the above-described (or related) types of host
computing devices, systems, or services. Each host can
include various types of vulnerabilities. Example attack
graphs are shown in FIGS. 3A and 3B and described below.

Once an attack graph is created, scores can be assigned to
the vulnerabilities of the hosts in the attack graph using
information from the risk metric data 124, such as CVSS
framework metric data. The scores can be computed based
on a number of scores and sub-scores, such as those shown
in FIG. 1, for example, using one or more expressions,
equations, or sub-equations that relate them. In some cases,
one or more standard expressions can be used to calculate
scores based on matrices that provide a quantitative score to
approximate the ease and/or impact of the vulnerabilities in
the nodes. The exploitability and impact sub-scores, for
example, can also be combined to provide the basis of
assigning scores to directed connections among the nodes in
attack graphs as probabilities. Those probabilities can rep-
resent the possibility of a vulnerability being exploited by an
attacker.

To implement the stochastic model, the behavior of the
attacker should also be considered. As one example, it can
be assumed that the attacker would choose a vulnerability
that maximizes the chances of success in the goal. In one
example, if the attacker terminates attacking for any reason,
then the model can move the attacker back to the initial state.
Finally, utilizing the properties of a Markov chain, the risk
of'one or more individual nodes can be computed. The nodes
are then prioritized based on risk, and the risks of all the
nodes are summed to give the total security risk present in
the computing system environment.

FIG. 3A illustrates an example host access attack graph
for a networked computing environment according to vari-
ous examples described herein. In FIG. 3A, S,, i=1, 2,
3,...garehostnodes and S, is a goal node. The host access
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attack graph shown in FIG. 3A is a representative example,
and host access attack graph can be constructed to any size
necessary and with any number of intermediate layers.

A node in the host access attack graph is representative of
a computing device or system in the networked computing
environment. Each node can be representative of a different
type of computing device, such as a server, desktop, laptop,
handheld, or other type of computing system. The nodes can
also be representative of other types of network devices
including network switches, routers, firewalls, and other
devices. In some cases, the nodes can also be representative
of one or more software services executing on one or more
computing devices.

A directed connection (e.g., arrowed line) between two
nodes represents the access relationship between the nodes.
In FIG. 3A, a directed connection from host S, to host S,
represents the access available on S, from S,, and the same
is applicable to other hosts. In the example shown, there is
one directed connection from any given node to any other
node. As such, the host access attack graph shown in FIG.
3 A does not include multiple connections between the same
two nodes. In other cases, the host access attack graph can
include a number of connections between two or more
nodes. In one example, the model retains only the highest
access achieved between hosts, because higher levels of
access to the destination or goal host mean more powerful
attacks can be achieved.

Once the host access attack graph is constructed by the
attack graph constructor 132, then the basic foundation is
developed for further analysis by the state transition matrix
developer 134 and the risk ranking engine 136. To make the
host access attack graph more applicable and realistic, an
additional dummy node is added as shown in FIG. 3B to
represent the attacker. The attacker can start by exploiting an
immediate node by gaining a high level of privileges, for
example. In the proposed model, an attacker starts attacking
an immediate node and continues to launch attacks until the
attacker reaches a goal node.

However, even if an attacker is equipped with sophisti-
cated tools and a high level of experience, there is no
guarantee that the attacker will reach the goal node. This can
happen if the attacker is unable to exploit a certain vulner-
ability, the attacker is discovered by an intrusion response
team, or other circumstances. According to one case for the
model, when the attacker stops launching attacks at any
point for any reason, the attacker goes back to the initial state
from where the attack began. To incorporate this attack
scenario, the attacker node A is introduced as shown in FIG.
3B. Thus, in FIG. 3B, node A represents an attacker, and
there is a directed connection from every node to node A.
This implies that when the attacker gives up exploiting the
node for any reason, the attacker goes back to the initial state
and proceeds to search for alternative options. From any
node S,, this return directed connection can be defined as (S,,
A).

The state transition matrix developer 134 is configured to
develop a state transition probability matrix based on
exploitability scores and impact scores, for example, asso-
ciated with individual nodes in the host access attack graph.
The state transition probability matrix defines certain prob-
ability metrics related to the order in which nodes in an
attack graph are likely to be attacked. In one case, it can be
assumed that the decisions of an attacker depends on two
parameters. The first parameter is exploitability, related to
the level of complexity involved to attack a given node. The
second parameter is impact, related to how much impact an
attacker can make when the node is exploited. The CVSS
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framework provides numerical scores for those parameters,
where 0 signifies the most secure and 10 signifies the least
secure. These two parameters can be conceptually expressed
by:

ExploitabilityBenefit=A{ Exploitability,Impact). 3)

In Equation 3, ExploitabilityBenefit is defined as a func-
tion of the exploitability and impact metrics. Based on these
values, the state transition matrix developer 134 can esti-
mate how an attacker would determine or consider the
benefit to move from one node to another.

To clarify this concept, consider any two nodes from the
host access attack graph shown in FIG. 4, where S; and S,
are nodes j and node k, respectively, with V, and V, being the
corresponding vulnerabilities. In FIG. 4, there is a directed
connection from node j to node k. The value of Exploit-
abilityBenefit in the case of FIG. 4 is representative of
whether an attacker would decide to move from node j to
node k.

The decision to move from one node to another node can
depend not only on the exploitability and impact factors, but
also on the skills and expertise of the attacker. The state
transition matrix developer 134 can account for the skills
and expertise of an attacker using a bias factor, which can
vary in value from attacker to attacker. Incorporating all
three parameters (i.e., exploitability, impact, and bias),
Equation 3 can be extended to:

a5=BExp(vi+(1-P)impact(vy), where 0<B=1. 4

In Equation 4, a, is the ExploitabilityBenefit score to
move from node j to node k, Exp(v,) is a function that
measures the level of difficulty in exploiting node k, and
Impact (v,) is a function that measures the potential damages
or losses that occur due to a successful exploitation of node
k. The quantitative value related to the level of difficulty can
be provided by CVSS, and the quantitative value related to
the potential damages or losses can be also provided by
CVsS.

The possibility that exploitation might occur depends on
the experience and skills of the attacker. To account for that
factor, the bias factor  can range from O to 1 based on the
level of experience and skill of the attacker. When the
exploitability and impact scores are combined with their
corresponding bias factors, a weighted value (i.e., the
ExploitabilityBenefit, a;) is obtained to quantify the benefit
for an attacker to move from node j to node k.

To move the attacker from an initial node to a goal node,
the attacker may need to penetrate several intermediate
nodes. Assuming j is an initial node, g is a goal node, and
three intermediate nodes k, 1, and m, one possibility is that
the attacker reaches the goal node by exploiting node j to
node k, node k to node 1, node 1to node m, and finally node
m to node g. Thus, the state transition matrix developer 134
is configured to develop a weighted adjacency matrix A,
such as:

ay Qo1 ... dog ... don (5)
aol 0 alg . Alp

Aol .
G0 Ol -v. COng ... 0O

Each element of the adjacency matrix A can be computed
by the state transition matrix developer 134 using Equation
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2. Diagonal values of the adjacency matrix A are all zero
because no cost is involved to move from the current node
to itself. The elements of the adjacency matrix A are not
normalized, and the state transition matrix developer 134
can convert the non-normalized values into probabilities
using Equation 6. Equation 6 defines that, in each step, the
attacker goes from node j to k with a probability given by:

_AGK)
CTAGD

©

Pjk

Writing Equation 6 in matrix form:

P=DA, @]

where, A is the weighted adjacency matrix, P is the state
transition probability matrix that provides the transition
probability that the attacker moves from one state to another

state, and D is the diagonal matrix computed using Equation
8 below.

L ®)
= ifj=
Dy =4 ZAUD

0 Otherwise

Thus, using Equations (3)-(8), the state transition matrix
developer 134 can develop a state transition probability
matrix representative of the probability that an attacker
moves from one state to another state in the host access
attack graph constructed by the attack graph constructor
132.

The risk ranking engine 136 is configured to rank the risk
associated with the nodes in the host access attack graph
constructed by the attack graph constructor 132 with refer-
ence to the state transition probability matrix developed by
the state transition matrix developer 134. The risk analysis
is based on the relative rank value for every node of the host
access attack graph. In this context, R is the risk vector and
its initial risk value is computed based on the number of
hosts present in the host access attack graph. If N nodes exist
in the host access attack graph, then all the node ranks can
equal 1/N. This initial risk is first injected by the starting
node of an attacker. Risk values flow, level by level, until
convergence. The risk ranking and total risk calculation
process is described in further detail below with reference to
FIG. 7B.

The risk value of r, for a node k depends upon the rank of
its parent nodes. The risk value of the node set by the initial
node represents the starting node of the attacker. When the
ranking process is started, the intermediate risk value or
values are computed via iteration. The intermediate values
will flow, level by level, until a steady state is achieved.
Mathematically, if r;, is the risk of node k given in the host
access attack graph, then the risk ranking engine 136 can
compute the risk of node k using Equation 9, by:

©

Suppose, R=(r,, 1, 13, . . . 1,) is the risk vector, where r;
is the rank of node j. In that case, Equation 9 can be further
extended to Equation 10 as shown below. The risk values are
normalized, where O=r,<1 for all j, and 2r,=1. Thus, written

Te= 2 D e
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in matrix form, the risk vector R is given by R times the state
transition probability matrix P, by:

R=RP (10)

The value of R in Equation 7 is recursive and must be
iteratively calculated until convergence, which is expressed
by Equation 11 as:

R'=R™'P. 11

The risk ranking engine 136 is configured to evaluate the
risk in the attacking process based on the Markovian random
walk, a condition for the iterative computation to converge.
The probability distribution of risk analysis of the host
access attack graph after the attacker follows one link in the
graph is R'=RP, where R is the risk vector and P is the one
step state transition probability matrix identified by Equation
4. Similarly, after two links, the probability distribution is
R?=R'P. Assuming this iteration converges to a steady state
probability, then we have R=R™'P, where R’ is an eigen-
vector of P.

To validate the proposed stochastic model, a network
environment 200 is shown in FIG. 5. The network environ-
ment 200 includes a number of target hosts, including a
publicly accessible web server 202, a publicly accessible file
server 204, and a backend database server 206 of a network
220. An attacker 210 is located outside the network 220.
Packet transmissions are controlled via two firewalls,
including an external firewall 230 and an internal firewall
232. The external firewall 230 allows any packet to be
transmitted to the web server 202 and the file server 204
from outside the network 220, but the backend database
server 206 cannot be directly accessed from outside the
network 220. The internal firewall 232 manages the trans-
mission of packets within the network 220.

Rules are created for the firewalls 230 and 232 to filter
inbound and outbound traffic. A summary of the rules of the
firewalls 230 and 232 are shown in Table 1 below.

TABLE 1

Source Destination Service Action
All Web Server http Allow
All Web Server ftp Allow
All File Server ftp Allow
Web Server Database oracle Allow
File Server Database ftp Allow
All All All Deny

Each of the target hosts in the network shown in FIG. 5§
includes a single vulnerability. An attacker can utilize the
vulnerability to compromise the host. The vulnerabilities are
shown in Table 2 below, along with the exploitability and
impact sub-scores for each from the NVD.

TABLE 2
Exploit-
Impact  ability
Sub- Sub-
Host Vulnerability =~ CVE-ID Score  Score Score
Web Apache CVE-2002- 7.5 6.4 10
Server Chunked Code 0392
File Wauftpd CVE-2003- 9.3 10 8.6
Server Sockprintf 1327
Database Oracle Tns CVE-2012- 75 6.5 10
listener 1675

FIG. 6 illustrates a host access attack graph for the
network shown in FIG. 5. The attacker 210, web server 202,
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file server 204, and backend database server 206 are desig-
nated M, M;, M,, and M, respectively. The connections
from all the nodes to the attacker node M, are omitted to
view the graph more clearly.

Applying Equation 5 on the host access attack graph
shown in FIG. 6, the weighted adjacency matrix A is:

0 8293 0
1 0 93 82
182 0 82f

(12

The value of the biased factor  is assumed to be 0.5 for
the example. When the attacker 210 stops attacking due to
any unusual circumstances, then the attacker 210 will return
to the initial node M,. Hence, the elements of the first
column of the weighted adjacency matrix are 1. In other
words, the weights of the connections from all host nodes to
the attacker node M, are considered 1, a sure event. The
other elements of the weighted adjacency matrix A are
calculated using Equation 4. For example, the entry of the
first row and second column is (0.5x1040.5x6.4)=8.2. This
is the weighted value of the benefit for the attacker 210 to
move from node M, to node M,. The other elements of the
weighted adjacency matrix A can be determined similarly.

After the weighted adjacency matrix A is calculated, the
elements can be converted into respective probabilities. The
entries of the main diagonal are obtained using Equation (8),
as:

005714 0 00 (13)
0 005405 0 0

b=l 0 005747 0
10 0 01

An element of the first row and the first column of the
diagonal matrix is determined as 1/(8.2+9.3)=0.05714, and
the other elements can be calculated similarly. Using the
weighted adjacency matrix A and the diagonal matrix D as
shown above, a state transition probability matrix P can be
obtained using Equation 7, as:

0 0.46857 0.5314 0 (14)

0.0540 0 0.5027 0.4432
100575 04712 0 0.4713
1 0 0 1

The value of the first row, second column is 0.46857. That
value is representative of the probability that the attacker
would move from node M, to node M. The other values of
in the state transition probability matrix P are representative
of the probability that the attacker would move between
other nodes (or desirability for the attacker to do so).

The host access attack graph shown in FIG. 6, includes
four nodes. Based on the risk ranking algorithm, if there are
four nodes then 14=0.25 is the initial risk of each node,
hence an initial risk vector of R=(0.25, 0.25, 0.25, 0.25).
When the initial risk vector R and the state transition
probability matrix P are iteratively multiplied using Equa-
tion 8, convergence is achieved to the values listed in Table
3 below.
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TABLE 3
Node Risk
M, 0.2609688
M, 0.2455964
M, 0.2620094
M, 0.2314254

From Table 3, it is clear that node M, is more risky than
nodes M, and M;. Thus, the vulnerability of the file server
should be patched before those of the other nodes. Further,
the total sum of the risk associated with nodes M,, M,, and
M, is as 0.74. This value can be used as a security metric
revealing the fact that the network shown in FIG. 6 is not
very secure and appropriate actions should be taken.

FIG. 7A illustrates a process for a predictive model for
security risk evaluation, and FIG. 7B further illustrates a risk
ranking algorithm in the process shown in FIG. 7A. The
process flowcharts in FIGS. 7A and 7B can be viewed as
depicting example steps performed by the computing envi-
ronment 110, although other computing systems and envi-
ronments can perform the process. The flowcharts in FIGS.
7A and 7B provide merely one example of a functional
sequence or arrangement of steps that can be employed to
implement the processes for predictive modeling and risk
ranking described herein. Although the processes are
described in connection with the computing environment
110, other computing environments, systems, and/or devices
can perform the processes. Additionally, although not
explicitly stated below, among each of the process steps
described, any number of intermediate data accessing, stor-
ing, and logging steps can be performed.

Turning to FIG. 7A, at step 302, the process can include
the attack graph constructor 132 constructing a host access
attack graph. The host access attack graph can be con-
structed based on data stored in the network data 122, for
example, according to characteristics of a network of com-
puting systems. The host access attack graph can include a
plurality of nodes such as those shown in FIG. 3A or 3B.

At step 304, the process can include the state transition
matrix developer 134 gathering security or vulnerability
metrics related to one or more of the nodes in the host access
attack graph. The metrics may be gathered from the risk
metric data 124 or from another computing system via
network communications. As one example, the state transi-
tion matrix developer 134 can gather exploitability scores
and impact scores associated with the nodes in the host
access attack graph. The exploitability and impact scores can
be CVSS scores or other scores developed according to
another vulnerability scoring system.

At step 306, the process can include the state transition
matrix developer 134 developing a state transition probabil-
ity matrix based on the scores gathered at step 304 and the
host access attack graph constructed at step 302. In one
example, the state transition matrix developer 134 can
develop the state transition probability matrix according to
Equations (3), (4), (6), (7), and (8) as described above with
reference to the exploitability scores and the impact scores.

At step 308, the process can include the risk ranking
engine 136 evaluating and ranking risk associated with the
nodes in the host access attack graph constructed at step 302
with reference to the state transition probability matrix
developed at step 306. The process of evaluating and rank-
ing the risk is illustrated in further detail in FIG. 7B.

Turning to FIG. 7B, the risk ranking process includes
creating a risk vector with initial risk values at step 310. As
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described above, a risk vector R and its initial risk values can
be computed based on the number of hosts present in the
host access attack graph. If N nodes exist in the host access
attack graph, then the rank of all nodes can be equal to 1/N.

At step 312, the process includes the risk ranking engine
136 iterating the risk vector from step 310 with the state
transition probability matrix developed at step 306. When
the ranking process is started, the intermediate risk value or
values are computed via iteration. The intermediate values
will flow, level by level, until a steady state is achieved
according to Equations (9)-(11) above.

At step 314, it is assumed that the iterating at step 312 has
converged, and the risk vector includes a number of risk
elements, each representative of the risk of a respective node
in the host access attack graph. Using this converged risk
vector, the process can include the risk ranking engine 136
prioritizing the risk associated with each node at step 316 by
ranking them based on the level of risk of each. In other
words, a node associated with a higher level of risk can be
prioritized for remediation over a node associated with a
relatively lower level of risk.

Finally, at step 318, the process can include the risk
ranking engine 136 computing a total risk for the network of
computing systems being evaluated. The total risk can be
calculated based on a total risk for all the elements in the risk
vector, for example. Thus, the risks of all the nodes are
summed to give a total security risk present in the network
of computing systems.

Thus, as described above, a stochastic model is developed
for cybersecurity using a host access attack graph to deter-
mine the overall network security risk. The model uses
Markov chains in conjunction with CVSS framework met-
rics to analyze risks associated with structures of various
networks. The model can be used to identify critical nodes
in the host access attack graph where attackers may be most
likely to focus. Based on that information, a network admin-
istrator can make appropriate, prioritized decisions for sys-
tem patching. Further, a flexible risk ranking technique is
described, where the decisions made by an attacker can be
adjusted using a bias factor. The model can be generalized
for use with complicated network environments.

Turning to other embodiments, vulnerabilities are hazard-
ous to the security of a system and make it susceptible to
being exploited until patched. Therefore, it is important to
address vulnerabilities to the extent possible over time. In
that context, a vulnerability life cycle includes information
that would be helpful to better understand the vulnerability,
its behavior, and the threat it poses with respect to security
over time. There are a number of ways to present the life
cycle of a particular vulnerability, such as using graphs or
charts. While these graphs or charts have certain stages in
common, the purpose is to evaluate the level of the risk
associated with different stages of a vulnerability over time.

The measurement or evaluation of risk as a probabilistic
estimate over time can be challenging. Yet, a method to
measure the level of risk associated with a particular vul-
nerability at a certain time or stage would be helpful to users
and organizations. It could help them determine the best
time to act, accounting for various priorities. Given a
method to measure the level of risk of a number of vulner-
abilities over time, organizations can ensure adequate atten-
tion and resources are employed to address the risks of the
vulnerabilities in the best way, ideally, before they are
exploited. In that context, one objective of the embodiments
described herein is to obtain a statistical model that can be
used to provide the probability of a vulnerability being
exploited or patched at a given time. According to the
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embodiments described herein, Markov chain process
theory can be used to develop such a model.

Below, the basic concepts of vulnerability, the vulnerabil-
ity life cycle, and related technical terms are described. The
term vulnerability can be defined as a weakness in a com-
puting system that could allow an attacker to compromise
the integrity, availability, or confidentiality of the computing
system. A vulnerability can be related to weaknesses in the
hardware or software of computing systems.

FIG. 8 illustrates an example vulnerability life cycle
according to various examples described herein. The life
cycle of a vulnerability includes a number of different
stages. The stages that are commonly identified include the
pre-discovery, discovery, disclosure, availability for patch-
ing, and availability for exploiting stages. The pre-discovery
stage occurs during the development of software, mostly due
to a weakness or a mistakes in coding of the software. At this
stage, a vulnerability is not yet discovered or exploited.

A vulnerability is discovered once someone identifies it.
It is possible that the vulnerability may be discovered by
system developers, skilled users, or attackers. If the vulner-
ability is discovered internally or by white hat researchers
(who identify flaws and vulnerabilities with good intentions
of helping), it may be fixed as soon as possible. But, if a
black hat hacker discovers a vulnerability, it is possible that
he or she will try to exploit it, sell knowledge of it on the
black market, or distribute it among hackers to be exploited.
In other words, when a white hat researcher discovers a
vulnerability, the next event is likely to be some disclosure
leading to patch development. On the other hand, if a black
hat hacker discovers a vulnerability, the next event could be
an exploit or internal disclosure to his underground com-
munity.

While vulnerabilities exist prior to their discovery, until a
vulnerability is discovered, it is typically a smaller security
risk. The “time of the discovery™ is the earliest time that a
vulnerability is identified. In a vulnerability life cycle, the
“time of discovery” is an important and event. The exact
time of discovery of a vulnerability might not be published
or disclosed to the public due to the risks associated with it.
However, after the disclosure of the vulnerability, various
parties may attempt to exploit it.

In developing the statistical model described herein, the
“pre-exploit discovery” can be considered. That is, the
model accounts for the chance that a vulnerability is dis-
covered after it is actually exploited. As an example, an
attacker could run an exploit attempt aiming for a particular
vulnerability, but the exploit might instead break the system
through another unidentified or undiscovered vulnerability
at that time. While intending to address and incorporate such
rare occurrences in future research, vulnerabilities that are
discovered before being exploited can be considered.

A vulnerability may be disclosed at any time after it is
discovered. Disclosure can take place in different ways
based on various factors. In any case, “disclosure” in infor-
mation security is related to the even through which a
particular vulnerability is made known to the public. In
general, public disclosure of a vulnerability is based on
several principles. The “availability of access™ to the vul-
nerability information for the public is one such important
principle. Another important principle is the “validity of
information.” The validity of information is important to
ensure a user’s ability to use the information, assess the risk,
and take appropriate security measures. Also, the “indepen-
dence of information channels” is also important to avoid
any bias and interferences from organizational bodies
including the vendor.
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A vulnerability enters to the stage of “exploit availability”
from the earliest time that an exploitable vulnerability is
available. Once exploits are available, even low skilled
crackers (e.g., a black hat hacker) could be capable of
exploiting the vulnerability. As described above, there is a
chance that an exploit could happen even before the vul-
nerability is discovered. However, as presented herein, the
modelling of vulnerability life cycles with exploit availabil-
ity generally occurs after discovery.

A patch is a software solution that the vendor or developer
releases to provide protection from exploits of a vulnerabil-
ity. A patch will act against possible exploit codes or
attacking attempts for a vulnerability and ensure system
integrity. The vulnerability is removed when a security patch
is applied to vulnerable systems.

Before turning to a more detailed description of the
embodiments, certain terminology is introduced below. As
noted above, a host access attack graph can be modeled
using a Markov chain with the real behavior of the attacker
in conjunction with the Markovian properties. According to
the embodiments described below, a vulnerability life cycle
graph can also be modeled using a Markov chain. An
assumption can also be made that the transition probabilities
P of an attack do not depend on time. This is called time
homogeneity. The transition probabilities (P, ) for a Markov
chain can be defined as follows:

P, =P (X1 Xoy_y =0). (15)

The transition probability matrix P of the Markov chain is
the NxN matrix whose (i,j) entry P, ; satisfy the following
properties:

0sP; =1, l=ij=N (16)

and

an

M=
Q..ZU

.
I

Any matrix satistying Equations (16) and (17) can be a
transition matrix for a Markov chain.

To simulate a Markov chain, the matrix P and an initial
probability distribution 7w, are needed. As one example, an
N-state Markov chain (X; P; m,) for N=0, 1, 2 . . . N time
periods can be simulated. Let X be a vector of possible state
values from sample realizations of the chain. Iterating on the
Markov chain will produce a sample path {X,,} where, for
each N, X, &X. When writing simulation programs this is
about using uniformly distributed U [0, 1] random numbers
to obtain the corrected distribution in every step.

As for transient states, let P be the transition matrix for the
Markov chain X,,. A “state i” is called transient state if with
probability 1 the chain visits 1 only a finite number of times.
Let Q be the sub matrix of P which includes only the rows
and columns for the transient states. The transition matrix
for an absorbing Markov chain has the following canonical
form:

(5 1)

In Equation (18), P is the transition matrix, Q is the matrix
of transient states, R is the matrix of absorbing states, and |
is the identity matrix.

(18)
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The transition matrix P represents the transition probabil-
ity matrix of the absorbing Markov chain. In an absorbing
Markov chain, the probability that the chain will be absorbed
is always 1. Hence:

Q"—0 as n—>w, (19)

Thus, this implies that all the eigenvalues of Q have
absolute values strictly less than 1. Hence, I-Q is an
invertible matrix and there is no problem in defining is as:

M=(I-Q) '=L-0+0*+ 0+ (20)

This matrix is called the fundamental matrix of P. Let i be
a transient state and consider Y,, the total number of visits
to i. Then, the expected number of visits to 1 starting at j is
given by M, the (i,j) entry of the matrix M. Therefore, to
compute the expected number of steps until the chain enters
a recurrent class, assuming starting at state j, only sum M,,
over all transient states 1.

One core component of the vulnerability life cycle analy-
sis described herein is the life cycle graph. A vulnerability
life cycle graph for a given vulnerability has several state
nodes, each representative of a state of a vulnerability in a
computing system. FIG. 9 illustrates an example vulnerabil-
ity life cycle graph including five states according to various
examples described herein. The life cycle graph shown in
FIG. 9 can be constructed by the life cycle graph constructor
138 of the computing environment 110 shown in FIG. 2, for
example. The vulnerability life cycle graph can be generated
based on the network data 122 and/or the risk metric data
124.

Once the vulnerability life cycle graph is constructed, the
life cycle graph constructor 138 and/or the absorbing tran-
sition probability matrix developer 140 can assign initial
probabilities (i.e., each A,) for the different states in the life
cycle graph. Developing or estimating these initial prob-
abilities can require a significant amount of data resources.
To estimate A, for example, any of the total number of
vulnerabilities in each category of a computing system could
be considered, each ranging from 0 to 10 in magnitude, for
example, along with information related to their discovery
with respect to time. Similarly, for the other states, the
number of vulnerabilities discovered, exploited before dis-
closed, exploited after discovery but before patched, patched
before disclosure, and patched after disclosure can be relied
upon under each CVSS score level.

As one example, the absorbing transition probability
matrix developer 140 is configured to reference the CVSS
scores available for each category of vulnerability. However,
CVSS scores may not be available to provide data for all
cases. Thus, the absorbing transition probability matrix
developer 140 can reference the CVSS classifications avail-
able in the CVE detail website where available, and other
resources of information can be used in some cases.
Examples of the other resources include industry reports,
thesis papers, and other resources of data on vulnerabilities.

TABLE 4

States Represented by the Transition
Probabilities in the Vulnerability

Life Cycle
Probability-h,;, State Represented
M Discovered
Ay Exploited before patched or
disclosed
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TABLE 4-continued

States Represented by the Transition
Probabilities in the Vulnerability

Life Cycle
Probability-A,, State Represented
A3 Disclosed but not yet patched
or exploited
My Patched before disclosed
s Exploited after disclosed
he Patched after disclosed

Data from other resources can also be used to assign
probabilities for the disclosed but not yet patched or
exploited state (A,), the patched before disclosed state (A,),
the exploited after disclosed (A5) state, and the patched after
disclosed (A) state.

To calculate an estimate for &, (e.g., “the probability of a
vulnerability is being discovered”) for three categories of
CVSS scores, it is helpful to have an estimate for the
population of a “total number of (known and unknown)
vulnerabilities at a particular time” to get the proportion of
discovered vulnerability out of the total. But, at a given time,
it may not be possible to know the total number of vulner-
abilities in computing systems as the number of vendors,
application software, system software, and other apps are
undefined.

To have a logical estimate for the total number of vul-
nerabilities for each year, the absorbing transition probabil-
ity matrix developer 140 can also estimate a cumulative
number of vulnerabilities in the computing system being
modeled. Then, the number of vulnerabilities discovered in
a particular year as a proportion of the cumulative number
of vulnerabilities in the next calendar year can also be
calculated. Once these proportions are calculated, the aver-
age of those proportions can be used as the estimate for A,.
When calculating A, it can be assumed that a number of
unknown vulnerabilities in a particular year are discovered
in the next year, and the accumulated number of vulner-
abilities in a particular year is an estimate for the population
size of the vulnerabilities in the previous year.

To calculate an estimate for A, (e.g., “the probability of a
particular vulnerability being exploited before patched or
disclosed”), the data provided in the CVE website can be
used, although other sources can be relied upon. The entire
set of exploited vulnerabilities can be calculated for 10
different categories (or CVSS score levels) of interest, for
example. Alternatively, to calculate an estimate for A, the
equation A,=1-(A,+A;+A,) can be used, among other meth-
ods. To calculate an estimate for A, the equation A;=1-(A,+
A,) can be used, among other methods. To calculate esti-
mates for A,, A5, and A, information available from other
resources can be used. One example resource estimates the
probability of a vulnerability being exploited after being
disclosed is greater than the probability of it being patched.
The resource estimates that there is a probability of about 0.6
for a disclosed vulnerability being exploited. Thus, in one
case, fixed values of 0.6 and 0.4, respectively, can be used
for A5 and A

Thus, the probabilities for a hacker to reach each state
node in the vulnerability life cycle graph shown in FIG. 9
can be assigned to each state by the life cycle graph
constructor 138 and/or the absorbing transition probability
matrix developer 140 by examining the properties of specific
vulnerabilities in the computing system or systems being
modeled. The vulnerability life cycle graph shown in FIG. 9
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has two absorbing state nodes, called the patched state node
and the exploited state node. These states allow the vulner-
ability life cycle graph to be modeled as an absorbing
Markov chain. FIG. 9 shows states three and five as the
absorbing states of the life cycle graph, where state three is
the “exploited” state and state five is the “patched” state.

A, is defined as the probability of transferring from state
i to state j, where, 1, j=1, 2, 3, 4, 5. In actual situations, the
probability of discovering a vulnerability can be assumed to
be very small. Therefore, as a starting point in one example,
a small value can be assigned for A,. The probabilities for A, ,
Aoy Agy Ay, As can then be assigned accordingly. Checking for
several random values of A;, the behavior of the other states
can be observed as a function of time. Using the transition
probabilities, the absorbing transition probability matrix can
be derived, which follows the properties defined under the
Markov chain transformation probability method.

Using the probabilities for a hacker to reach each state
node, the absorbing transition probability matrix developer
140 is configured develop the absorbing transition probabil-
ity matrix for a vulnerability life cycle according to the
Markov process described above. For example, the transi-
tion probability matrix P for the vulnerability life cycle can
be written as follows:

1-4 M 00 0 oI}
0 1-Qu+d+d) M A Ay
p=| 0 0 1 0 0|
0 0 A 0 A
0 0 00 1

Where P,(1) is the probability that the system is in state i
at time t. For t=0, P,(0) is 1, the probability that the system
is in state 1 at the beginning (t=0), P,(0)=0, P;(0)=0,
P,(0)=0, and P5(0)=0. Therefore, the initial probability can
be given as [1 0 0 0 0], that is, the probabilities of each state
of the vulnerability life cycle initially. The state 1 (i.e., not
discovered) with probability of one represents that, at the
initial time (for t=0), the vulnerability has not yet been
discovered. Therefore, the probabilities for all others stages
are zero.

The transition probability matrix P can then be iterated by
the absorbing transition probability matrix developer 140
using the Markovian process until it reaches its “steady

— L == ==
state”. For t=0, P®=[1 0 0 0 0]. For t=1, results in PO=pOP.

— — — —
For t=2, PO=POP®@  Thus, for=n, P®=POP®™, Using this
method, the probability is changing with time and is related
to each “state,” and it is also possible to find a statistical
model that can fit the vulnerability life cycle.
As an example, for A,;=0.1, A,=0.2, A;=0.3, A,=04,
hs=0.4, and A =0.6, the transition probability matrix can be
written as follows:

0901 0 0 0

0 0.1 02 03 04
p=|0 0 1 0 0,

0 0 04 0 06

0 0 0 0 1

22

As this transition probability matrix is iterated, stationar-
ity was reached (considering to 4 decimal digits) at t=107.
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That is, at t=107, the minimum number of steps until the
vulnerability reaches an absorbing state was found and the
resulting vector of probabilities for each of the states was
obtained. As the row vector shows, the transition probabili-
ties are completely absorbed into the two absorbing states.
This gives the probability of the vulnerability being
exploited and the probability of the vulnerability being
patched. The number of steps is related to the particular time
at which the transition probabilities are absorbed into one or
both of the two absorbing states, and all other states have
reached the probability of zero. In this example case, P*”
=POPM[0 0 03556 0 0.6444].

FIG. 10 illustrates the probability of different states in the
vulnerability life cycle graph shown in FIG. 9 as a function
of time. For states one, three, four, and five, taking initial
probabilities as mentioned above, the behavior as a function
of time is graphed. For states one and three, the probability
of “not-discovered” and “disclosed not patched,” respec-
tively, decreases with respect to time and eventually
approaches zero. This indicates that the probability of a
vulnerability being “not-discovered” over the time is
decreasing and eventually reaches zero at the time of the
“discovery” as shown in panel (a) in FIG. 10.

Once a vulnerability is discovered, the probability of
being “exploited” increases over time as shown in panel (b)
in FIG. 10. And, as system security activities may also take
place over time, the probability of being “patched” also
increases over time as shown in panel (d) in FIG. 10. There
is also a time gap between the disclosure and patching of the
vulnerability. Initially, the probability of the vulnerability
being “disclosed not patched” rises for a short period of time
and then decreases eventually, as shown in panel (¢) in FIG.
10.

For a better understanding, comparison, and for a more
generalized observation, the behavior of these probabilities
can be checked over the time with different assigned values
of initial probability. For example, the value of A, can be
changed to compare the probability changes in each state
with time. FIGS. 11A-4D illustrate the changes in the
behavior of each state for A,=0.1, 0.2, 0.4, 0.5, and 0.7.

As shown among FIGS. 11A-4D, the initial probability
assigned for A, does not alter the behavior of the probability
over time. However, a vulnerability with a higher initial
probability of being “discovered” will go to stationarity
faster than those with a lower initial probability of being
“discovered”. This is observable in FIGS. 11A and 11,
respectively.

Vulnerabilities which have been discovered but not
patched represent a security risk which can lead to consid-
erable financial damage, loss of reputation, or credibility.
Therefore, estimating the risk is important and the embodi-
ments described herein introduce a method to evaluate the
risk level of discovered vulnerabilities.

By examining FIG. 10, related to the state “exploited” in
the vulnerability life cycle, a pattern of exploitability as a
function of time can be seen. As a function of time, the
probability of being exploited increases significantly up to
some stage and then eventually becomes stable. To evaluate
the risk factor of exploiting with respect to time, the changes
in the initial probabilities and also the CVSS scores of
vulnerabilities can be considered.

As a more particular example, let v, be any specific
vulnerability, and the risk factor can be defined as follows:

v,(t) is Pr (v, is in state 3 at time 7)xExploitability

score (v;). (23)
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This definition of the risk factor in Equation (23) can used
in developing the statistical model to evaluate the risk
behavior.

To accomplish this objective, the model developer 142
can be configured to develop two statistical models where
the response variable Y is the probability of being exploited
and is driven by the attributable variable t, the time. At first,
for statistical accuracy to homogenize the variance, the data
can be filtered using the natural logarithm t. For the second
model, to obtain a better fit to the data, a term with an inverse
transformation can be introduced in addition to the filter
using the natural logarithm. Thus, the proposed final forms
of the statistical model to estimate the probability of being
exploited at time t is given in Table 5 below.

For A,=0.1, A,=0.2, A,=0.3, A,=0.4, As=0.4, and A;=0.6
values, a model was proposed to predict the probability at
different time intervals as shown in Table 5.

TABLE 5

Proposed Models for Estimating
Probability of Being Exploited at Time t

Model R? R?

ady

Y = 0.0868 + 0.0523In(t)
Y = 0.1772 - 0.27189(1/t) + 0.0326 In(t)

0.7544
0.8526

0.7528
0.8507

As an example, a specific vulnerability labeled as CVE-
2016-0467 can be considered. This has a CVSS base score
of 4.00, categorized as a medium score with “impact sub
score: 2.9” and “exploitability sub score: 8.0.” For this
vulnerability, the risk can be measured as follows:

Risk for exploit (£)=Pr (v; is in state 3 at time #)xEx-
ploitability score (v;)=(0.1772-0.27189(1/t)+

0.0326 In(1)x8. 24)

Using Equation (24) above, the risk factor of a specific
vulnerability at any time interval can be predicted. Table 5
provides a good model that gives an R* of 0.8526 and R®,;
of 0.8507. R? relates how much the change in the response
variable can be predicted by the attributable variables of the
model and considered as the key criterion in evaluating the
quality of a model. In other words, R? equals to the ratio of
the Sum of Squares of the Regression to the Total Sum of
Squares. That is,

2 SSke _
SS7otat

SSSRes
SSSTotat”

@5

Both R? and Rzadj attest to the quality of the model. The
closer the values are to 1, the better the prediction realizes
from the analytical model. R?,; tracks the quality of R?,
such that the closer the R?, 4 18 to R?, the better the quality
of the model that is being identified through the validation
process. For example, if R? is 0.95, the model is at least 95%
accurate in making predictions from the analytical form.

For the given values for A, to A4 given above, consider the
values of the response variable Y (Probability of being
exploited) at several values of time t. Table 6 illustrates
several results obtained, and the Sum of Squared Error for
the model can be obtained using such data.

10

15

20

25

30

35

40

45

50

55

60

65

22
TABLE 6

Probabilities Estimated Using Two
Models for Several t

Model 1 Model 2

T Estimate Estimate

1 0.0868 -0.09469

2 0.123051598 0.063851598

3 0.144257423 0.122384761
18 0.237966443 0.256321119
19 0.240794159 0.258878711
20 0.243476798 0.261266372
28 0.261074296 0.27611951
29 0.262909572 0.277598327
30 0.264682623 0.279016035
58 0.299161169 0.304882684
59 0.300055208 0.305519416
60 0.300934221 0.306144133
38 0.320964715 0.320071521
89 0.321555682 0.320474602
90 0.322140046 0.320872795
98 0.326593799 0.323895552
99 0.327124768 0.324254543
100 0.327650401 0.324609648

While the second model qualifies better, as R? is higher as
compared to the first model, it should be noted that the
comparison with respect to the probability of being
exploited is in comparison with the probability obtained
from the transition metrics for a particular time t.

The model developer 142 can be configured to generate
different models for different vulnerabilities involving dif-
ferent CVSS scores. In that way, the model developer 142
can generate different models to improve the prediction of
probabilities with respect to critical stages in the vulnerabil-
ity life cycle of a particular vulnerability.

Using the Markov model approach to the vulnerability life
cycle, it is possible to have a better understanding of the
behavior of a vulnerability as a function time. According to
the embodiments, a statistical model is developed to esti-
mate the probability of being in a certain stage of a particular
vulnerability in its life cycle. The methodology with the
application of Markov chain theory gives the basis for
calculating estimates for probabilities for different stages of
a life cycle of the vulnerability considered. Using the
developed method, it is possible to evaluate the risk level of
a particular vulnerability at a certain time. These develop-
ments allow an advantage in taking measures to avoid
exploitations and introduce patches for the vulnerability
before an attacker takes the advantage of that particular
vulnerability.

FIG. 12 illustrates a process for vulnerability life cycle
exploitation timing modeling according to various examples
described herein. The process flowchart in FIG. 12 can be
viewed as depicting example steps performed by the com-
puting environment 110, although other computing systems
and environments can perform the process. The flowchart in
FIG. 12 provides merely one example of a functional
sequence or arrangement of steps that can be employed to
develop a model for predicting exploitability as described
herein, and other sequences can be relied upon. Although the
process is described in connection with the computing
environment 110, other computing environments, systems,
and/or devices can perform the process. Additionally,
although not explicitly stated below, among each of the
process steps described, any number of intermediate data
accessing, storing, and logging steps can be performed.

Turning to FIG. 12, at step 1002, the process can include
the life cycle graph constructor 138 constructing a vulner-
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ability life cycle graph as described herein. The vulnerability
life cycle graph can include a number of state nodes each
representative of a state of a vulnerability in a computing
system as shown in FIG. 9, for example. The life cycle graph
can be constructed based on data stored in the network data
122, for example, according to characteristics of one or a
network of computing systems.

At step 1004, the process can include the life cycle graph
constructor 138 and/or the absorbing state probability matrix
developer 140 determining initial probabilities of at least
one state node among the state nodes in the life cycle graph
constructed at step 1002. These initial probabilities can be
determined based on data stored in the network data 122, the
risk metric data 124, and/or other data. To estimate A, for
example, the absorbing state probability matrix developer
140 can include any number of the total number of vulner-
abilities in each category of a computing system, each
ranging from O to 10 in magnitudes, for example, along with
information related to their discovery with respect to time.
Similarly, for the other states, the number of vulnerabilities
discovered, exploited before disclosed, exploited after dis-
covery but before patched, patched before disclosure, and
patched after disclosure can be relied upon under each
CVSS score level.

The life cycle graph constructor 138 and/or the absorbing
transition probability matrix developer 140 can reference the
CVSS scores available for each vulnerability for the discov-
ered, patched, and exploited states. The absorbing transition
probability matrix developer 140 can also reference the
CVSS classifications available in the CVE detail website
where available, and other information can be used in some
cases. Examples of the other information include that pro-
vided in various vulnerability reports, such as the informa-
tion given by the Stefan Frei and/or the Secunia Vulnerabil-
ity information report, among others.

At step 1006, the process can include the absorbing state
probability matrix developer 140 developing an absorbing
transition probability matrix based on the vulnerability life
cycle graph and the initial probabilities determined at step
1004 as described above. The process can also include
iterating the absorbing transition probability matrix over a
number of cycles until the absorbing transition probability
matrix reaches a steady state, where the number of cycles is
representative of a period of time.

At step 1008, the process can include the model developer
142 developing a model to determine a probability metric of
the vulnerability being exploited or a probability metric of
the vulnerability being patched based on the steady state
information obtained from step 1006. Particularly, the steady
state information from step 1006 can be used to develop a
statistical model for each category of vulnerability to predict
the probability of being exploited as a function of time. The
models can be non-linear models. The steady state informa-
tion can also be used to develop a statistical model for each
category of vulnerability to predict the probability of being
patched as a function of time. The general analytical form of
the model or models can be similar to those described above.
The models can include separate models developed by the
model developer 142 for low, medium, and high vulnerabil-
ity categories as described above. The models can be used to
determine a probability of various vulnerabilities of the
computing system being exploited at a particular time.

FIG. 13 illustrates an example schematic block diagram
of'a computing device 1300 for the computing environment
110 shown in FIG. 2 according to various embodiments
described herein. The computing device 1300 includes at
least one processing system, for example, having a processor
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1302 and a memory 1304, both of which are electrically and
communicatively coupled to a local interface 1306. The
local interface 1306 can be embodied as a data bus with an
accompanying address/control bus or other addressing, con-
trol, and/or command lines.

In various embodiments, the memory 1304 stores data
and software or executable-code components executable by
the processor 1302. For example, the memory 1304 can
store executable-code components associated with the
model engine 130 for execution by the processor 1302. The
memory 1304 can also store data such as that stored in the
data store 120, among other data.

It is noted that the memory 1304 can store other execut-
able-code components for execution by the processor 1302.
For example, an operating system can be stored in the
memory 1304 for execution by the processor 1302. Where
any component discussed herein is implemented in the form
of software, any one of a number of programming languages
can be employed such as, for example, C, C++, C#, Objec-
tive C, JAVA®, JAVASCRIPT®, Perl, PHP, VISUAL
BASIC®, PYTHON®, RUBY, FLASH®, or other program-
ming languages.

As discussed above, in various embodiments, the memory
1304 stores software for execution by the processor 1302. In
this respect, the terms “executable” or “for execution” refer
to software forms that can ultimately be run or executed by
the processor 1302, whether in source, object, machine, or
other form. Examples of executable programs include, for
example, a compiled program that can be translated into a
machine code format and loaded into a random access
portion of the memory 1304 and executed by the processor
1302, source code that can be expressed in an object code
format and loaded into a random access portion of the
memory 1304 and executed by the processor 1302, or source
code that can be interpreted by another executable program
to generate instructions in a random access portion of the
memory 1304 and executed by the processor 1302, etc.

An executable program can be stored in any portion or
component of the memory 1304 including, for example, a
random access memory (RAM), read-only memory (ROM),
magnetic or other hard disk drive, solid-state, semiconduc-
tor, universal serial bus (USB) flash drive, memory card,
optical disc (e.g., compact disc (CD) or digital versatile disc
(DVD)), floppy disk, magnetic tape, or other types of
memory devices.

In various embodiments, the memory 1304 can include
both volatile and nonvolatile memory and data storage
components. Volatile components are those that do not retain
data values upon loss of power. Nonvolatile components are
those that retain data upon a loss of power. Thus, the
memory 1304 can include, for example, a RAM, ROM,
magnetic or other hard disk drive, solid-state, semiconduc-
tor, or similar drive, USB flash drive, memory card accessed
via a memory card reader, floppy disk accessed via an
associated floppy disk drive, optical disc accessed via an
optical disc drive, magnetic tape accessed via an appropriate
tape drive, and/or other memory component, or any combi-
nation thereof. In addition, the RAM can include, for
example, a static random access memory (SRAM), dynamic
random access memory (DRAM), or magnetic random
access memory (MRAM), and/or other similar memory
device. The ROM can include, for example, a programmable
read-only memory (PROM), erasable programmable read-
only memory (EPROM), electrically erasable program-
mable read-only memory (EEPROM), or other similar
memory device.
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The processor 1302 can be embodied as one or more
processors 1302 and the memory 1304 can be embodied as
one or more memories 1304 that operate in parallel, respec-
tively, or in combination. Thus, the local interface 1306
facilitates communication between any two of the multiple
processors 1302, between any processor 1302 and any of the
memories 1304, or between any two of the memories 1304,
etc. The local interface 1306 can include additional systems
designed to coordinate this communication, including, for
example, a load balancer that performs load balancing.

As discussed above, the model engine 130, and the
components thereof, can be embodied, at least in part, by
software or executable-code components for execution by
general purpose hardware. Alternatively the same can be
embodied in dedicated hardware or a combination of soft-
ware, general, specific, and/or dedicated purpose hardware.
If embodied in such hardware, each can be implemented as
a circuit or state machine, for example, that employs any one
of or a combination of a number of technologies. These
technologies can include, but are not limited to, discrete
logic circuits having logic gates for implementing various
logic functions upon an application of one or more data
signals, application specific integrated circuits (ASICs) hav-
ing appropriate logic gates, field-programmable gate arrays
(FPGAs), or other components, etc.

The flowchart or process diagrams in FIGS. 7A, 7B, and
12 are representative of certain processes, functionality, and
operations of the embodiments discussed herein. Each block
can represent one or a combination of steps or executions in
a process. Alternatively or additionally, each block can
represent a module, segment, or portion of code that
includes program instructions to implement the specified
logical function(s). The program instructions can be embod-
ied in the form of source code that includes human-readable
statements written in a programming language or machine
code that includes numerical instructions recognizable by a
suitable execution system such as the processor 1102. The
machine code can be converted from the source code, etc.
Further, each block can represent, or be connected with, a
circuit or a number of interconnected circuits to implement
a certain logical function or process step.

Although the flowchart or process diagrams in FIGS. 7A,
7B, and 12 illustrate a specific order, it is understood that the
order can differ from that which is depicted. For example, an
order of execution of two or more blocks can be scrambled
relative to the order shown. Also, two or more blocks shown
in succession can be executed concurrently or with partial
concurrence. Further, in some embodiments, one or more of
the blocks can be skipped or omitted. In addition, any
number of counters, state variables, warning semaphores, or
messages might be added to the logical flow described
herein, for purposes of enhanced utility, accounting, perfor-
mance measurement, or providing troubleshooting aids, etc.
Such variations, as understood for implementing the process
consistent with the concepts described herein, are within the
scope of the embodiments.

Also, any logic or application described herein, including
the model engine 130 that are embodied, at least in part, by
software or executable-code components, can be embodied
or stored in any tangible or non-transitory computer-read-
able medium or device for execution by an instruction
execution system such as a general purpose processor. In this
sense, the logic can be embodied as, for example, software
or executable-code components that can be fetched from the
computer-readable medium and executed by the instruction
execution system. Thus, the instruction execution system
can be directed by execution of the instructions to perform
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certain processes such as those illustrated in FIGS. 7A, 7B,
and 12. In the context of the present disclosure, a non-
transitory computer-readable medium can be any tangible
medium that can contain, store, or maintain any logic,
application, software, or executable-code component
described herein for use by or in connection with an instruc-
tion execution system.

The computer-readable medium can include any physical
media such as, for example, magnetic, optical, or semicon-
ductor media. More specific examples of suitable computer-
readable media include, but are not limited to, magnetic
tapes, magnetic floppy diskettes, magnetic hard drives,
memory cards, solid-state drives, USB flash drives, or
optical discs. Also, the computer-readable medium can
include a RAM including, for example, an SRAM, DRAM,
or MRAM. In addition, the computer-readable medium can
include a ROM, a PROM, an EPROM, an EEPROM, or
other similar memory device.

Disjunctive language, such as the phrase “at least one of
X, Y, or Z,” unless specifically stated otherwise, is to be
understood with the context as used in general to present that
an item, term, etc.,, can be either X, Y, or Z, or any
combination thereof (e.g., X, Y, and/or 7). Thus, such
disjunctive language is not generally intended to, and should
not, imply that certain embodiments require at least one of
X, at least one of Y, or at least one of Z to be each present.

It should be emphasized that the above-described embodi-
ments of the present disclosure are merely possible
examples of implementations set forth for a clear under-
standing of the principles of the disclosure. Many variations
and modifications can be made to the above-described
embodiment(s) without departing substantially from the
spirit and principles of the disclosure. All such modifications
and variations are intended to be included herein within the
scope of this disclosure and protected by the following
claims.

At least the following is claimed:

1. A method to develop a model for predicting exploit-
ability, comprising:

constructing a vulnerability life cycle graph, the vulner-

ability life cycle graph including a plurality of state
nodes each representative of a state of a vulnerability in
a computing system;

determining an initial probability of at least one state node

among the plurality of state nodes;
developing an absorbing transition probability matrix
based on the vulnerability life cycle graph and the
initial probability of the at least one state node;

evaluating a vulnerability life cycle associated with the
computing system using the absorbing transition prob-
ability matrix to determine a probability of the vulner-
ability of the computing system being exploited at a
particular time; and

developing a non-linear model to determine the probabil-

ity of the vulnerability being exploited at the particular
time.

2. The method according to claim 1, wherein the evalu-
ating comprises iterating the absorbing transition probability
matrix over a number of cycles using a Markovian process
until the absorbing transition probability matrix reaches a
steady state.

3. The method according to claim 1, wherein the evalu-
ating comprises iterating the absorbing transition probability
matrix over a number of cycles until the absorbing transition
probability matrix reaches a steady state, wherein each of the
number of cycles is representative of a period of time.
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4. The method according to claim 3, further comprising
determining the probability of the vulnerability of the com-
puting system being exploited at the particular time through
the iterating.

5. The method according to claim 3, wherein the plurality
of state nodes include at least one absorbing state node and,
during the iterating, the initial probability is absorbed into
the at least one absorbing state node.

6. The method according to claim 5, wherein the at least
one absorbing state node comprises at least one of a patched
state node or an exploited state node.

7. The method according to claim 1, wherein determining
the initial probability of the at least one state node comprises
calculating a probability estimate for the at least one state
node for at least one category of the Common Vulnerability
Scoring System (CVSS) framework.

8. The method according to claim 1, wherein determining
the initial probability of the at least one state node comprises
calculating a probability estimate for the at least one state
node as a proportion of a cumulative number of vulnerabili-
ties in the computing system over a number of years.

9. The method according to claim 1, wherein determining
the initial probability of the at least one state node comprises
identifying a probability estimate for the at least one state
node from a reference dataset.

10. The method according to claim 1, further comprising
calculating the probability of the vulnerability being
exploited or a probability of the vulnerability being patched
based on the non-linear model.

11. The method according to claim 10, further comprising
communicating the particular time, the probability of the
vulnerability being exploited, or the probability of the vul-
nerability being patched to an information technology spe-
cialist to take remedial measures.

12. A system to develop a model for predicting exploit-
ability, comprising:

a memory device configured to store computer-readable

instructions thereon; and

at least one processing device directed, through execution

of the computer-readable instructions, to:

construct a vulnerability life cycle graph, the vulner-
ability life cycle graph including a plurality of state
nodes each representative of a state of a vulnerability
in a computing system;

determine an initial probability of at least one state
node among the plurality of state nodes;

develop an absorbing transition probability matrix
based on the vulnerability life cycle graph and the
initial probability of the at least one state node;

10

15

20

25

30

35

40

45

28

evaluate a vulnerability life cycle associated with the
computing system using the absorbing transition
probability matrix to determine a probability of the
vulnerability of the computing system being
exploited at a particular time; and

develop a non-linear model to determine the probability
of the vulnerability being exploited at the particular
time.

13. The system according to claim 12, wherein the at least
one processing device is further configured to iterate the
absorbing transition probability matrix over a number of
cycles using a Markovian process until the absorbing tran-
sition probability matrix reaches a steady state.

14. The system according to claim 12, wherein the at least
one processing device is further configured to iterate the
absorbing transition probability matrix over a number of
cycles until the absorbing transition probability matrix
reaches a steady state, wherein each of the number of cycles
is representative of a period of time.

15. The system according to claim 12, wherein the at least
one absorbing state node comprises at least one of a patched
state node or an exploited state node.

16. A method to develop a model for predicting exploit-
ability, comprising:

constructing a vulnerability life cycle graph, the vulner-

ability life cycle graph including a plurality of state
nodes each representative of a state of a vulnerability in
a computing system;

determining an initial probability of at least one state node

among the plurality of state nodes;
developing an absorbing transition probability matrix
based on the vulnerability life cycle graph and the
initial probability of the at least one state node;

iterating the absorbing transition probability matrix over
a number of cycles until the absorbing transition prob-
ability matrix reaches a steady state; and

developing a non-linear model to determine a probability

of the vulnerability of the computing system being
exploited at a particular time.

17. The method according to claim 16, wherein the
iterating provides a probability metric of the vulnerability
being exploited as a function of time and a probability metric
of the vulnerability being patched as a function of time.

18. The method according to claim 16, wherein determin-
ing the initial probability of the at least one state node
comprises calculating a probability estimate for the at least
one state node for at least one category of the Common
Vulnerability Scoring System (CVSS) framework.
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