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weak pseudo random number generators at the signer’s side.
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ENERGY-AWARE DIGITAL SIGNATURES

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority to and incorporates
entirely by reference U.S. Provisional Patent Application
Ser. No. 62/788,572 filed on Jan. 4, 2019, and entitled
Energy-Aware Digital Signatures.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

None.
FIELD

One non-limiting goal of this disclosure is to devise an
energy-aware and compact digital signature scheme that can
meet some of the stringent battery and memory requirements
of highly resource-limited devices connected on a network
(e.g., implantable medical devices and other instruments
collectively called the Internet of Things (IoT)) that must
operate for long time periods with a minimal intervention.

BACKGROUND

It is essential to provide authentication and integrity
services for emerging Internet of Things (IoT) systems that
include resource-constrained devices. Due to their compu-
tational efficiency, symmetric key primitives (e.g., message
authentication codes) are usually preferred for such systems.
On the other hand, these primitives might not be scalable for
large and ubiquitous systems, and they also do not offer
public verifiability and non-repudiation properties, which
are essential for some loT applications [1], [2], [3]. For
instance, in financial IoT applications and implantable medi-
cal devices, digital forensics (e.g., legal cases) need non-
repudiation and public verifiability [2], [3], [4]. Moreover,
such systems may include many devices that require scal-
ability.

Digital signatures rely on public key infrastructure and
achieve a scalable authentication with non-repudiation and
public verifiability. Therefore, they are an ideal authentica-
tion tool for security and safety critical IoT applications. On
the other hand, most of the compact digital signatures (e.g.,
elliptic curve (EC) based signatures) require costly opera-
tions such as elliptical curve scalar multiplication and addi-
tion during signature generation. It has been shown [5], [6],
[7], and further demonstrated by our experiments that, these
operations can be energy costly, and therefore, can nega-
tively impact the battery life of highly resource-limited
embedded devices. For instance, as one of the many poten-
tial applications, embodiments herein can refer to a
resource-limited sensor (e.g., a medical device [1]) that
frequently generates and digitally signs sensitive data (medi-
cal readings), which are verified by a resourceful cloud
service provider.

There are two main lines of work to offer authentication
for embedded medical devices: symmetric key primitives
(e.g., MACs) and public key primitives (e.g., digital signa-
tures).

One-time signatures (e.g., [6], [26], [27]) offer high
computational efficiency, but usually have very large key
and signature sizes that hinder their adoption in implantable
medical devices. Moreover, they can only sign a pre-defined
number of messages with a key pair, which introduce key
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2

renewal overhead. The extensions of hash-based one-time
signatures to multiple-time signatures (e.g., SPHINCS [28]
have extreme signing overhead, and therefore are not suit-
able for medical implantables. Some MAC based alterna-
tives (e.g., TESLA [29], [30]) use time asymmetries to offer
computational efficiency and compactness, they cannot offer
non-repudiation and requires a continuous time synchroni-
zation. Elliptical Curve-based digital signatures (e.g., [11],
[25], [31], [32], [33]) are currently the most prevalent
alternatives to be used on embedded devices due to their
compact key/signature sizes and a better signing efficiency
compared to other standard signatures (e.g., RSA, multiple-
time signatures).

There is a critical need for lightweight signatures that can
meet the computation, memory and battery limitations of
these IoT applications.

SUMMARY

Embodiments herein proposed ESEM, that achieves the
least energy consumption, the fastest signature generation
along with the smallest signature among its ECC-based
counterparts. ESEM is also immune to side channel attacks
aiming EC operations/exponentiations as well as to weak
pseudo random number generators at the signer 100°s side.
Embodiments herein believe ESEM is highly preferable for
applications wherein the signer 100 efficiency is a para-
mount requirement, such as implantable medical devices.
Embodiments herein implemented ESEM and its counter-
parts both on a resource-contrained device commonly used
in medical devices (i.e., 8-bit AVR ATmega 2560 microcon-
troller) and a commodity hardware. Our experiments vali-
date the significant energy efficiency and speed advantages
of ESEM at the signer 100’s side over its counterparts.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are in and constitute
a part of this specification, illustrate certain examples of the
present disclosure and together with the description, serve to
explain, without limitation, the principles of the disclosure.
Like numbers represent the same element(s) throughout the
figures.

FIG. 1 is a schematic representation of a network of
member computers and verifier 150 parties as disclosed
herein.

FIG. 2A is a schematic representation of the efficiency for
various algorithms used to authenticate data updates at any
one of the primary computer, member computers, or verifier
150 party computers as disclosed herein.

FIG. 2B is a schematic representation of the efficiency for
various algorithms used to authenticate data updates at any
one of the primary computer, member computers, or verifier
150 party computers as disclosed herein.

FIG. 3 is a schematic representation of a computer envi-
ronment in which the details of this disclosure are operable.

DETAILED DESCRIPTION

The following description of the disclosure is provided as
an enabling teaching of the disclosure in its best, currently
known embodiment(s). To this end, those skilled in the
relevant art will recognize and appreciate that many changes
can be made to the various embodiments of the embodi-
ments described herein, while still obtaining the beneficial
results of the present disclosure. It will also be apparent that
some of the desired benefits of the present disclosure can be
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obtained by selecting some of the features of the present
disclosure without utilizing other features. Accordingly,
those who work in the art will recognize that many modi-
fications and adaptations to the present disclosure are pos-
sible and can even be desirable in certain circumstances and
are a part of the present disclosure. Thus, the following
description is provided as illustrative of the principles of the
present disclosure and not in limitation thereof.

Terminology

Unless defined otherwise, all technical and scientific
terms used herein have the same meaning as commonly
understood to one of ordinary skill in the art to which this
disclosure belongs.

As used in the specification and claims, the singular form
a,” “an,” and “the” include plural references unless the
context clearly dictates otherwise. For example, the term “an
agent” includes a plurality of agents, including mixtures
thereof.

As used herein, the terms “can,” “may,” “optionally,”
“can optionally,” and “may optionally” are used inter-
changeably and are meant to include cases in which the
condition occurs as well as cases in which the condition does
not occur. Thus, for example, the statement that a formula-
tion “may include an excipient” is meant to include cases in
which the formulation includes an excipient as well as cases
in which the formulation does not include an excipient.

Ranges can be expressed herein as from “about” one
particular value, and/or to “about” another particular value.
When such a range is expressed, another embodiment
includes from the one particular value and/or to the other
particular value. Similarly, when values are expressed as
approximations, by use of the antecedent “about,” it will be
understood that the particular value forms another embodi-
ment. It will be further understood that the endpoints of each
of the ranges are significant both in relation to the other
endpoint, and independently of the other endpoint. It is also
understood that there are a number of values disclosed
herein, and that each value is also herein disclosed as
“about” that particular value in addition to the value itself.
For example, if the value “10” is disclosed, then “about 10”
is also disclosed.

Publications cited herein are hereby specifically by ref-
erence in their entireties and at least for the material for
which they are cited.

Authentication is vital for the Internet of Things (IoT)
applications involving medical and financial systems and
other environments utilizing sensitive, confidential informa-
tion. Digital signatures offer scalable authentication with
non-repudiation (i.e., no deniability of any verifier 150) and
public verifiability, which are necessary for auditing and
dispute resolution in such IoT applications. However, digital
signatures have been shown to be highly costly for low-end
devices used in IoT, especially when embedded devices
(e.g., medical implants, wireless sensors, RF tags) must
operate without a battery change for a long time or use
renewable sources of energy such as small solar cells.

This disclosure proposes a new digital signature scheme
referred to as Energy-aware Signature for Embedded Medi-
cal devices (ESEM) that achieves a near-optimal signer 100
efficiency. Specifically, ESEM signature generation does not
require any costly operations (e.g., elliptic curve (EC) scalar
multiplication/addition), but only a “small-constant” num-
ber of pseudo-random function calls, additions, and a single
modular multiplication. ESEM has the smallest signature
among its EC-based counterparts with an identical private

13

5

10

15

20

25

30

35

40

45

55

60

65

4

key size. This disclosure achieved this, in part and without
limiting the embodiments, by eliminating the commitment
value from the signing procedure for Schnorr-type signa-
tures. This advancement occurred, in at least one embodi-
ment, via a distributed construction at the verifier 150
without interaction with the signer 100, while permitting a
constant-sized public key. This proved that ESEM is secure
(in random oracle model), and test examples fully imple-
mented it on an 8-bit AVR AT-mega 2560 microcontroller
(AVR) that is commonly used in medical devices, for
example and without limiting the disclosure to one single
embodiment or use. Experiments showed that ESEM
achieves 8.4 times higher energy efficiency over its closest
counterpart while offering a smaller signature and code size.
Hence, ESEM can be suitable for deployment on highly
resource limited embedded devices in critical IoTs.

Design objectives for this disclosure optionally include
some or all of the resource considerations explained below,
but these objectives are not considered to be limiting or
exclusive requirements in any way:

(1) In one non-limiting embodiment, the signature gen-
eration should not require any costly operation (e.g., expo-
nentiation, elliptical curve (EC) operations), but only sym-
metric cryptographic functions and basic arithmetics (e.g.,
modular addition).

(i) In another non-limiting embodiment, the low-end
devices are generally not only computation/battery limited
but also memory limited. Hence, in one sense, i.e., objective
(1) above should be achieved without consulting pre-com-
puted storage (e.g., Boyko-Peinado-Venkatesan (BPV)
tables [8], or online/offline signatures [9]).

(ii1) In another non-limiting embodiment, the signing
should not draw a new randomness [10] to avoid potential
hurdles of weak pseudo-random number generators.

(iv) In another non-limiting embodiment, the size of the
signature should be small and constantly-sized as in
Schnorr-like signatures.

(v) In another non-limiting embodiment, the size of public
key should be constant.

This disclosure shows, therefore, a new digital signature
scheme referred to, without limitations, as Energy-aware
Signature for Embedded Medical devices (ESEM), which is
ideal for the signature generation on highly resource-limited
IoT devices. The term “medical” in the acronym ESEM is
used only as one example of the environment in which the
techniques described herein are applicable. The phrase
“Energy-aware Signature for Embedded Medical devices”
and acronym “ESEM,” therefore, are used for illustration
purposes only, and neither the phrase nor the acronym limits
this disclosure to any particular context. Another subject
area or environment could use different phrases and acro-
nyms and remain within the scope of the disclosure herein,
including the claimed embodiments below.

The research shows that the realizations of Schnorr-like
signatures on efficient elliptic curves (e.g., FourQ [11]) are
currently the most efficient solutions, and a generation of the
commitment value via a scalar multiplication is the main
performance bottleneck in these schemes.

One idea developed herein is to completely eliminate the
generation, storage and transmission of this commitment
from the signing of Schnorr signatures. To achieve this, the
method of this disclosure first develops a new algorithm that
called Signer Non-interactive Distributed BPV (SNOD-
BPV), which permits a distributed construction of the “com-
mitment” for a given signature at the verifier 150°s side,
without requiring any interaction with the signer 100. Next,
the method transforms the signature generation process such
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that the correctness and provable security are preserved once
the commitment value is separated from message hashing
and SNOD-BPV is incorporated into ESEM. Results prove
that ESEM is secure in the random oracle model [12] under
a “semi-honest” distributed setting for SNOD-BPV. The
term semi-honest refers to the fact that a fully “honest”
verification requires all of the verifier 150 participants to
ensure a signature is valid. Neither the signer 100 nor any
one verifier 150 party can be the only participant in the
authentication process, so no single entity can be considered
“fully” honest. The fully honest authentication relies on a
team of “semi-honest” verifying parties 175.

By implementing ESEM and its counterparts both on an
AVR ATmega 2560 microcontroller (as one non-limiting
example of microcontrollers available) and a commodity
hardware, the data provided a detailed comparison below.
This disclosure showed experiments to assess the battery
consumption of ESEM and its counterparts when they are
used with common IoT sensors (e.g., a pulse and pressure
sensor).

Desirable Properties of ESEM:

The desirable properties, which do not limit the disclosure
in any way, follows. Table I gives a high-level comparison
of ESEM with its counterparts in terms of signing efficiency
on 8-bit AVR processor:

TABLE 1

10

15

20

6

signer 100, it is not vulnerable to these types of attacks. (ii)
The security of Schnorr-like signatures are sensitive to weak
random number generators. The signing of ESEM does not
consume a new randomness (as in [10]), and therefore can
avoid these problems. (iii) This disclosure proves that ESEM
is EU-CMA secure in the random oracle model [12].

Potential Use-Cases:

In many IoT applications, extending the battery life of
low-end sensors (i.e., signer 100s) is a priority, while verifier
150s generally use a commodity hardware (e.g., a server,
tablet) with reasonable storage and communication capa-
bilities. In particular, the energy efficiency is a vital concern
for embedded medical devices, as they are expected to
operate reliably for long periods of time. Currently, sym-
metric cryptography is preferred to provide basic security
services for such devices [14]. At the same time, the ability
to produce publicly verifiable authentication tags with non-
repudiation is a desirable property for medical systems [2],
[3], [4] (e.g., digital forensics and legal cases). Moreover, a
scalable integration of various medical apparatuses to the
IoT realm will receive a significant benefit from the ability
to deploy digital signatures on these devices [1]. ESEM
takes a step towards meeting this need, as it is currently the
most energy efficient alternative with small signature and
private key sizes. Traditional wireless sensor networks and

Signature generation performance of ESEM and its counterparts on AVR ATmega 2560 microcontroller

Scheme CPU cycles  Signing Speed (ms) Code Size (Byte) Signature Size (Byte) Private Key (Byte) CPU energy (ml)
ECDSA 79 185 664 4949 11 990 64 32 494.91
BPV-ECDSA 23519 232 1470 27912 64 10 272 146.99
Ed25519 34342 230 2146 17 373 64 32 214.64
SchnorrQ 5174 800 323 29 894 64 32 32.34
ESEM 616 896 38 18 465 48 32 3.85

We use low-arc implementations due to the memory constraints of ATmega 2560. Note the ESEM does not store sny pre-computed components (e.g., BPV

tables)

Signing and Energy Efficiency:

The signature generation of ESEM does not require any
elliptical curve (EC) operations (e.g., scalar multiplication,
addition) or exponentiation, but only pseudorandom func-
tion (PRF) calls, modular additions and a single modular
multiplication. Therefore, ESEM achieves the lowest energy
consumption among their counterparts. For example, ESEM
consumes 8x and 55x less battery than SchnorrQQ, and
Ed25519, respectively. The disclosed experiments indicate
that ESEM can substantially extend the battery life of
low-end devices integrated with loT applications (see Sec-
tion V). Similarly, ESEM is at least a magnitude of times
faster than Ed25519 both in an 8-bit microcontroller and
commodity hardware. This gap further increases when our
high-speed variant ESEM?2 is considered.

Small Private Key and Signature Sizes:

ESEM has the smallest signature size among its counter-
parts (48 Bytes for k=128) with an identical private key size.
ESEM does not require any pre-computation tables to be
stored at the signer 100, and therefore it is significantly more
storage and computation efficient than schemes relying on
BPV at the signer 100°s side. Moreover, ESEM has a small
signer 100 code size since it only requires symmetric
primitives and basic arithmetics.

High Security:

(1) Side-channel attacks exploiting the EC scalar multi-
plication implementations in ECDSA were proposed [13].
Since ESEM does not require any EC operations at the

40

45

55

IoT sensors pervasively deployed in smart cities are also
expected to receive a benefit from ESEM.

Miscellaneous:

The signature verification of ESEM is distributed,
wherein a verifier 150 reconstructs the commitment value of
a signature with L number of parties. However, as confirmed
with our experiments, this only results in a few milliseconds
of delay at the verifier 150. Moreover, the signer 100 does
not need an interaction with any parties to compute signa-
tures. Parties aiding the verification are assumed to be
“semi-honest” and non-colluding (as in traditional semi-
honest secure multi-party computation). In one example
case, even (L-1) parties collude, ESEM remains EUCMA
secure. Since ESEM is designed for a near-optimal signer
100 performance, this disclosure shows to a reasonable
certainty that ESEM is suitable for its target applications as
outlined above, where a few milliseconds of delay and
interaction can be tolerated at the verifier 150.

Next, this disclosure presents one non-limiting proposed
scheme for Energy-aware Signature for Embedded Medical
devices (ESEM).

A. Notation and Definitions

Notation: || and Ix| denote concatenation and the bit length
of variable x, respectively. x<—*S means variable x is ran-
domly selected from set S. S| denotes the cardinality of set
S. This disclosure denotes by {0,1}* the set of binary strings
of any finite length. The set of items g, for (i=0 to n-1) is
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denoted by {q,},_;""log x and means log, x. A%~

denotes algomhm A is provided with oracles O, to O,. For

example, AS-5&%( ) denotes algorithm A is pr0V1ded with

a signing oracle of algorithm Sig of signature scheme SGN

under a private key sk. A pseudo-random function (PRF) is

defined and three hash functions to be used in one non-
limiting example schemes as follows:

PRF,: {0,1}.—={0,1}%, H, {01}*—={0,1}*, H;:
{0.1}*—{0,1}""% and H,: {0,1}*—Z*_, where 1<v<n are
integers.

Definition 1. A signature scheme SGN is a tuple of three
algorithms (Kg, Sig, Ver) defined as follows:
(sk,PK)«—SGN.Kg(1%): Given the security parameter 1%,
the key generation algorithm returns a private/public key
pair (sk,PK).
0<—SGN.Sig(m,sk): The signing algorithm takes a message
m&{0,1}* and a sk, and returns a signature o©.
b<—SGN.Ver(m,o,PK): The verification algorithm takes a
message m, signature o and the public key PK as input. It
returns a bit b: 1 means valid and O means invalid. This is
based in part on Schnorr signature [15].

Definition 2. Schnorr signature scheme is a tuple of three
algorithms (Kg, Sig, Ver) defined as follows:
(v,Y)<Schnorr.Kg(1%): Given 1¥ as the input,

1) The system-wide params<—(q,p,ct), where q and p are
large primes such that p>q and ql(p-1), and a generator o
of the subgroup G of order q in Z *,,.

2) Generate private/public key pair

(y 2 Z;, Y « a” mod p).

Suppress parameters afterwards for the brevity.
(0<=Schnorr.Sig(m,y): Given m&{0,1}* and y as the input,
it returns a signature 0=(s,e), where I: {0, 1}*—=Z*_ is a
full domain hash function.

1) resz*q, R<a” mod p.

2) e=—H(m|[R), s<=—(r-e'y) mod q.
b<—Schnorr.Ver(m,hs,ei,Y): The signature verification algo-
rithm takes m, hs,ei and Y as the input. It computes
R°<Y*°c* mod p and returns a bit b, with b=1 indicating
valid, if e=H(m)|[R®) and b=0 otherwise. This method uses
Boyko-Peinado-Venkatesan (BPV) generator [8].

Definition 3. The BPV generator is a tuple of two algo-
rithms (Offline, Online) defined as follows:

(T',v,n,q,p)<—BPV.Oflline(1%): The offline BPV algorithm
takes 1¥ as the input and generates system-wide parameters
(g, p, ) as in Schnorr. Kg(1%) step 1.

BPV parameters n and v are the number of pairs to be
pre-computed and the number of elements to be randomly
selected out n pairs, respectively, for 2<v<n.

£ i‘_$Z*q,

R~a’"mod p, i=0, ..., n-1.

Set pre-computation table I'={r,, R;},_,"*.

(t,R)«<—BPV.Online(I', v, n, q): The online BPV algorithm
takes the table I" and (v, n, q) as input.

Generate a random set S ©[0,n-1], where ISI=v.

peF i csr; mod g, R—2,cR,.

Lemma 1. The distribution of BPV output r is statistically
close to the uniform random distribution with an appropriate
choice of parameters (v,n) [8].

B. System and Security Model

As depicted in FIG. 1, one non-limiting system model
includes a highly resource-limited signer 100 100 that
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computes signatures to be verified by any receiver. The
system model also includes 1 distinct parties (P, . . ., P,) that
are involved in signature verification. In the line of [16],
after the initialization phase, one considers a synchronous
network which consists of a client (verifier 150 in ESEM)
and semi-honest servers P=(P,, . .., P)). In this non-limiting
example, assume that the communication channels are
secure.

The security notion for a digital signature is Existential
Unforgeability against Chosen Message Attack (EU-CMA)
[17].

Definition 4. Existentially Unforgeability under Chosen
Message Attack (EU-CMA) experiment Exptg,/~2" <" for
a signature scheme SGN=(Kg, Sig, Ver) is defined as fol-
lows.

(sk,pk)<—SGN.Kg(15)

(Mo,0:) A 5100, PF)

A wins the above experiment if 1«<—SGN.Ver(M*,0%* pk) and
m* was not queried to SGN. Sig(.) oracle. The EMU-CMA
advantage Adv (SGN to EU-CMA) of A is defined as

Pr{Expt(SGN to EU-CMA)=1].

Definition 5. A protocol is t-private [16] if any set of
parties S with |SIst would not be able to compute or achieve
any output or knowledge any different than what they could
have done individually from their set of private input and
outputs.

Assumption 1. In one non-limiting embodiment, this
disclosure may assume that the servers are honest-but-
curious and generally always follows the protocol, but try to
learn as much as possible from the shared or observed
information.

For t=1-1, where 1 is the total number of the servers, our
proposed scheme is t-private. The signature generation in
our scheme does not require the participation of the servers.
In other words, the signer 100 100 does not need to interact
with any of the 1 servers during the signature generation. The
participation of all the 1 servers is however required on the
verifier 150’s side.

A. High-Level Design

Schnorr-like signatures with implementations on recent
ECs (e.g., FourQ[11]) are currently among the most efficient
and compact digital signatures. Hence, Embodiments herein
take them as our starting point. In these schemes, the signer
100 100 generates a random value r and its commitment
R=c" mod p, which is incorporated into both signing and
verification (as an input to hash along with a message). This
exponentiation (EC scalar multiplication) constitutes the
main cost of the signature generation, and therefore embodi-
ments herein aim to completely eliminate it from the sign-
ing. However, this is a highly challenging task.

1) Commitment Generation without Signer Interaction:

The elimination of commitment R from the signing per-
mits removal of EC operations such as scalar multiplication/
additions. It also eliminates the transmission of R and a
storage of BPV table at the signer 100. However, the
commitment is necessary for the signature verification.
Hence, the verifier 150 should obtain a correct commitment
for each signature with the following requirements: (i) The
verifier 150 cannot interact with the signer 100 to obtain the
commitment (i.e., the signer 100 does not have it). (ii) The
signer 100 non-interactive construction of the commitment
should not reveal the ephemeral randomness r. (iii) Unlike
some multiple-time signatures [6], the verifier 150 should
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not have a pre-fixed limit on the number of signature
verifications and/or a linear-size public key.

Embodiments herein propose a new algorithm that
embodiments herein refer to as SNOD-BPYV, to achieve these
requirements. Our idea is to create a distributed BPV tech-
nique that permits a set of parties to construct a commitment
on behalf of the signer 100. This distributed scheme permits
the verifier 150s to obtain the corresponding commitment of
a signature from these parties on demand without revealing
r or an interaction with the signer 100. Embodiments herein
elaborate on SNOD-BPV in Section III-B.

2) Separation of the Commitment from Signature Genera-
tion with SNOD-BPV:

The commitment value is generally used as a part of
message hashing (e.g., HM|RR) in Schnorr) in Schnorr-like
signatures. To eliminate R from the signature, the commit-
ment must be separated from the message. However, the use
of commitment in the message hashing plays a role in the
security analysis of Schnorr-like signatures. Moreover, the
removal of commitment R from the signing while using r
with SNOD-BPV algorithm requires a design adjustment.

Embodiments herein propose our main scheme ESEM
that achieves these goals. In the line of [6], embodiments
herein use a one-time random value x in the message
hashing, but also devise an index encoding and aggregate
BPV approach to integrate SNOD-BPV into signature gen-
eration. This permits a constant-size public key at the
verifier 150 without any interaction with the signer 100.
Embodiments herein give the details of ESEM in Algorithm
2.

B. Signer NOn-Interactive Distributed BPV (SNOD-BPV)

Embodiments herein conceive SNOD-BPV as a distrib-
uted realization of BPV where L parties hold n public values
(Rij™*, _1,~1) of “L” BPV tables, and then can collabora-
tively derive R without learning its corresponding private
key r unless all of them collude. Embodiments herein stress
that one cannot simply shift the storage of public values in
a BPV table to a single verifier 150. This is because the
indexes needed to compute the commitment R should
remain hidden in order to protect r[18]. Embodiments herein
overcome this challenge by creating a distributed BPV
approach that can be integrated into a Schnorr-like signature.
At SNOD-BPV.Oflline, in step 2, the secret key (y) is used
as a seed to derive L secret Values (Z)* —1- Bach 7, is used to
determlmstlcally generate secret BPV values (n,] —1y=1
i=1, j=1), whose corresponding public values (Ri,j)"*,_, -1
are computed in step 4-5 and given to parties (P,-P;)

At the online phase, the sender (i.e., signer 100) generates
the aggregated r on its own and the receiver (i.e., verifier
150) generates the aggregated R cooperatively with the
parties (P1-PL). The sender first derives a random value x
from a keyed hash function (at SNOD-BPV.Sender Step 1),
and then deterministically derives z, values (Step 3) as in
SNOD-BPV.Oflline. Sender uses the z,, that is only shared
with the corresponding party, and the one-time random value
X to generate the set (indexes) to be used to aggregate the
values. This step is of high importance since this way, the
sender commits to the one-time random value x. Sender
repeats this process for all 1 parties and aggregates (adds) all
the corresponding ri;j s to derive the resulting r (Step 5).

The verifier 150 proceeds as follows to generate the
corresponding R=a” mod p. At step 1 in SNOD-BPV.
Receiver, the verifier 150 communicates with L parties to
derive each Rj from them. Upon request, parties first derive
the same set (indexes) as the sender (Step 1 in SNOD.Pj-
Construct). Then, each party aggregates the corresponding
Ri,j that were assigned to them in SNOD-BPV. Ofiline, and
returns the results to the verifier 150. The verifier 150
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aggregates all these values at step 2, to derive the corre-
sponding R. Please note that only the parties can create the
set (indexes) since only they have their corresponding z,
values. Moreover, since all servers provide R; that can be
generated only by them, unless all of the servers collude,
they cannot learn any information about the other indexes or
the secret value r. This makes our scheme t-private.

TABLE 2

Algorithm 1

Algorithm 1 Signer Non-Interactive Distributed BPV (SNOD-BPV)
(Aq,...,A7)) =< SNOD-BPV. Offline(1%,y,v,n):

(Given K, secret key y, and parameters (v, n) generate
pre-computation tables).

1: forj=1,.,1do

2: z; <= PREq(yllj)

3: fori=1,..,ndo

4: 1;; = PRF(z,lli)

5: Ri,j < o mod p

6: Set A; = (z;,v, <RypenR, )

7: return each A, to corresponding party P;
(1,x) < SNOD-BPV. Sender(sk)

1: x < Hy(sklle), c < c + 1

2: forj=1,.,vdo

3: z; <= PRE(skllj)

4: (izj5memslyy) = Hi(Z,11%)

5: r < 2 (k=1 to v) 2 (j=1 to 1) PRF(zjlliz;) mod q
6: return r

R™; <= SNOD.P-Construct (A;x):

leen x and A;, each party P; returns R”;.

1: (igjseslyy) = Hy(zl1x)

2: R7j = II (k=1 to v) R(i(y,) to j) mod p

R < SNOD.BPV.Receiver(x)
Given x, retrieve its commitment R under PK from (P,...,P)).
1: Verifier sends x to the parties, and each party P; returns R7; <
SNOD.P - Constmct(A X) forj=1,.,.
2: R < TII_,'R™ jmod p
3: returmn R

Algorithm 1 as set forth in Table 1 above is an example
of Signer NOn-interactive DistributedBPV (SNOD-BPV).
The algorithm is set forth in text form below for appropriate
publication, search and copy purposes.

A)<SNOD-BPV. Offline(1¥ y,vn):

(Using a given k, secret key y, and parameters (v, n) generate
pre-computation tables).

1: forj=1,.,1do

2: z; <= PREq(yllj)

3: fori=1,..,ndo

4: 1;; — PRFq(z;l1i)

5: Ri,j < ari,j mod p

6: Set A; = (z;,v,h Ry j,....R,, i)

7: return each A, to corresponding party P;
(1,x) < SNOD-BPV. Sender(sk):

1: x < Hy(sklle), c < c + 1

2: forj=1,.,vdo

3: z; < PRE(skllj)

4: (i jreoolyy) == Hy(z;11x)

5: r < Summation (k 1 to v) Summation (j=1 to [)

PRF(zjlliz;) mod q

6: return r

R7; == SNOD.P-Construct (A;x):
iven x and A, each party P; returns R™,.
(i7jsemslvy) = Hi(z, HX)
R7j < II (k=1 to V) R(i(x) to j) mod p
R < SNOD- BPVRecelver(X)
Given x, retrieve its commitment R under PK from (P,...,P)).

G
1:
2

1: Verifier sends x to the parties, and each party P; returns
R7; <~SNOD.P-Construct(A;,x) for j = 1,...,1.

2: R < Qlj=1 R7j mod p

3: return R.
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TABLE 3

Algorithm 2

Algorithm 2 Energy-aware Signature for Embedded
Medical devices (ESEM)
(sk,PK,A ,...,A) < ESEM.Kg(1*):
(y, Y) < Schnorr.Kg(1%), where (q, p, @) as in Schnorr. Kg.
Select (v, n) such that (,”) = 2*
(A[,...,A;)) < SNOD-BPV. Offline (1%, y, v, n)
The signer 100 stores sk = (y) and (v, n, q, ¢ = 0).
he verifier 150 stores PK =Y and (v, n, q, p, o).
o < ESEM.Sig(m,sk):
1: (r,x) < SNOD-BPV.Sender(y)
: s « r - Hy(mllx) - y mod q
3: return © = (s,X).
{0,1} < ESEM.Ver(m, o, PK):
1: R < SNOD-BPV.Receiver(x)
2: if R = Y209 . o mod p, return 1, else return 0.

1
2
3
4
T

Algorithm 2 set forth in Table 3 above is one non-limiting
example of this disclosure implemented as a non-limiting
Energy-aware Signature for Embedded Medical devices
(ESEM) for a medical environment. As noted above, addi-
tional environments are equally available to use the systems,
methods and apparatuses of this disclosure. The algorithm is
set forth in text form below for appropriate publication,
search and copy purposes.

(sk, PK, A, ..., A) — ESEM.Kg(1%):
(¥, Y) < SchnorrKg(1%), where (q, p, @) as in Schnorr. Kg.
Select (v, n) such that (,”) = 25
(A, ...,A) < SNOD-BPV. Offline (1%, y, v, n)
The signer 100 stores sk = (y) and (v, n, q, ¢ = 0). The
verifier 150 stores PK =Y and (v, n, q, p, ).
o < ESEM.Sig(m,sk):
1: (r,x) <= SNOD-BPV.Sender(y)
: s « r - Hy(mllx) - y mod q
3: return © = (s,X).
{0,1} < ESEM.Ver(m, o, PK):
1: R < SNOD-BPV.Receiver(x)
2: if R = Y209 . o mod p, return 1, else return 0.

E

C. Energy-Aware Signature for Embedded Medical
Devices

Embodiments herein summarize our main scheme ESEM
(see Algorithm 2), which permits a near-optimal signing by
integrating SNOD-BPV into Schnorr signature with alter-
nations.

During key generation, secret/public key pair (y, Y) and
BPV parameters are generated (Step 1-2), followed by
SNOD-BPV.Oflline(.) algorithm to obtain the distributed
BPV public values to be stored by parties (P,-P;). In
ESEM.Sig(.) the signer 100 generates the ephemeral random
value r and one-time randomness x to be used as the
commitment.

Instead of the commitment in Schnorr (R), the signer 100
uses X as the commitment in Step 2. This separation of the
commitment R from the message hashing is inspired from
[6]. Note that, unlike the multiple-time signature in [6] that
can only compute a constant pre-determined number of
signatures with a very large linear-size public key, ESEM
can compute polynomially unbounded number of signatures
with a small constant public key size. Finally, the verifier
150 first calls the SNOD-BPV. Receiver( ) algorithm to
generate the public value R, by collaborating with the
parties. The signature verification, which is similar to
Schnorr with the exception of the commitment x, is per-
formed at Step 2.
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1) ESEM2: Embodiments herein point out a trade-off
between the private key size and signing speed, which can
increase the signature generation performance with the cost
of some storage. The signer 100 can store private keys
(r; J)"’Li:1 s—1) in the memory, and therefore avoid
v-LL PRF invocations. We refer to this simple variant as
ESEM2. An extra storage of 12 KB can boost the perfor-
mance of ESEM commodity hardware.

Security Analysis

Lemma 2. The scheme proposed in Algorithm 1 is t-pri-
vate (in the sense of Definition 5) with regard to r and
therefore, it can resist against 1-1 colluding servers.

Proof. The random values {r, ==PRF 0(z [[i)} -, ,,”" are
generated uniformly at random in the SNOD-BPV.Offline(.)
via private seed z,, which is given to each server P,. The
security of SNOD-BPV (i.e., ESEM) relies on the secrecy of

r«—Zl: Zn: rijmodg.

=1 =1

Given eachr, ; is generated uniformly at random via z,’s, and
due to Lemma 1, for the adversary A to infer r, it must know
all 1 private seeds z; or corrupt all the I servers. [
Theorem 1. In the random oracle model, based on
Assumption 1 and Lemma 2, if a polynomial-time adversary
A can break the EU-CMA security of ESEM in time t and
after g, hash and q, signature queries, then one can build
polynomial-time algorithm F that breaks the EU-CMA secu-
rity of Schnorr signature in time t° and q', signature queries.
Adv (from ESEM to EU-CMA)(t,q;,,q,)<Adv (from Schnorr
to EU-CMA)(t, q',),
Proof: If a polynomial-time adversary A breaks the EUCMA
security of ESEM, then one can build another polynomially-
bounded algorithm F that runs A as a subroutine and breaks
Schnorr signature. After setting (y,Y)<—Schnorr.Kg(1%) and
the corresponding parameters (q,p,a), F is run as in Defi-
nition 4 as follows. F handles A’s and other queries in
Definition 4.
Algonthm FSchnorr.Sigy(.)(Y):
Setup: F maintains five lists LM, HL,, HL,, HL, and LW, all
initially empty. LM is a message list that records each
message M to be queried to ESEM.Sig oracle by A. HL,,
HL, and HL., record the input x to be queried to RO(.) oracle
and its corresponding RO(.) answer h, respectively. h«—HL,
(x), for i€{0,1,2}, returns the corresponding RO(.) answer
of x stored in HL,,. LW keeps the record of messages that F
queries to Schnorr.Sig oracle. F sets up RO(.) and simulated
public keys to initialize ESEM.Sig oracle as follows:
Setup RO(.) Oracle: F implements a function H-Sim to
handle RO(.) queries. That is, the cryptographic hash func-
tion H is modeled as a random oracle via H-Sim as follows.
h<—H-Sim(x,HL,): If heHL,, for i€{0,1,2}, then H-Sim
returns the corresponding value h<—HL(M). Otherwise, it
returns

nlz
q

as the answer, inserts (M,h) into HL,, respectively.

Setup Simulated Keys:

F selects parameters (v,n) as in ESEM.Kg(.) Step 1, and
works as follows:
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1) Queries Schnorr.Sig”™ on

$
y(®) on w; 4[—Zq‘_,

and receives signatures (soj,hoj), where {R'jeYhfan mod
Ph=o" "

]2) Sets PK<-Y and system-wide public parameters (v,n,
q,p,t) as in ESEM.Kg(.).

3) Sets z<—{0,1}* and y={s', h';},_;"" and f={R"} "~
and inserts {w,},_,"" info LW. F also inserts {wJR',,
h'j]>j:0"‘1 into HL,. F sets the counter c<-0.

Execute (M, 0u)—Aro(y,msmarsig,(PK): F handles
A’s queries and forgery as follows:
Queries of A: A queries RO(.) and ESEM.Sig,(.) on any
message of its choice up to g, and g, times, respectively.
1) Handle RO(.) queries: A queries RO(.) on a message M.
F calls h«-H-Sim(M,HL.,) and returns h to A.
2) Handle ESEM.Sig(.) queries: A queries ESEM.Sig,(.) on
any message of its choice M. If MEHL, then F aborts.
Otherwise, F inserts M into LM and then continues as
follows.

i) x<~H-Sim(z|lc,HL,), (ko, - - . , k,_;)=—H-Sim(z|jx,HL, ),
and fetch {s', b, }, """ from y.

i)

V-1 V-1
h - Z I, modg, 5 « Z 5, modg,
i=0 i=0

put M|x,h) in HL, and return o=(s,x) to A.

Forgery of A: Finally, A outputs a forgery for PK as (M*,0%),
where o*=(s*,x*). By Definition 4, A wins the EU-CMA
experiment for ESEM if ESEM.Ver(M*,0* PK)=1 and
M*&LM

Forgery of F: If A fails, F also fails and returns 0. Otherwise,
given ESEM forgery (M*,0*=hs* x*i) on PK, F checks if
M*||x*&HL,, or x*&HL, holds, F aborts. Otherwise, using
the forking lemma [19], [20], F rewinds A with the same
random tape, to get a new forgery (M*,0=(§, X) ). Given,
both forgery pairs are valid, embodiments herein have:

Ri=(0t,) 0= mod p

R*=(0¥)"a,° mod p

These equations imply the below modular linear equa-
tions.

o=y h*+s* mod ¢

=y +s mod g

F then extracts Schnorr private key y by solving the above
modular linear equations (note that only unknowns are y and
r*). F can further verify Y=o mod p. Given that F extracted
the Schnorr private key, it is trivial to show that F can
produce a valid forgery on any message M**&LW of its
choice on Schnorr public key Y. Therefore, F wins EU-CMA
experiment for Schnorr and returns 1.

Probability Analysis & Transcript Indistinguishability:

F may abort during simulation when A queries the ESEM-
.SigH oracle, if randomly chosen indexes (k,, . . . , k,_;)
already exist in HL,. The probability that happens is (q,-
1)q/2’, 1=v-log n. Based on [20, Lemma 1], embodiments
herein define the success probability of A as ACC. This
probability is defined as ACC=e ,—(q,~1)q/2’, where ¢ is
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the winning probability of A. The probability of F (i.e., &)
for breaking Schnorr is given by:

. ACC? 1
T g 2
€a  Algp—Dgy)
T lan+gs)  2Magn+gs)

A’s view in Algorithm 2 is the public key PK, signatures
0y, . . ., 0,_,) and hash outputs. The public key in the
simulation has the identical distribution as the one in origi-
nal ESEM—they are both the output of the Schnorr.Kg(.)
algorithm. As for the signatures, 0=(s,x), both elements s
and x have the same distribution as in the original scheme.

Performance Analysis

A. Parameter Selection
Embodiments herein select Four Q curve that offers fast
elliptic curve operations (that is desirable for our verification
process, remark that signer 100 has no EC operations) with
128-bit security level [11]. The selection of parameters (v,n)
relies on the number of vout-of-n different combinations
possible. Embodiments herein select n=1024, v=18 for
ESEM and n=128, and v=40 for ESEM,, where both offers
over 2'?® different combinations. Lastly, Embodiments
herein select I=3 (i.e., 3 parties are involved in verification).

B. Evaluation Metrics and Experimental Setup

Evaluation Metrics: Embodiments herein implemented

ESEM and its counterparts both on a low-end device (8-bit
microcontroller) and a commodity hardware. (i) At the
signer 100’s side, the signature generation speed and private
key size were evaluated on both types of devices. The energy
consumption and code size were evaluated on a low-end
device. (i1) The signature size. (iii) At the verifier 150’s side,
the signature verification speed and the size of public key
were evaluated on the commodity hardware.
Note that the time required to transmit the ESEM signature
(only 48 Bytes) is already smaller than all of its counterparts.
Therefore, we do not include this in our experiments. The
bandwidth overhead to construct R between the verifier 150
and 1 parties is only 48 Bytes, and highly depends on the
geographic location of the server (i.e., round trip time).
Embodiments herein conservatively benchmark this net-
work delay and include in our signature verification time,
with an Amazon EC2 server in North Virginia.

Hardware Configurations and Software Libraries:

Embodiments herein selected AVR ATmega 2560 micro-
controller as our low-end device due to its low power
consumption and extensive use in practice, especially for
medical devices [1], [2], [21]. It is an 8-bit microcontroller
with 256 KB flash memory, 8 KB SRAM, 4 KB EEPROM
and maximum clock speed is 16 MHz.

Embodiments herein implemented our schemes using
Rhys Weatherley’s library’, which enables Barrett reduction
to compute modulo q. Embodiments herein used BLAKE2s
as our hash function from the same library, since it is
optimized for low-end devices in terms of speed and code
size [22]. Embodiments herein instantiated our PRF function
as CHACHAZ20 stream cipher [23] which offers high effi-
ciency.

To assess our counterparts, Embodiments herein used
ECDSA implementation in microECC? with which
Embodiments herein also implemented BPV-ECDSA.
Embodiments herein used the implementations on same
microcontroller to assess Ed25519 [24] and SchnorrQ [25].
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Embodiments herein powered the microcontroller with a
2200 mAh power pack. ATmega 2560 operates at a voltage
level of 5 V and takes 20 mA current®. Embodiments herein
verified the current readings taken from datasheets by con-
necting an ammeter between battery and ATmega 2560, and
we observed an insignificant difference.

Therefore, Embodiments herein measured the energy con-
sumption with the formula E=V_I_t where t is the compu-
tation time. To account the variations in time t, Embodi-
ments herein run each scheme 10* times and took the
average.

Embodiments herein also investigated the effect of cryp-
tography on the battery life in some real-life IoT applica-
tions. For this purpose, Embodiments herein measured the
energy consumption of a pulse sensor* and a BMP183
pressure sensor’. We expect that the pulse and pressure
sensors provide some ideas on the use of digital signatures
with sensors in medical devices and daily IoT applications,
respectively.

Commodity Hardware: Embodiments herein used an Intel
17-6700HQ 2:6 GHz processor with 12 GB of RAM as the
commodity hardware in our experiments. Embodiments
herein implemented the arithmetic and curve operations of
our scheme with FourQlib6. Embodiments herein used
BLAKE2b as our hash function since it is optimized for
commodity hardware. Lastly, Embodiments herein instanti-
ated our PRF with AES in counter mode using Intel intrin-
sics. For our counterparts, Embodiments herein used their
base implementations.

As the semi-honest party 175, Embodiments herein used
an Amazon EC2 instance located in North Virginia. Our EC2
instance was equipped with an Intel Xeon ES processor that
operates at 2:4 GHz.

Superscript footnotes for above Pars. 51-54 are as fol-
lows:

1. https://github.com/rweather/arduinolibs/tree/master/li-
braries/Crypto

2. https://github.com/kmackay/micro-ecc

3.  http://www.atmel.com/Images/Atmel-2549-8-bit-AVR-
MicrocontrollerATmega640-1280-1281-2560-
2561_datasheet.pdf

4. https://pulsesensor.com/

5. https://cdn-shop.adafruit.com/datasheets/
1900_BMP183 pdf

6. https://github.com/Microsoft/FourQlib

Performance Evaluation and Comparisons

Low-end Device: Table I shows the results obtained from
our implementations on 8-bit AVR ATmega 2560.

Signature Generation Speed: ESEM has the fastest sign-
ing speed, which is 8:4x and 55x faster than that of
SchnorrQ and Ed25519, respectively.

Energy Consumption of Signature Generation: With a
2200 mAh battery, ESEM can generate nearly 800000
signatures, whereas SchnorrQQ, Ed25519 and ECDSA can
generate only 94482, 14235 and 6173 signatures, respec-
tively. This shows that, ESEM can generate significantly
higher number of signatures with the same battery.

Energy Consumption of Signature Generation versus loT

Sensors: Embodiments herein considered a pulse and a
pressure sensor to exemplify the potential medical and home
automation loT applications, respectively. Embodiments
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herein selected the sampling time (i.e., the frequency of data
being read from the sensor) as every 10 seconds and every
10 minutes for the pulse and pressure sensor, respectively, to
reflect their corresponding use-cases.

Embodiments herein measured the energy consumption
by considering three aspects:

(1) Each sensor by default draws a certain energy as
specified in its datasheet. The pulse sensor operates at 3 V
and draws 4:5 mA of current, while pressure sensor operates
at 2:5V and draws 5 microamps of current. These values are
multiplied by their corresponding sampling rates to calculate
the energy consumption of the sensor.

(i) AVR ATmega 2560 consumes energy to make read-
ings from the sensor as well as during its waiting time.
Embodiments herein measured the time that takes the micro-
controller to have a reading from the sensor as 1 ms.
Therefore, Embodiments herein calculated the energy con-
sumption of the microcontroller on active time as 5V-20
mA-1 ms.

(ii1) ATmega 2560 requires 10 microamps in power-save
mode, which is used to calculate the energy consumption in
the idle time.

Embodiments herein compared the energy consumption
of signature generation and IoT sensors in FIGS. 2a and 25.
ESEM reduces the energy consumption of signature gen-
eration to 2:76% and 9:29% compared to that of pulse and
pressure sensors, respectively.

Observe that, compared with the pressure sensor,
SchnorrQQ as the fastest counterpart of ESEM, requires
46.24%, while Ed25519 demands 85.09% of the energy
consumption. When the pulse sensor is used, while ESEM
requires an almost negligible (2.76%) energy consumption,
its closest counterpart requires 19.29%. The energy effi-
ciency of ESEM also translates into longer battery life in
these applications. More specifically, when pressure sensor
is deployed with ESEM, it takes 511 days to drain a 2200
mAbh battery, while it is 303 days for our closest counterpart
(SchnorrQ). Our experiments show that the existing ECC-
based digital signatures consume more energy than IoT
sensors, which make them the primary source of battery
consumption. On the other hand, ESEM was able to reduce
the signature generation overhead to a potentially negligible
level in some cases, at minimum offering vast improvements
over its counterparts.

Commodity Hardware: Embodiments herein also present
the benchmarks of our schemes and counterparts on a
commodity hardware, as shown in Table 4.

Table 4. 4 System wide parameters params (e.g., p,q,ct) for
each scheme are included in their corresponding codes, and
private key size denote to specific private key size.

TA represents the communication between the verifier 150
and servers. Since the verifier 150 communicates with 1=3
servers, the maximum communication delay is included in
our end-to-end delay. This communication is measured to be
37 ms on average by our experiments, with an Amazon EC2
instance in N. Virginia.
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Experimental performance comparison of ESEM schemes and their counterparts on commodity hardware

Signing  Private Key' Signature  Verifier Verifier Server Server End-to-End
Scheme Time (ps) (Byte) Size (Byte) Comp. (us) Storage (Byte) Comp. (us) Storage (KB)  Delay’ (ps)
ECDSA 725 32 64 927 32 — — 1652
BPV-ECDSA 149 10272 64 927 32 — 1076
Ed25519 132 32 64 336 32 — — 468
SchnorrQ 12 32 64 22 32 — — 34
ESEM 11 32 48 24 32 5 32784 11+24+5+A
ESEM, 4 12416 48 24 32 10 4112 44+24+10+A

Signature Generation: ESEM and ESEM2 schemes offer
the fastest signature generation on commodity hardware as
well. Especially ESEM2 (the high-speed variant where
private key components are stored instead of generating
them from a seed), is 3 times faster than its closest coun-
terpart.

Signature Verification: The signature verification process
in ESEM includes verifier 150 computation, server compu-
tation and the communication between the verifier 150 and
servers. Due to the computational efficiency of FourQ curve,
verifier 150 and server computation of ESEM verification is
highly efficient. Specifically, verifier 150 computation takes
24 microseconds in ESEM and ESEM2; and server compu-
tation takes 5 microseconds, and 10 microseconds for ESEM
and ESEM2, respectively. The communication between
server and verifier 150 is experimented with our commodity
hardware and an Amazon EC2 instance at N. Virginia. This
delay was measured as 37 ms on average. The fastest
verification is observed at SchnorrQ scheme, that is 22
microseconds. This scheme should be preferred if the veri-
fication speed is of high importance. However recall that for
our envisioned applications, the signer 100 efficiency (en-
ergy efficiency) is of top priority and a few ms delay at the
verifier 150 is tolerable.

Exemplary embodiments may include program products
comprising computer or machine-readable media for carry-
ing or having machine-executable instructions or data struc-
tures stored thereon. For example, the sensors and heating
elements may be computer driven. Exemplary embodiments
illustrated in the methods of the figures may be controlled by
program products comprising computer or machine-read-
able media for carrying or having machine-executable
instructions or data structures stored thereon. Such computer
or machine-readable media can be any available media
which can be accessed by a general purpose or special
purpose computer or other machine with a processor. By
way of example, such computer or machine-readable media
can comprise RAM, ROM, EPROM, EEPROM, CD-ROM
or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium which can be
used to carry or store desired program code in the form of
machine-executable instructions or data structures and
which can be accessed by a general purpose or special
purpose computer or other machine with a processor. Com-
binations of the above are also included within the scope of
computer or machine-readable media. Computer or
machine-executable instructions comprise, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
ing machines to perform a certain function or group of
functions. Software implementations of the present disclo-
sure could be accomplished with standard programming
techniques with rule based logic and other logic to accom-
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plish the various connection steps, processing steps, com-
parison steps and decision steps.

It is also important to note that the construction and
arrangement of the elements of the system as shown in the
preferred and other exemplary embodiments is illustrative
only. Although only a certain number of embodiments have
been described in detail in this disclosure, those skilled in
the art who review this disclosure will readily appreciate that
many modifications are possible (e.g., variations in sizes,
dimensions, structures, shapes and proportions of the vari-
ous elements, values of parameters, mounting arrangements,
use of materials, colors, orientations, etc.) without materially
departing from the novel teachings and advantages of the
subject matter recited. For example, elements shown as
integrally formed may be constructed of multiple parts or
elements shown as multiple parts may be integrally formed,
the operation of the assemblies may be reversed or otherwise
varied, the length or width of the structures and/or members
or connectors or other elements of the system may be varied,
the nature or number of adjustment or attachment positions
provided between the elements may be varied. It should be
noted that the elements and/or assemblies of the system may
be constructed from any of a wide variety of materials that
provide sufficient strength or durability. Accordingly, all
such modifications are intended to be included within the
scope of the present disclosure. The order or sequence of any
process or method steps may be varied or re-sequenced
according to alternative embodiments. Other substitutions,
modifications, changes and omissions may be made in the
design, operating conditions and arrangement of the pre-
ferred and other exemplary embodiments without departing
from the spirit of the present subject matter.

It should be understood that while the present disclosure
has been provided in detail with respect to certain illustrative
and specific aspects thereof, it should not be considered
limited to such, as numerous modifications are possible
without departing from the broad spirit and scope of the
present disclosure as defined in the appended claims. It is,
therefore, intended that the appended claims cover all such
equivalent variations as fall within the true spirit and scope
of the embodiments claimed herein.

FIG. 3 shows an exemplary computing environment in
which example embodiments and aspects may be imple-
mented. The computing device environment is only one
example of a suitable computing environment and is not
intended to suggest any limitation as to the scope of use or
functionality.

Numerous other general purpose or special purpose com-
puting devices environments or configurations may be used.
Examples of well-known computing devices, environments,
and/or configurations that may be suitable for use include,
but are not limited to, personal computers, server computers,
handheld or laptop devices, multiprocessor systems, micro-
processor-based systems, network personal computers
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(PCs), minicomputers, mainframe computers, embedded
systems, distributed computing environments that include
any of the above systems or devices, and the like.

Computer-executable instructions, such as program mod-
ules, being executed by a computer may be used. Generally,
program modules include routines, programs, objects, com-
ponents, data structures, etc. that perform particular tasks or
implement particular abstract data types. Distributed com-
puting environments may be used where tasks are performed
by remote processing devices that are linked through a
communications network or other data transmission
medium. In a distributed computing environment, program
modules and other data may be located in both local and
remote computer storage media including memory storage
devices.

With reference to FIG. 3, an exemplary system for imple-
menting aspects described herein includes a computing
device, such as computing device 200. In its most basic
configuration, computing device 200 typically includes at
least one processing unit 202 and memory 204. Depending
on the exact configuration and type of computing device,
memory 204 may be volatile (such as random access
memory (RAM)), non-volatile (such as read-only memory
(ROM), flash memory, etc.), or some combination of the
two. This most basic configuration is illustrated in FIG. 3 by
dashed line 206.

Computing device 200 may have additional features/
functionality. For example, computing device 200 may
include additional storage (removable and/or non-remov-
able) including, but not limited to, magnetic or optical disks
or tape. Such additional storage is illustrated in FIG. 3 by
removable storage 208 and non-removable storage 210.

Computing device 200 typically includes a variety of
computer readable media. Computer readable media can be
any available media that can be accessed by the device 200
and includes both volatile and non-volatile media, remov-
able and non-removable media.

Computer storage media include volatile and non-volatile,
and removable and non-removable media implemented in
any method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Memory 204, removable storage 208,
and non-removable storage 610 are all examples of com-
puter storage media. Computer storage media include, but
are not limited to, RAM, ROM, electrically erasable pro-
gram read-only memory (EEPROM), flash memory or other
memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired information and which can be accessed by comput-
ing device 200. Any such computer storage media may be
part of computing device 200.

Computing device 200 may contain communication con-
nection(s) 612 that allow the device to communicate with
other devices. Computing device 200 may also have input
device(s) 614 such as a keyboard, mouse, pen, voice input
device, touch input device, etc. Output device(s) 616 such as
a display, speakers, printer, etc. may also be included. All
these devices are well known in the art and need not be
discussed at length here.

It should be understood that the various techniques
described herein may be implemented in connection with
hardware components or software components or, where
appropriate, with a combination of both. Illustrative types of
hardware components that can be used include Field-pro-
grammable Gate Arrays (FPGAs), Application-specific Inte-
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grated Circuits (ASICs), Application-specific Standard
Products (ASSPs), System-on-a-chip systems (SOCs), Com-
plex Programmable Logic Devices (CPLDs), etc. The meth-
ods and apparatus of the presently disclosed subject matter,
or certain aspects or portions thereof, may take the form of
program code (i.e., instructions) embodied in tangible
media, such as floppy diskettes, CD-ROMs, hard drives, or
any other machine-readable storage medium where, when
the program code is loaded into and executed by a machine,
such as a computer, the machine becomes an apparatus for
practicing the presently disclosed subject matter.

Although exemplary implementations may refer to utiliz-
ing aspects of the presently disclosed subject matter in the
context of one or more stand-alone computer systems, the
subject matter is not so limited, but rather may be imple-
mented in connection with any computing environment,
such as a network or distributed computing environment.
Still further, aspects of the presently disclosed subject matter
may be implemented in or across a plurality of processing
chips or devices, and storage may similarly be effected
across a plurality of devices. Such devices might include
personal computers, network servers, and handheld devices,
for example.
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The invention claimed is:

1. A security system for authenticating the updating of

computer records, comprising:

a network of member computers in data communication
with each other, the member computers comprising at
least one verifier device and a plurality of server
computers;

a resource limited device comprising a computerized
control circuit that generates a first private key (sk),
secures message data with the first private key (sk), and
transmits secured message data to the verifier device;
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wherein the resource limited device generates the first
private key and a public key as a pair from a given
security parameter (1%) stored on the resource limited
device, from a secret key (y) stored on the resource
limited device, and from a random number (r) gener-
ated on the resource limited device, and further wherein
the resource limited device uses the secret key (y) as a
seed to derive (L) Boyko-Peinado-Venkatesan (BPV)
values (z,) and sends to each of (L) server computers a
data set Aj comprising (z,, v, {R, , ..., R, ) where
j 1s unique for each of the (L) server computers, v is a
system wide parameter, and R, ; is a respective public
value computed from a respective random number (r,;)
established at the resource limited device for each
server computer, where i=1 to “n” and where “§” is
unique for each of the (L) server computers;

respective verifier processors and respective memory con-
nected to the at least one verifier device;

respective server processors connected to the server com-

puters, wherein each processor for the server computers
is further connected to computerized memory storing
software configured to calculate an assigned portion of
a commitment code used for authenticating the secured
message data at the verifier device by completing,
among the server computers, a plurality of discrete
verification tasks for respective single authentication
codes Rj assigned to each respective server computer,
wherein the respective single authentication codes Rj
are associated with an aggregated commitment code
®),

wherein the at least one verifier device is configured to:

aggregate the respective single authentication codes (Rj)

from the server computers,

reconstruct the aggregated commitment code (R), and

verify the secured message data at the verifier device
with the aggregated commitment code (R).

2. A security system according to claim 1, wherein the
resource limited device transmits, to the at least one verifier
device, the secured message data as a message (m) and a
signature (o) created from the first private key (sk).

3. A security system according to claim 1, wherein the
resource limited device transmits, to the at least one verifier
device, a public key (PK) stored as an input at the verifier
device.

4. A security system according to claim 1, wherein the
resource limited device generates the first private key and a
public key as a pair from a given security parameter (1%)
stored on the resource limited device, a secret key (y) stored
on the resource limited device, and from a random number
(r) generated on the resource limited device.

5. A security system according to claim 1, wherein the
resource limited device generates a one-time random value
(x) used in hashing the secured message data with a signa-
ture (o) generated by the resource limited device from the
first private key (sk).

6. A security system according to claim 5, wherein the
system comprises a number (L) of server computers respec-
tively holding one of (n) public values of (L) Boyko-
Peinado-Venkatesan (BPV) tables.

7. A security system according to claim 1, wherein the
resource limited device further sets system wide parameters
(9, p, @, and v) prior to calculating the first private key and
the public key.

8. A security system according to claim 7, wherein the
resource limited device further calculates the respective (r,;)
random numbers for each of the L server computers, wherein

10

15

20

25

30

35

40

45

50

55

60

65

24

the respective random numbers (r,)) are used by the resource
limited device to calculate the random number (r).

9. A security system according to claim 8, wherein the
resource limited device generates an aggregated random
number as the random number (r) from the secret BPV
values (z,).

10. A security system according to claim 9, wherein the at
least one verifying device comprises software configured to
generate the aggregated commitment code (R) as

R<TI*_ R, mod p.

11. A security system according to claim 10 wherein
generating the aggregated commitment code (R) comprises
the verifier computer requesting the server computers to
derive indexes from a previously stored BPV computation
table, previously stored BPV generator variables (n, v) and
system wide parameter (q) and to calculate a corresponding
public value

{Ri,j}""i-1,j=1 assigned to each of the server computers.

12. A security system according to claim 11, wherein the
server computers aggregate respective corresponding public
values {Ri,j}"*i-1, j=1 assigned to the respective server
computers to form respective single authentication codes Rj
sent to the verifier device.

13. A security system according to claim 1, wherein the
network of member computers comprises secure communi-
cations channels.

14. A method of authenticating a computer record com-
prising:

using a resource limited device:

setting system parameters (n, v, q, p, .);

using a secret key (y) as a seed to derive a number (L)
of Boyko-Peinado-Venkatesan (BPV) values (z));

generating a first private key (sk) and a public key (pk)
as a pair from a given security parameter (1%), the
secret key (y), and from a random number (r) gen-
erated on the resource limited device, wherein the
resource limited device calculates the random num-
ber (r) by calculating respective (r, ;) random num-
bers for each of the number (L) server computers;

sending to each of the (L) server computers a data set Aj

comprising (zj, v, {R1, j, . . . Rn, j}), wherein R, ; is

a public value corresponding to the respective random

numbers (r; ,);

generating a one-time random value (x) used in hashing

secured message data with a signature (o) generated by
the resource limited device from the first private key
(sk);

transmitting the secured message data (m) to at least one

verifier device for authentication;
using the (L) server computers, completing a plurality of
discrete verification tasks for respective single authen-
tication codes Rj assigned to each respective server
computer, wherein the respective single authentication
codes Rj are associated with an aggregated commit-
ment code (R),

using the at least one verifier device:

aggregating the respective single authentication codes
(Rj) from the server computers, and

reconstructing the aggregated commitment code (R);

and verifying the secured message data at the verifier
device with the aggregated commitment code (R).

15. A method according to claim 14, further comprising,
using the verifier device, generating the aggregated com-
mitment code (R) as

R<II*,_; R, mod p.
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16. A method according to claim 15, further comprising
generating the aggregated commitment code (R) by the
verifier computer requesting the server computers to derive
indexes from a previously stored BPV computation table,
previously stored BPV generator variables (n, v) and system
wide parameter (q) and to calculate a corresponding public
value set {R, }"*i-1, j=1 assigned to each of the server
computers.

17. A method according to claim 16, further comprising
the server computers aggregating respective corresponding
public values {R, }"*i-1, j=1 assigned to the respective
server computers to form respective single authentication
codes Rj sent to the verifier device.

18. A method according to claim 17, wherein the verifier
device compares the aggregated commitment code (R) to
Y#-0° mod p and if equal, then the verifier device
authenticates the secured message data,

if not equal, then the verifier device denies authenticity of

the secured message data, wherein Y is a public key
received by the verifier device from the resource lim-
ited device, H, is a hashing algorithm, m is the secured
message data, x is a committed random value key
received by the verifier device from the resource lim-
ited device, o and p are system variables key received
by the verifier device from the resource limited device,
and s is a portion of the signature value o key received
by the verifier device from the resource limited device.

19. A method according to claim 18, wherein the verifier
device determines authenticity of the secured message data
without receiving the random number (r) from the resource
limited device.
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