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1
SYSTEMS AND METHODS FOR
GENERATING SYMMETRIC
CRYPTOGRAPHIC KEYS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a divisional of U.S. patent application
Ser. No. 16/030,550, filed on Jul. 9, 2018, which is a
non-provisional of and claims the benefit of U.S. Provisional
Application No. 62/529,715, filed on Jul. 7, 2017, the
contents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

Cryptography enables communication of confidential
information in untrusted environments. To ensure confiden-
tiality, information is often transmitted in the form of
ciphertext, generated with ciphers using cryptographic keys.

Symmetric-key cryptography is often the preferred
method of secret communication due to its performance
advantages over asymmetric, or public-key, cryptography.

A fundamental problem with symmetric-key cryptogra-
phy is how to initially generate and establish a key agreed
upon between the communicators. Typically, asymmetric
cryptography is used for this purpose. However, asymmetric
techniques rely on slow and complex operations, such as
arithmetic exponentiation and querying certificate authori-
ties for public keys. Moreover, asymmetric operations are
often not quantum resistant, as efficient algorithms exist for
quantum computers to break asymmetric ciphers like RSA
and asymmetric key exchanges like Diffie-Helman.

Prior-art methods for generating and establishing sym-
metric keys, while avoiding asymmetric cryptography, also
have significant shortcomings. For example, many tech-
niques exist for generating keys based on the “principle of
reciprocity”. These key-generation (keygen) techniques
involve two devices sensing the same, or similar, wireless
signals, to obtain sensed data. These keygen techniques then
use a process called reconciliation to remove the differences
between the signals sensed on different devices, operating in
different locations. The reconciled signals then act as a
symmetric key. However, basing keys on only sensed wire-
less signals creates several problems, including: the tech-
niques are not always available because certain environmen-
tal conditions may limit the ability of sensors to sense the
signals, the techniques may produce keys with insufficient
entropy, and the techniques are vulnerable to attackers
located near the sending or receiving hosts, who may sense
similar signals and generate the same key.

Hence, what is needed in the art are systems and methods
for automatically generating and establishing symmetric
cryptographic keys without basing keys on only sensed
wireless signals, and without sending any data, except for
ciphertext, between hosts. By only sending ciphertext data
between hosts, the systems and methods avoid certain active
attacks, such as breaking Diffie-Helman key exchanges with
man-in-the-middle techniques, as well as certain passive
attacks, such as breaking Diffie-Helman key exchanges by
observing the public keys sent between hosts and solving the
discrete-log problem, which can be solved efficiently with
quantum algorithms.

SUMMARY OF THE INVENTION

Features of a methodology according to embodiments of
the present invention can (1) establish confidential commu-
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nication channels by generating symmetric-cryptographic
keys limited to particular times, geographies, devices, or sets
of'devices, (2) initially generate a secret key without sending
any data between hosts, (3) only transmit ciphertexts
between hosts, and (4) never store secret keys except tem-
porarily, in volatile memory, during the brief window
between generation of a key and encryption/decryption.

The methodology described herein has as its applications
any communications that could benefit from symmetric-key
cryptography, including, for example, communications
between: (1) mobile phones and cell towers, (2) VOIP (voice
over IP), or VPN (virtual private network), clients and
servers, (3) IM (instant messaging), or email, clients and
servers, (4) smart thermostats, or other devices in the
smart-grid, and power-grid routers, (5) financial institutions
(banks, credit unions, brokerage firms, payment devices,
etc.), (6) credit cards and credit-card readers, (7) child
monitors (cameras or microphones) and their parents’
devices, (8) radio transmitters and receivers using frequency
hopping; the generated keys may determine the channel at
which to operate, (9) Internet-of-things devices, and (10)
any other networked devices.

Embodiments of the invention include the following
components:

Devices capable of accessing static seeds guaranteeing

that:

Generated keys do not rely (only) on sensed data,

generated keys contain sufficient entropy, and

pairs of devices, or sets of devices, can generate keys
that are secret from other devices.

Devices also capable of forming dynamic seeds from one
or more sensed signals or auxiliary data.

A key-generation (keygen) function that inputs a static
seed and a dynamic seed and outputs a cryptographic
key.

Protocols for communications between host machines and
their associated devices. These new protocols include
processes for receivers to determine the identities, and
agree on the dynamic seeds, of messages’ senders, in
order to decrypt their messages.

Six illustrative, high-level communication protocols are
described herein. The first three protocols describe embodi-
ments in which devices generate keys on demand and
provide those keys to host machines, so host machines can
perform encryption and decryption operations. The latter
three protocols describe embodiments in which devices
generate keys on demand but then use those keys to perform
encryption and decryption operations for the host machines.

In one particular embodiment, the invention provides a
system for generating symmetric cryptographic keys. The
system comprises a first host machine and a first device in
communication with the first host machine. The first device
is configured to receive a message from the first host
machine indicating an intent to communicate with a second
host machine, generate a secret key based on a static seed
and a dynamic seed, the dynamic seed created from sensor
data or auxiliary data, encrypt an identifier for the first host
machine, or its associated device, using the static seed, to
generate an encrypted identifier message, and transmit the
encrypted identifier message and the secret key to the first
host machine to enable the first host machine to encrypt a
plaintext message using the secret key and to transmit the
encrypted identifier message and the encrypted plaintext
message to the second host machine.

In another particular embodiment, the invention provides
a system for generating symmetric cryptographic keys. The
system comprises a first host machine and a first device in
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communication with the first host machine. The first device
is configured to receive a message from the first host
machine indicating an intent to communicate with a second
host machine and a plain text message to be encrypted,
generate a secret key based on a static seed and a dynamic
seed, the dynamic seed created from sensor data or auxiliary
data, encrypt an identifier for the first host machine, or its
associated device, using the static seed, to generate an
encrypted identifier message, encrypt the plaintext message
using the secret key, and transmit the encrypted identifier
message and the encrypted plaintext message to the first host
machine.

Other aspects of the invention will become apparent by
consideration of the detailed description and accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a flow diagram for generating symmetric
keys. Secret keys (K, z) depend on a given static seed (S z)
and dynamic seed (D).

FIG. 2 illustrates a first communication protocol.

FIG. 3 illustrates a second communication protocol.

FIG. 4 illustrates a third communication protocol.

FIG. 5 illustrates a fourth communication protocol.

FIG. 6 illustrates a fifth communication protocol.

FIG. 7 illustrates a sixth communication protocol.

DETAILED DESCRIPTION

Before any embodiments of the invention are explained in
detail, it is to be understood that the invention is not limited
in its application to the details of construction and the
arrangement of components set forth in the following
description or illustrated in the following drawings. The
invention is capable of other embodiments and of being
practiced or of being carried out in various ways.

The invention relates to communication between two or
more host machines (“hosts”). Host machines are any
devices communicating or attempting or willing to commu-
nicate. Examples of host machines include laptops, personal
computers, smartphones, tablet computers, smartwatches,
smart apparel, and other Internet-of-things devices. In the
descriptions of embodiments in the present disclosure, when
a host is described as communicating with another host, it is
to be understood that the communications can be general-
ized to communications between additional hosts, using
techniques known in the art, such as making communica-
tions broadcast or multicast rather than unicast, or running
multiple instances of the described communication proto-
cols.

In the present disclosure, a host H is described as com-
municating not only with other hosts, but also with a
“device” that performs cryptographic operations for host H.
Such a device is said to serve, and be associated with, that
particular host. It is to be understood that these “devices”
may be separate from, embedded in, or part of, the host
machines they serve. For example, a device serving host H
may plug into a port, such as a USB port, on host H.
Alternatively, a device serving host H may be embedded
into, and share a processor with, host H. There may be no
physical, or hardware, separation between a host machine
and its associated device. A device serving host H may just
be a process, thread, procedure, routine, subroutine, func-
tion, etc. running on host H. Devices may also be shared

10

15

20

25

30

35

40

45

50

55

60

65

4

between hosts, and there may be a “device service” for
performing the required cryptographic operations for mul-
tiple hosts.

In general, embodiments of the invention are related to a
system for generating symmetric cryptographic keys for
communications between hosts. Hosts use associated
devices to generate secret keys. Each key is generated based
on a static seed and a dynamic seed. The dynamic seed is
created from sensor data or auxiliary data. The secret key
allows host machines to encrypt, or decrypt, plaintext mes-
sages sent to, or received from, other host machines.

Each of the components in the system is next addressed in
detail.

Static Seeds

Each device can access a set of static secrets, one secret
for each device, or group of devices, in a set of devices. Each
of these “static seeds™ is a constant or slowly changing
value. Devices may store static seeds in an electronic
memory, such as nonvolatile flash memory or a protected
Trusted Platform Module (TPM) memory segment. Alter-
natively, devices may not store static seeds in electronic
memory, for example by storing them on tape or not storing
them at all. In this latter case, a device may use a sensor to
read the desired static seed whenever needed. For example,
a static seed may be encoded as the temperature in a
climate-controlled building. A device need not store this
static seed in memory, for it can always access the desired
value by using a thermometer to read the temperature.

As an example, suppose a set of devices contains only two
devices, called A and B, with Device A serving Host A and
Device B serving Host B. Then Device A may have access
to two static seeds, one called S, 5, used for communicating
with Device B, and another called S, ,, used for communi-
cating with itself (i.e., for encrypting “data at rest”, which
remains on Host A). Device B may also have access to two
static seeds, one being the same S, accessible to Device A
and the other being S5 (Where Sz is used for Device B to
communicate with itself; i.e., to encrypt data for Host B that
will remain on Host B). A device capable of communicating
with the n-1 other devices in its set of devices may have
access to n static seeds, each indexed by the ID of the device
that can access that same static seed.

Static seeds serve several purposes. One purpose of static
seeds is to avoid the problems with techniques based on the
“principle of reciprocity”, in which attackers may obtain
secret keys by sensing the same data as the communicators.
Another purpose of static seeds is to guarantee that gener-
ated keys are based on sufficient entropy, to prevent brute-
force attacks in which all possible keys are tried. Regardless
of how much entropy exists in dynamic seeds, the static
seeds can be made to contribute arbitrary and sufficient
entropy to the generated key. Static-seed entropy may, for
example, be produced with a Cryptographically Secure
Pseudo-Random Number Generator (CSPRNG) and
encoded on devices at time of manufacture. Alternatively,
static seeds may be agreed upon through traditional tech-
niques, including existing key generation and key-exchange
protocols. Static seeds may occasionally be updated through
similar means, for example when devices are added to, or
removed from, a set of devices.

Dynamic Seeds

Dynamic seeds are a means for contributing entropy or
freshness to generated keys based on values that change
more rapidly than static seeds but are nonetheless accessible
to all the devices participating in a communication. While
static seeds are constant, or slowly changing, and therefore
may be reused through multiple key generations, dynamic
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seeds change more quickly, and each key generation is based
on a fresh, or refreshed, dynamic seed.

Returning to the example of Devices A and B serving
Hosts A and B, where Devices A and B can both access the
same static seed S, every generation of a new symmetric
key for communication between Hosts A and B may be
based on the same static seed S,; but different dynamic
seeds. That is, if Device A is generating a new key to enable
Host A to communicate with Host B, Device A may base the
new key on (1) the same static seed S5 it has used in the
past to generate keys for communications between Hosts A
and B, and (2) a fresh dynamic seed, for example the current
time.

Devices are capable of forming dynamic seeds from one
or more sensed signals or auxiliary data. Examples of sensed
signals that may be used to form a dynamic seed include the
current time, a pseudorandom number such as a nonce
(which is typically computed based in part on the sensed
time), location, temperature, acceleration, brightness, or
ambient noise. Examples of auxiliary data on which
dynamic seeds may depend include (1) timestamps encoding
times in the past or future, for example to encode the time
at which another device generated a key in the past, or to
encode a time at which a key should expire in the future; (2)
geographic ranges, for example to encode the maximum
range over which a key should be accessible; or (3) sensor-
channel characteristics, for example to encode a particular
channel into which a device must tune its sensors, in order
to obtain the correct sensed signals for the dynamic seed.
The illustrative communication protocols will further clarify
the use of auxiliary data for generating keys.

As an example of devices using sensed signals to form
dynamic seeds, Devices A and B may both be located near
each other, on the same floor of a building lacking climate
controls. During keygen, Devices A and B may sense and
use the current temperature as a dynamic seed. Such a
dynamic seed can only be reliably obtained by devices that
(1) are in the immediate geographic area of Devices A and
B, and (2) read the temperature at about the same time as
Devices A and B read the temperature. Hence, this dynamic
seed is geographically and temporally limited. Temporally,
the dynamic seed “expires” when the temperature changes,
because reading the current temperature is not a perfectly
reliable indicator of past (or future) temperatures. When
keys are generated based on such geographically and tem-
porally limited dynamic seeds, the keys themselves are
geographically and temporally limited.

It should be understood that temperature sensing is only
provided as an illustrative example of dynamic-seed agree-
ment between devices. Other phenomena, natural or artifi-
cial, may produce signals that devices entering communi-
cation may read and use as dynamic seeds for the keygen
process.

Basing secret keys on dynamic seeds serves several
purposes, including prevention of replay attacks (dynamic
seeds ensure that generated keys change) and ensuring
forward secrecy of communications (obtaining one secret
key does not leak other secret keys).

Key Generation

FIG. 1 illustrates a flow diagram for generating crypto-
graphic keys based on static and dynamic seeds. It may be
desirable to implement the keygen function, which receives
static seeds and dynamic seeds as inputs and then outputs a
secret key, as a cryptographic hash function with high
avalanche effect, such as SHA-3, to ensure that entirely new
keys are generated even when static seeds do not change.
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Communication Protocols

Six high-level communication protocols are described
herein, to illustrate various embodiments. In the first three
protocols presented in FIGS. 2-4, devices generate keys on
demand and provide those keys to host machines, so host
machines can perform encryption and decryption operations.
In the last three protocols presented in FIGS. 5-7, devices
generate keys on demand and perform encryption and
decryption operations for the host machines.

Encryption and decryption operations described in the
illustrative protocols may be performed using any known
symmetric-key ciphers, including for example AES or one-
time pads. It will be understood and appreciated by those
skilled in the art of cryptography that the present invention
enables implementation of one-time pads, as a new secret
key (of length equal to the message being transmitted) may
be generated for each message transmitted between hosts.
The encryption of a message M using key K is written
{M} .

Additional elements may be added to the protocols
shown, to implement additional features. For example, com-
munications could occur between more than two hosts using
techniques known in the art for generalizing two-host com-
munications to n-host communications, including using
seeds or keys agreed upon, or sensed, by more than two
hosts, transmitting messages in a broadcast or multicast
manner, or concurrently running multiple instances of the
protocols. As another example, additional timestamps or
nonces may be added to the messages shown in the proto-
cols, to provide additional protections against replay attacks.
As yet another example, message authentication codes
(MACs) may be added to the messages shown in the
protocols, to provide additional guarantees of authenticity
and integrity. As yet another example, messages may be sent
on top of existing protocols, such as IP, UDP, TCP, HTTP,
TLS, HTTPS, etc.

Conversely, auxiliary data X, seen in FIGS. 2-7, may be
removed from the protocols shown, for those embodiments
in which devices participating in the communication can
form dynamic seeds without access to the auxiliary data.
Although the illustrative communication protocols include
auxiliary data, it should be understood that auxiliary data is
an optional element of the communication protocols,
included for embodiments in which one or more devices
need the auxiliary data to form the correct dynamic seed.

It should also be understood, in the communication pro-
tocols, that “messages” simply represent data flowing
between entities. For example, the protocols include a host
machine transmitting, to its associated device, a message
containing a host or device identifier; such message trans-
mission represents data flowing from the host to its associ-
ated device. In some embodiments, such as those in which
a device D is a process, thread, procedure, routine, subrou-
tine, or function executing on the host H that D serves, a
“message” “transmitted” from H to D and “received” by D
may not be a message sent over a network or through a
communication port, but instead may be initialization
parameters, function arguments, or any other data flow from
H to D. The same principle applies to all communications
described herein; messages simply indicate a flow of data. A
message transmitted by entity E1 and received by entity E2,
where each entity may be a host or device, indicates a flow
of data from E1 to E2.

Communication Protocol 1

This is an example where Host A is associated with
Device A and wants to communicate with a Host B that is
associated with Device B. FIG. 2 summarizes the operation
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of Communication Protocol 1. Detailed descriptions of the
five communications shown in FIG. 2 follow.

1. Host A sends Device A an identifier B, referring to Host
B or its associated device, to indicate an intent to commu-
nicate with Host B.

2. Device A

(a) obtains static seed S, and dynamic seed D. The
dynamic seed D may depend on auxiliary data X unknown
and not immediately accessible to Device B, possibly in
addition to signals that Devices A and B can sense. Thus,
Device A may identify particular auxiliary data X, such as a
fresh timestamp obtained on Device A and therefore
unknown and not immediately accessible to Device B, to use
for the current communication’s dynamic seed D. As shown
in FIG. 2, this auxiliary data X is carried through the
communications in the protocol, ultimately arriving at
Device B and enabling Device B to use the same data X to
generate its local copy of the same dynamic seed D.

(b) generates a secret key K,z from Sz and D (as shown
in FIG. 1),

(c) encrypts (A, X) using S,z to obtain its ciphertext
output, and

(d) sends this ciphertext output, {A,X}, . and K, to
Host A.

3. Host A

(a) obtains its plaintext message M,

(b) encrypts M using K 5 to obtain {M}, , and

(c) sends {A, X}, and {M}, to HostB.

4. Host B sends fA,X} 5,5 10 Device B.

5. Device B

(a) finds the static seed S such that decrypting {A,X}s
with Sz produces a message of the form (A,X),

(b) finds K ,; using static seed S,z and the dynamic seed
D. Dynamic seed D may be obtained from the auxiliary data
X and any additional data accessible to, or capable of being
sensed by, Device B. Given the static and dynamic seeds,
Device B uses the process shown in FIG. 1 to obtain K 5.

(c) sends this K,z to Host B.

After these communications, Host B has K,z and can use
it to obtain the plaintext M from the second ciphertext
received from Host A (i.e., {M}g ).

If at any point in the protocol, a device or host receives an
undefined input, including, for example, a reused timestamp
in auxiliary data X, then that device or host may signal an
error.

Hosts and devices following this protocol may destruc-
tively delete keys and keygen data, such as dynamic seeds,
immediately after use. Future communications may use
freshly generated keys.

Communication Protocol 2

The second example communication protocol, shown in
FIG. 3, is a variation of the first protocol shown in FIG. 2.
The second protocol adds message authentication codes
(MACs) to communications. A MAC of data T generated
with key K is notated MAC(T),. MACs provide standard
benefits of ensuring authenticity and integrity of messages.

As shown in FIG. 3, the second example communication
protocol has Device A generating the MAC of (A,X) using
secret key K, z. This MAC gets transmitted from Device A
to Host A, Host A to Host B, and Host B to Device B, and
serves an important additional purpose, beyond the standard
purpose of MACs to provide message authenticity and
integrity. The additional purpose is to enable Device B to
uniquely determine Kz, for those embodiments in which
multiple candidate secret keys exist.

More specifically, Device B, after obtaining static seed
S,z and using S, to decrypt the message received from
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Host B to obtain auxiliary data X, may find that multiple
candidate dynamic seeds D exist, even for the provided
auxiliary data X. For example, due to signal noise, Device
B may not be able to obtain dynamic seed D with certainty,
instead only obtaining a set of candidate dynamic seeds. In
such a case, Device B can use the MAC(A,X), . it obtained
by decrypting the message received from Host B with static
seed Sz, to find the correct dynamic seed D. In this case
Device B searches the candidate dynamic seeds to find the
unique dynamic seed D such that, when input with static
seed S,z into the keygen function (shown in FIG. 1), the
output key K, produces a MAC of (A,X) equal to the
MAC(A,X)g,, obtained by decrypting the message from
Host B.

Communication Protocol 3

The third example communication protocol, shown in
FIG. 4, is another variation of the first protocol shown in
FIG. 2. The third protocol illustrates Host A determining and
sending auxiliary data X to Device A, rather than Device A
determining the auxiliary data on its own. This variation
illustrated in FIG. 4 is useful for embodiments in which the
host machine, or its user, determines desired characteristics
of dynamic seeds (and the resulting secret keys). For
example, a user of Host A may wish to establish a secure
communication channel based on a key only obtainable for
the next hour. The one-hour expiration time constitutes
auxiliary data X, which Device A may use to determine the
dynamic seed on which to base the secret key K, . Device
A may, for example, base dynamic seed D on sensed data
known to fluctuate little over the next hour, known to be
unpredictable after an hour, and known to be capable of
being sensed by Device B (assuming Device B has the same
auxiliary-data parameter X). As another example, auxiliary
data X may encode geographic restrictions on the availabil-
ity of dynamic seeds (and the resulting secret keys).

Communication Protocols 4-6

The first three communication protocols, shown in FIGS.
2-4, are distinguished from the second three communication
protocols, shown in FIGS. 5-7, in that devices in the first
three protocols never access plaintext messages M. The
devices in the first three communication protocols provide a
keygen service to hosts, while the devices in the second
three communication protocols provide a keygen and
encryption/decryption service to hosts. The only substantial
differences between the protocols shown in FIGS. 2-4, and
those shown in FIGS. 5-7, is that the protocols shown in
FIGS. 5-7 have Host A also sending Device A the plaintext
M, which Device A encrypts for Host A, and the converse
operations occur between Host and Device B.

The primary advantage of Protocols 1-3, shown in FIGS.
2-4, over Protocols 4-6, shown in FIGS. 5-7, is that some
users may be skeptical that devices will properly safeguard
their plaintexts. Such users may be more comfortable with
devices never having access to plaintexts. However, in cases
where devices are embedded into host machines (e.g., chips
inside mobile phones), or are just processes, threads, func-
tions, etc. executing in host machines, the host machines
include the associated devices and must already be trusted
(because the hosts could leak plaintexts even without the
embedded, associated devices). Therefore, in such cases,
any advantage of Protocols 1-3 over Protocols 4-6 is dimin-
ished or removed.

The primary advantage of Protocols 4-6 over Protocols
1-3 is that all keys remain inside, and under the control of,
the devices. That is, hosts in Communication Protocols 4-6
never have access to the secret key K 5 (nor other inputs to
the keygen function, such as static and dynamic seeds). This
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extra control of keys in Protocols 4-6 prevents host
machines from misusing or performing dangerous opera-
tions on seeds or secret keys, such as archiving them or
allowing untrusted parties to access them.

The system architectures having just been disclosed have
several desirable properties. The system architectures:

1. Establish confidential communication channels, by
generating symmetric-cryptographic keys limited to particu-
lar times, geographies, devices, or sets of devices. Confi-
dentiality is ensured by only transmitting ciphertexts
between hosts.

2. Only transmit ciphertexts between hosts. Attackers
have no plaintext or public keys to analyze.

3. In some embodiments, initially generate a secret key
without sending any data between hosts. In all the illustra-
tive communication protocols, the message sender (Host A)
uses Device A to generate a secret key, without communi-
cating with Host or Device B.

4. In some embodiments, never store secret keys except
temporarily, in volatile memory, during the brief window
between generation of a key and encryption/decryption. In
all the illustrative communication protocols, devices and
hosts may destructively delete secret keys (and keygen data,
such as dynamic seeds) immediately after use.

Various features and advantages of the invention are set
forth in the following claims.

What is claimed is:

1. A system for generating symmetric cryptographic keys
and decrypting messages, the system comprising:

a first host machine; and

a first device in communication with the first host

machine, the first device configured to

receive a message from the first host machine indicat-
ing an intent to communicate with a second host
machine and a plain text message to be encrypted,

generate a secret key based on a static seed and a
dynamic seed, the dynamic seed created from sensor
data or auxiliary data,

encrypt an identifier for the first host machine, or the
first device, using the static seed, to generate an
encrypted identifier message,

encrypt the plaintext message using the secret key, and

transmit the encrypted identifier message and the
encrypted plaintext message to the first host
machine,

a second device in communication with the second host

machine, the second device configured to

receive an encrypted identifier message from the sec-
ond host machine, the encrypted identifier message
transmitted by the first host machine to the second
host machine,

decrypt the encrypted identifier message using the
static seed used by the first device,

derive the secret key using the static seed and a
dynamic seed, the dynamic seed created from sensor
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data or from auxiliary data obtained from the decryp-
tion of the encrypted identifier message,
decrypt the plaintext message using the secret key, and
transmit the plaintext message to the second host
machine.

2. The system of claim 1, wherein the auxiliary data is
configured to allow a variable number of data elements and
a variable range of values for each data element, and the
combination of the number of data elements and range of
data values produce a variable range of entropy for the
auxiliary data.

3. The system of claim 1, wherein the dynamic seed is
based on a combination of auxiliary data and sensor data
only available to the first device generating the secret key
and the secret key is used by the first host machine to encrypt
and decrypt data stored on the first host machine.

4. The system of claim 1, wherein the first device is
removably coupled to the first host machine.

5. The system of claim 1, wherein the first device is
further configured to generate a message authentication code
of an identifier for the first host machine, or the first device,
using the secret key, and include this message authentication
code in its encrypted identifier message.

6. The system of claim 1, wherein the first host machine
is configured to send the first device the auxiliary data used
to generate the dynamic seed.

7. The system of claim 1, wherein the second device is
removably coupled to the second host machine.

8. The system of claim 1, wherein the static seed is
identified by decrypting the encrypted identifier message
with a plurality of static seeds to produce a message match-
ing the form of a decrypted identifier message.

9. The system of claim 1, wherein the first device is
further configured to generate a message authentication code
of an identifier for the first host machine, or the first device,
using the secret key, and include this message authentication
code in its encrypted identifier message.

10. The system of claim 9, wherein the second device is
further configured to

receive an encrypted identifier message encrypted by the

system of claim 9,

decrypt the encrypted identifier message using the static

seed used by the first device,
identify a plurality of dynamic seeds using a plurality of
values for sensor data or the plurality of values for
sensor data combined with auxiliary data obtained from
the decryption of the encrypted identifier message, and

identify a correct dynamic seed from the plurality of
dynamic seeds that, when input with the static seed to
a key generation function, produces a key that gener-
ates a message authentication code that matches the
message authentication code included in the encrypted
identifier message.

#* #* #* #* #*



	Systems and methods for generating symmetric cryptographic keys
	Recommended Citation

	US00000010298391B220190521

