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Abstract

Machine translation software, image captioning, grammar check (Grammarly), chatbot, real-time cap-
tioning and translation, music genre classification, and document classification are a few examples of deep
learning applications that achieve outstanding performance in areas where traditional statistical techniques
have difficulty performing classification and/or regression. Google translator has over 100 billion daily users
and can translate 109 languages instantly (much faster than a human translator). AlphaGo won Lee Sedol,
the eighteen-time world champion. Microsoft Team’s living captioning provides accurate real-time caption-
ing as a speaker speaks. Deep learning achieves undoubtedly remarkable performance. However, recent
studies on adversarial attacks and data poisoning attacks show that deep learning models are vulnerable to
these attacks.

In this dissertation, we focus on a special type of data poisoning attack, triggerless clean-label data
poisoning attacks. In such an attack, some training instances are manipulated in order to cause the misclas-
sification of a target instance (that is protected from manipulation) on a targeted attack. The main difference
between a triggerless data poisoning attack and adversarial examples is that a triggerless data poisoning
attack assumes an attacker cannot manipulate (targeted) test data whereas an adversarial example assumes
an attacker can manipulate test data to cause misclassification. Deep learning models are vulnerable to both
attacks.

This dissertation research presents solutions and mechanisms for enhancing the deep learning models
from adversarial examples, malicious mislabeling, and data poisoning attacks. Specifically, a new iterative
retraining approach to reducing the effectiveness of adversarial examples is presented. To overcome the
time complexity issue, a parallel implementation of the proposed approach is developed to make it scalable.

Moreover, an efficient active learning method is developed to defend against malicious mislabeling and data

Vi



poisoning attacks. The empirical evaluation shows its effectiveness against various adversarial attacks and
data poisoning attacks while maintaining the performance on the untampered dataset. Finally, a novel ap-
proach is introduced to alter an adversarial attack method to a stealthy triggerless clean-label data poisoning
attack. All presented methodologies are comprehensively evaluated on either Gaivi or Research Computing

Central Instructional and Research Computing Environment (CIRCE).

vii



Chapter 1

Introduction

This dissertation studies the adversarial examples, malicious mislabeling, data poisoning attacks
against deep learning models. This chapter presents an overview of these domains, along with the motiva-

tions of this work and the threat model. Finally, the main contributions of this research are presented.

1.1 Adversarial Examples

5

Figure 1. Illustration of an Adversarial Example. Reprinted from Lin, J., Njilla, L.L.. & Xiong, K. Secure
machine learning against adversarial samples at test time. EURASIP J. on Info. Security 2022, 1, doi:
10.1186/s13635-021-00125-2. © 2022. Used with permission as a senior author. To view a copy of this
licence, visit http://creativecommons.org/licenses/by/4.0/.

Image classification, natural language processing, malware detection [151], and self-driving cars are
some tasks which in deep learning performs well. However, Szegedy et al. [133] showed how an adversarial
example, a slightly modified instance that is indistinguishable from its natural copy, can fool the state-of-
the-art deep learning model in 2013. For instance, Figure 1 shows an adversarial example generated by
Carlini and Wagner’s (C&W) attack [20]. An original image of ‘5’ from the MNIST dataset [82] (left) and
its adversarial example (right) look the same. Nevertheless, the start-of-the-art digit classifier only labels the
left image as ‘5’ but not the one on the right (as ‘3”). This demonstrates the vulnerability of deep learning

models.



1.2 Malicious Mislabeling and Targeted Triggerless Clean-label Data Poisoning Attacks

Supervised learning required the labeled dataset. Hand annotating millions of data points, such as
one for ImageNet, is prone to unintentional mislabeling errors (i.e., due to the fatigue of a human labeler)
and malicious mislabeling, an intentional act of a malicious labeler. In this dissertation, we consider both
intentional and unintentional mislabeling on the performance of the active learning models. Besides that,
data points themselves are vulnerable as well. In this dissertation, we consider a particular type of targeted
data poisoning attack called the triggerless targeted clean-label data poisoning attack. Triggerless because
the target instance is not modified (and so it is difficult to inspect or detect the attack by monitoring the
training instances). Clean-label indicates that true labels are provided for training (and so the malicious
attacker does not need to control the labeling process). Hence, this attack is very stealthy and we will

introduce our defense method against it in this dissertation.

1.3 Motivations

Deep learning is increasingly used in safety and security-critical applications. However, adversarial
attacks and data poisoning attacks question the applicability of deep learning to these domains. For in-
stance, the data obtained from untrusted sources, such as the Internet, could be poisoned. The model trained
based on this dataset may open a backdoor, such as permitting a malicious attack to enter a secure building

monitored by the surveillance cameras and face recognition system. These challenges inspired this work.

1.4 Problem Statement

This dissertation focuses on the effect mislabeling attacks, adversarial attacks, and triggerless clean-
label targeted data poisoning attacks have on the deep neural networks. In particular, we consider the
adversarial attack and assume a strong attacker who has access to the trained model. Then, chapter 3 presents
a distributive defense framework to reduce its effectiveness. Next, chapter 4 presents the mislabeling attacks
and stealthy triggerless clean-label targeted data poisoning attacks against the active learning model and
the defense methodology for maintaining the performance under these attacks. Lastly, chapter 5 shows the
development of the triggerless clean-label targeted data poisoning attacks against transfer learning models

using adversarial examples.



1.5 Proposed Work and Contributions

This dissertation addresses the security of deep learning models. The key contributions of this

dissertation are in the following:

* Developed a parallelizable iterative approach for adversarial retraining with soft labels, instead

of hard labels.

* Proposed an effective active learning method under mislabeling attacks and stealthy triggerless

clean-label data poisoning attacks.

 Utilized an adversarial attack method to generate a stealthy poison instance for a triggerless
clean-label data poisoning attack and compared its performance against the state-of-the-art

one-shot attack.

The rest of this dissertation is organized as follows. Chapter 2 presents the background information.
Building upon this, Chapter 3 describe in detail the proposed approach for iterative adversarial retraining.
Chapter 4 presents a new heuristic methodology for active learning under data poisoning attacks and mali-
cious mislabeling attacks. Chapter 5 presents a new data poisoning attack method that is more effective than

the state-of-the-art.



Chapter 2
Background

This chapter! provides a brief introduction to machine learning basics, adversarial machine learning,

malicious mislabeling attacks, and data poisoning attacks.

2.1 Machine Learning Basics

Machine learning (ML) is a research field focusing on the theory, properties, and performance of
learning algorithms and systems. The ML field is considered highly interdisciplinary as it is built on the
top of various disciplines, including, but not limited to, statistics, information theory, cognitive science,
and mathematics (e.g., optimization theory). ML techniques have been intensively studied in the past. No-
tably, the advancement in many recent research studies related to smart city applications has been made
possible using ML advances, where Al safety is directly relevant to ML security. As another example, ML
implementations in an intelligent transportation system (ITS) can be deployed to analyze data generated
by the different parts of the system (e.g., roads, number of passengers, and commute mode). The analy-
sis of collected data is consequently used for future planning and decision-making within a transportation
scheme [3]. Machine learning is a burgeoning new technique, and the top six best conferences on Computer
Science Community are emphasizing machine learning and deep learning according to the World Ranking
of Top Computer Science Conferences in 2020. This shows the popularity, interest, and excitement of the
research community towards machine learning.

In 2020, Alpaydin [5] defined machine learning as “computer programming that can learn the rules
from input and output automatically”. Many machine learning techniques exist. Examples are neural net-

works (as known as artificial neural networks), support vector machine (SVM), k-nearest neighborhood,

"Portions of this chapter have been previously published by the author of this dissertation in [85, 87, 88, 89], where no for-
mal reuse license is needed for the IEEE © [2020] publication [87], the IEEE © [2021] publication [85], and Springer Open
© The Authors 2022 [88], and remixing and adapting arXiv [§9] CC BY-NC-SA 2021 is permitted for their senior authors.



Ada Boosting, Gradient Boosting, Gaussian Naive Bayes, linear discriminant analysis, and random forest,
and decision tree.

Deep learning (DL) is a vital component of the ML field. Unlike many traditional learning tech-
niques that are based on shallow-structured learning paradigms, DL is based upon deep architectures,
where unsupervised and/or supervised learning strategies are mainly used to autonomously learn hierarchi-
cal representations. DL architectures (deep architectures) are often enabled to capture more hierarchically
launched statistical patterns (complicated inputs patterns) in comparison to shallow-structured learning ar-
chitectures [117]. It automates the feature selection process. That is, you do not even need to specify the
features, and neural network can extract them from raw input data. For instance, in the image classification,
an image is input to the neural network and the convolutional layers in the neural network will extract the
important features from the image directly. This makes deep learning desirable for many complex tasks such
as natural language processing [26, 39, 47, 64], image captioning, robotics, real-time captioning and trans-
lation offered by companies such as Microsoft and Zoom, chatbot, music genre classification, self-driving
cars, cancer detection, and image classification [120], [161], [67].

Google translator has over 100 billion daily-users and can translate 109 languages instantly (much
faster than a human translator). AlphaGo won Lee Sedol, the eighteen-time world champion. Microsoft
Team’s living captioning provides accurate real-time captioning as a speaker speaks. The performance of
the neural network is undoubtedly remarkable.

By the Universal Approximation Theorem, any continuous function in a compact space can be ap-
proximate by a feed-forward neural network with at least one hidden layers and suitable activation function
to any desirable accuracy [10]. This theorem explains the wide application of deep neural networks. How-
ever, it does not give any constructive guideline on how to find such universal approximator. In 2017, Lu
et al. [92] established the Universal Approximation Theorem for Width-Bounded ReLU Networks, which
showed that a fully connected width-(n + 4) ReLLU networks, where n is the input dimension, are universal
approximators. These two Universal Approximation Theorems explain the ability of deep neural network to
learn.

In the following subsection, we provide some background information on support vector machines
(SVMs) and feed-forward neural networks, an artificial neural network (or sometimes simply called neural
network) without a cycle. Then, we will introduce a family of sequence-to-sequence models in subsec-

tion 2.1.3. Finally, section 2.1.4 provides some discussions on deep learning performance.



2.1.1 Support Vector Machines

SVMs, known as large margin classifiers, are supervised learning models for both regression and
classification problems. Formally, SVMs are ML methods to construct a hyperplane such that the distance
between the hyperplane and the nearest training sample is maximized.

As an example, we focus on the hard-margin SVM for a linearly separable binary classification
problem here. Given a training dataset of n points written as (x1,¥1), .., (Zn, Yn), Where y; is the class that
x; belongs to. Each data point x; is a p-dimensional real vector and y; € {—1, 1}. The goal of SVMs is to
search for the maximum-margin hyperplane that separates the group of points x; for which y; = 1 from the
group of points z; for which y; = —1. The SVM, proposed by Cortes and Vapnik [32], finds the maximum
margin hyperplane by solving the following quadratic programming (QP) problem:

1
§Hw\l2, 2.1)

subject to the constraints, yi(wai +b) > 1,foralli = 1,2,...,n, where w is the normal vector of the
maximum margin hyperplane y = w”x 4+ b. This QP problem can be reformatted as an unconstrained

problem using Lagrange multipliers a;; > 0, for¢ = 1,2, ..., n, as follows.

1 n
L,= §ku2 =Y ailyi(wm; +b) — 1]. (2.2)
=1

Taking the derivative of the above expression with respect to w, we have
n
w = Z QT Y- (2.3)
i=1

This indicates that the normal vector w of the hyperplane depends on «;, z;, and y;. Similarly, taking the

derivative of the above expression with respect to wg, we obtain
n
D iy =0 (2.4)
i=1

Substituting equations (2.3) and (2.4) to L,, we maximize the resulting L, with respect to «; subject to
equation (2.4) by applying a quadratic optimization method. Then, we can be easily solved for o;. Once

solved, most «; are equal to zeros. The set of data points (x;,y;) for which the corresponding «; # 0 are



called support vectors. Since the normal vector w = Y " ; a;;y;, the resulting hyperplane depends on
the support vectors only. However, if two classes are non-linear separable, soft-margin SVM with a kernel

function can be utilized to learn a non-linear decision boundary (linear in transformed space).

2.1.2 Feed-forward Neural Networks

In this subsection, we discuss feed-forward neural networks, focusing on image-recognition systems
since most existing adversarial examples introduced in the literature are related to image recognition.

Let X = RM be the input image space, where h € Z,,w € Z,, and ¢ € Z,. For instance, a
gray-scale image © € X has color channel ¢ = 1, and a colored RGB image « € X has color channel ¢ = 3.
The element x; ; , of vector  denotes the value of pixel located at (4, j, k). Each pixel value indicates how
bright that pixel is, and it is an integer between 0 and 255. However, the pixel values are usually scaled to
be in the range of [0, 1].

The logistic regression f is an extension of the linear regression function to a nonlinear function.
A feed-forward neural network can be considered as an extension of the logistic regression function f. A
feed-forward neural network can be written as a function F' : X — RX that maps an input image x € X
to an output y € R, where X is the input space or sample space, R is a set of real numbers, and K is
the number of classes. Each element y; of y can be considered as the probability or likelihood that input x
belongs to class j, where j is an integer between 1 and K. Each element y; of y satisfies y; € [0, 1] and
Z]K: 1 ¥ = 1. The output vector y can be considered as a probability distribution over the discrete label set
{1,2,..., K'}. Furthermore, let C' : X — {1,2,..., K'} be the corresponding classifier that maps an input

image x € X to {1,2, ..., K'}. The relationship between C' and the output vector y is as follows:

C(x) = argmax y;. (2.5)
i=1,2,... K

A feed-forward neural network F' with L. € Z layers can be considered as a composition function
such that for each sample x € X, F(z) = fr(fr—1(...(f1(x)))), where each component function f;(x) =
A;(w;*x+b;); A; is an activation function at layer 4, e.g., non-linear Rectified Linear Unit (ReLU), sigmoid,
softmax, identity, hyperbolic tangent (tanh), etc.; w; is a matrix of weight parameters at layer ¢; b; is a bias
unit at layer ¢; L is the total number of the layer in a neural network. For classification, the activation

function for the last layers is usually softmax function for multiclassification (more than two classes) and



sigmoid for binary classification. Both w = (wy, we, ...,wr,) and b = (b1, ba, ..., by, ) form model parameters
0 = (w,b). To keep things simple, we do not explicitly state the above function dependence on 6. If an
attack model explicitly depends on it, we would write it as f(x|0) = y. To find model parameters 6 such
that the classifier C can predict most instances in X correctly, a stochastic gradient descent method is often
utilized to minimize a loss function J : X x {1,2,..., K} x P — R, where P is parameter space. To keep
things simple, we sometimes simply use J : X x {1,2,.... K} — R™ when there is no confusion. A loss
function J is usually a measure of difference between the predicted output and its true label. A common
method used to find the optimized weights is the back-propagation algorithm. For example, see [51] and
[12] for an overview of the back-propagation algorithm.

The activation function A(.) is important in expanding the linear hypothesis space to the nonlinear
hypothesis space. In fact, according to the Universal approximation theorem, a one-hidden layer feed-
forward neural network can approximate any continuous function in a compact space. Let’s talk a bit more
about the rectified linear unit as it is so popular comparing to other activation functions, especially in an
image classification task. The rectified linear unit ReLU : R — R is defined on a real number set R into
a real number set R such that y = max(0,z) for each z € R. Usually, data scientists are interested in
a non-linear activation function that is bounded and with a smooth gradient. Boundedness is an important
property in preventing the return values of the activation function from becoming overly large. A smooth
gradient is desirable since it makes back-propagation possible. However, ReLu is neither upper-bounded
nor non-differentiable at z = 0. Thus, why is it so popular and useful compared to traditional non-linear
activation functions (such as sigmoid and hyperbolic tangent functions) that are bounded and with a smooth
gradient? Existing studies have not laid a theoretical foundation to answer this question yet. However, we
know that the only non-differentiable point for the ReL.U is when x = 0 and an input value of exactly zero
for a ReLLU activation is not likely at any stage of the calculation, so back-propagation is working, although
ReLU is not everywhere differentiable.

There are many variations of ReL.U developed for the past few years, such as Exponential Linear
Unit (Exponential LU or simply ELU) [29], Scaled Exponential Linear Unit (SELU) [78], Gaussian Error
Linear Unit (GELU) [63], Leaky ReLU [93], Randomized Leaky Rectified Linear Activation (RLReLU),
and Parametric ReLLU [61]. Instead of assign all negative input zero, ELU transforms the negative input

through an exponential function. That is,



T x>0
ELU(z) =

ae* —1) =<0,
where @ > 0 is commonly selected to be between 0.1 and 0.3. SELU has one extra parameter A compared

to ELU.

T x>0
SELU(xz) = A

ae® —1) z <0,

The value of X and « is predetermined.
o = 1.6732632423543772848170429916717

A = 1.0507009873554804934193349852946

GELU, an empirical improvement of the ReLU and ELU activations and is the state-of-the-art activation

function in NLP for past few years, is defined as follows:

GELU(z) = g (1 + tanh <\/Z (z+ 0-0447151‘3)))

The Leaky ReLLU scales down the negative input value through multiplying it by a small positive
constant ¢ € R™ instead of returning zero when x < 0. As the name implies, RLReLU adds a random

component to Leaky ReLU as follows.

T x>0
RLReLU(x) =

ar x <0,
where a is randomly selected from a uniform distribution with mean 0 and standard deviation 1 for RLReLU
activation. RLReL.U can be used for regularization purpose when a model is overfitted. However, a can also
be considered as a hyperparameter. This is the case for Parametrized ReLU. Parametrized ReLLU is usually

used only when the training data size is big.



Lastly, we discuss the softmax function, a popular activation function for the last layer of a multi-
classification model. The softmax function is a generalization of the logistic function or sigmoid function,
and can be defined as follows: Softmaz : RX — [0,1]% such that i-th element of the output for an input
r € R is

Softmaz;(x) = L(Zi). (2.6)

K
> i1 exp(z))
2.1.3 Recurrent Neural Networks

In this subsection, we introduce a family of neural networks for processing the sequence data, the
recurrent neural networks (RNNs). An RNN consists of a sequence of RNN cells. Each RNN cell does a

two steps computation to extract some information and store it in the hidden state a<*>. More precisely, an

<t> <t—1>

input sequence x at time ¢ and a hidden state a at time ¢ — 1 are input to an RNN cell at step 1.

<t>

Using them the hidden state a at time ¢ and an output sequence <’ at time ¢ are calculated as follows:

a~"” = tanh(Waoz <" + Weaa™""" + b,)

7<% = softmax(Wy,a~" + by)

where W, W,, and W, are weighted matrices that are optimized by minimizing a defined loss function
(such as the cross-entropy loss for classification task or the mean square error (MSE) or the mean absolute
error (MAE) for regression task); b, and b, are biased terms; tanh is hyperbolic tangent function; and
softmax is the softmax function define on a k dimensional space R” into R* such that for each input z =

[21, 22, ..., z1]T € R*, we have an output softmax(z) whose ith element is

e~

Z?:l =

softmax(z); =

With these RNN cells as building blocks, there are many variations of RNN architectures possible. A simple
RNN architecture that consists of sequence of RNN cells is a row is a type of many-to-many architecture.
Other types of RNN architectures are one-to-many, and many-to-one. Hence, RNN architecture is very
flexible comparing to the feed-forward neural network, introduced in section 2.1.2, which has one-to-one
correspondence (one image input and one output indicates the class if the task is classification). One-to-

one architecture is too constrained in many cases. For instance, an image capturing task requires a model
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to output a sentence that describes a single input image (one-to-many architecture is needed here). That
is, a single image as an input and a sequence of words (many) as outputs. A sentimental analysis of a
movie review requires a model to read a movie review and then output a word that describes the overall
sentiment implied in the review (many-to-one architecture is needed here). That is, a long sequence of
words as inputs and one word indicates the sentiment as output. Machine translation, e.g., translation from
English to Spanish, requires an input of a sequence of words (paragraph, sentence, whole article/document
in English). And it also outputs a sequence of words, e.g., paragraph, sentence, whole article/document in
Spanish (many-to-many architecture is needed here).

Theoretically, a simple RNN model can retain the information over many timesteps with the hidden
state a~'>. In practice, it is difficult to learn long-term dependencies due to the vanish gradient problem [11].
In 1997, Hochreiter and Schmidhuber [65] came up with a solution, Long-Short-Term-Memory (LSTM).
LSTM adds a “conveyer belt” ¢ to carry information across many timesteps. Hence, this “conveyer belt”
saves the information from the sequence and the model can extract the saved information when needed. This
solves the vanish gradient problem faced by a simple RNN model. To be more precise, there are three gates
within the cell control the flow of the information. All three gates (forget gate, update gate, and output gate)
are defined based on the sigmoid function. The forget gate I'y deliberately forgets irrelevant information in
the carry dataflow. The update gate I',, updates the information about the present state. The output gate I,

controls how much information from the cell state/memory variable ¢<*>

should be included in the output.

An LSTM layer is more computation-intensive comparing to a simple RNN layer. To reduce the
computation intensity without incurring vanish gradient problem, another variation of RNN called gated
recurrent unit(GRU) is developed in 2014 [27]. GRU is similar to LSTM but with only two gates (forget
gate and reset gate). The performance of the GRU on music and signal processing modeling and NLP are
similar to LSTM. However, GRU exhibits better performance on smaller and less frequent dataset. There
are other more advancing variations such as bidirectional RNN and stacked RNNs. We will not discuss them

here as the sentimental analysis on a movie review dataset is a simple task that do not require such advanced

techniques.

2.1.4 Deep Learning Performance

The number of deep learning applications has exploded over the past decade. The performance of

feed-forward neural networks largely depends on
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* model complexity
* representative dataset
* size of dataset

e computational power

With a large amount of data, a feed-forward neural network can extract high-level features from raw data
and obtain an effective representation of input space. In addition, model complexity increase with the
complexity of the task in order to learn a thorough representation of input space. As the model got more
complex (with hundreds of layers) and dataset size becomes bigger and bigger (petabytes or terabytes), the
number of computational resources needed to solve a task increase as well. In fact, computational power is
so important to the development of deep learning. As 1943, McCulloch and Pitts [96] already introduced
the neural network idea; however, it is only until late 2000s deep learning can be trained due to advancement
in technology. The large amount of data generated every day and available for analysis requires even better

computational resources.

2.2 Adversarial Attacks and Data Poisoning Attacks

Many state-of-the-art ML models have outperformed humans in various tasks such as image classi-
fication [61]. However, the existence of adversarial attacks and data poisoning attacks really questions the
robustness of ML models. For instance, Engstrom [43] demonstrated that the state-of-the-art image classi-
fiers can be easily fooled by a small rotation on an arbitrary image. As ML systems are being increasingly
integrated into safety and security-sensitive applications [66], adversarial attacks, and data poisoning at-
tacks pose a considerable threat. This section focuses on the two broad and important areas of ML security:
adversarial attacks and data poisoning attacks.

In adversarial attacks, attackers attempt to perturb a data point  to an adversarial data point 2" so
that 2 is misclassified by an ML model with high confidence, although 2’ is visually indistinguishable from
its original data point x by humans. A visual illustration of an adversarial attack is shown in Figure 1, which
presents a C&W attack. Adversarial attacks can be conducted in different domains, such as audio [21],

text [124], network signals [31], and images [112]. They can be further classified based upon the knowledge
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level that adversaries maintain about a target model. The attack model here can be specified as either black-
box, white-box, or gray-box. Black-box attacks refer to the case when an attacker has no access to the
trained ML model. The attacker only knows the model outputs (logit, confident score, or label). Black-
box attacks are commonly observed in online learning techniques used in anomaly detection systems that
effectively retrain the detector when new data is available. In a gray-box attack, attackers may have some
incomplete knowledge about the overall structure of a target model. Last, in a white-box threat model,
attackers have complete knowledge about a target model, which therefore facilitates the task of generating
adversarial examples and crafting poisoned input data. Even though there are more white-box attacks,
black-box attacks are more practical attacks on ML systems because essential model information is often
confidential and protected from a normal user interacting with a system. However, due to the phenomenon
of attack transferability, white-box attacks can be utilized to attack black-box models (transfer attacks). In
this chapter, we focus on the two primary threat models, white-box and black-box attacks.

In data poisoning attacks, adversaries try to manipulate training data in an attempt
* to decrease the overall performance (i.e., accuracy) of an ML model or
* to induce misclassification to a specific test sample or a subset of the test sample or
* to increase training time.

If an attacker has a specified target label to which a specific test sample is misclassified, the attack is called
a targeted data poisoning attack; otherwise, it is called an untargeted data poisoning attack. Adversaries are
assumed to either be able to contribute to the training data or have control over the training data. For instance,
crowdsourcing is regarded as a vital data source for various smart cities, such as intelligent transportation
systems and traffic monitoring [83]. Hence, such systems are vulnerable to data poisoning threats [70, 99]
as data poisoning attacks are often difficult to be detected [98].

This section present adversarial attacks and data poisoning attacks in both white-box and black-box
settings. These security attack classes are comprehensively discussed from different adversarial capabilities.
The main objective of this section is to present the existing adversarial attacks and data poisoning attacks.
The rest of this section is organized as follows: In section 2.2.1, we introduce some important definitions
and typical white-box adversarial attacks. In section 2.2.2, we further discuss black-box adversarial at-
tacks. Moreover, section 2.2.3 covers data poisoning attacks, along with their adversarial aspects. Finally,

section 2.2.4 summarize the section.
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2.2.1 White-box Adversarial Attacks

We start with a reasonably comprehensive definition of adversarial attacks based on L,-norm.

Definition 1. (Adversarial Attack): Let x € R" be a legitimate input data that is correctly classified
as class y by an ML classifier F'. Given a target class ¢ such that ¢ # y. An adversarial attack is a
mapping « : R™ — R™ such that the adversarial example «(z) = 2’ is misclassified as class ¢ by F,

whereas the difference between 2’ and x is trivial, i.e., |2’ — z||, < € for some small value e.

The L,-norm ||z’ — z||, used in Definition 1 measures the magnitude of perturbation generated by

an adversarial attack «w. The Lj-norm of a vector v is defined as

n 1/p
”va: szp )

i=1

where v; is the i-th component of v. Here are three frequently used norms in literature.

e [gp-norm:
n
" = allo = I[x] # =i,
i=1
where
1 o #ua
Iz # i) =
0 a2} =u,

counts the number of coordinates ¢ such that z; # x; where z; and x; are the ¢-th component
of z and ', respectively. The norm is useful when an attacker wants to limit the number of

attack pixels without limiting the size of the change to each pixel.

e [o-norm:

measures the Euclidean distance between z’ and z.
!

* Loo-norm or the Chebyshev distance: ||z’ — z||oo = mazx(|2)] — x1], |2h — x2|, ..., |2], — zy])

measures the maximum absolute change to any of the coordinates of x.
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Definition 1 is recognized as “targeted adversarial attacks.” The “targeted” attacks comprise a target
class t and a function o aims at identifying a legitimate input data 2’ (called adversarial example) such that
the classifier f misclassifies z’ as an instance of class ¢. In some scenarios, an attacker may not have a target
class on her/his mind. Their goal is simply to mislead the classifier f to misclassify an adversarial example
2’ to a class other than its original class y.

This section mainly focuses on white-box attacks, assuming that an attacker has complete knowl-
edge about the trained ML model. When attackers have access to this essential information, they can modify
any arbitrary clean input using adversarial attack models. White-box attacks are the worst-case scenario be-

cause attackers have access to a model architecture and model weights.

2.2.1.1 L-BGFS Attack

Adversarial examples are often generated based on either first-order gradient information (such as
the FGSM and DeepFool attack [101]) or gradient approximations. We first discuss some classical gradient-
based attacks. In this case, the goal of an attacker is either to minimize the norm of the added perturbation
that is needed to cause misclassification or to maximize the loss function with respect to an input data. In
2013, Szegedy et al. [133] demonstrate the first targeted adversarial attack on deep neural networks. They

find a minimal distorted adversarial example x’ by solving the following optimization problem:
min ||x — X[ |, 2.7)

subject to the constraints, C'(z') = ¢ and 2’ € [0,1]", where || * ||, is the L,-norm. Finding a precise
solution to this problem is very challenging since the constraint C(z') = t is non-linear. Szegedy et al.
replaced the constraint C'(z’) = t with its associated continuous loss function L, such as the cross-entropy

for classification. That is, they solved the following optimization problem instead:
min ¢||x — X'||, + L(X, t), (2.8)

subject to the constraint 2’ € [0, 1], where constant ¢ > 0. By first adaptively choosing different values of
constant ¢ and then iteratively solving the problem (2.8) using the L-BFGS algorithm [90] for each selected
¢, an attacker can obtain an adversarial example ' that has the minimal distortion to x and the C(2’) = t.

The L-BGFS attack is formally defined as follows.
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Definition 2. (L-BGFS Attack by Szegedy et al. 2013): Let z € R" be a legitimate input data that
are correctly classified as class y by an ML classifier C'. Given a loss function L, the L-BFGS attack

generates an adversarial example 2’ € R™ by minimizing the following objective function:

c|[x = x[|, + L(¥', 1), (2.9)

subject to the constraint 2’ € [0, 1]", where 2’ is misclassified as class ¢ # y by C.

2.2.1.2 Fast Gradient Sign Method

Unlike the L-BFGS attack, the fast gradient sign method (FGSM) proposed by Goodfellow et
al. [52] focuses on finding an adversarial perturbation limited by L..-norm efficiently rather than producing
an optimal adversarial example. In the training of an ML model, a given loss function is minimized to
find an optimal parameter set ¢ for a classifier C so that C' classifies most training data correctly. In con-
trast, FGSM maximizes the loss function as it tries to make the classifier perform poorly on the adversarial
example z’. Therefore, the FGSM perturbed image for an untargeted attack is constructed by solving the
following maximization problem:

max L(2,y) (2.10)
x'€[0,1]"

subject to the constraint ||z’ — z||~ < €, where y is the ground-truth label of the original image z, and € is
some application-specific maximum perturbation.

Applying the first-order Taylor series approximation, we have
L(z',y) = L(z +6,y) = L(x,y) + VaL(z,y)" 0 2.11)

where § = x/ — x is an adversarial perturbation, and V, L(z,y)” refers to the gradient of the loss function
L with respect to input x and it can be computed quickly by a back-propagation algorithm. The objective

function in (2.10) can be rewritten as:

min —L(z,y) — VoL(z,y)70 (2.12)
x'€[0,1]™
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subject to the constraint ||d||cc < €, where we convert the maximization problem to the minimization
problem by flipping the sign of the two components. Note that L(x,%) and V,L(x,y)" are constant and
already known because the attack is in the white-box attack setting.

Furthermore, since 0 < |||/ < €, we have
§ = e sign(V,L(z,y)) (2.13)

where sign function outputs the sign of its input value.
For the targeted attack setting, an attacker tries to minimize the loss function L(z, t), where t is the

target class. In this case, we can show that
0 = —esign(V,L(x,1)).

Formally, we can define FGSM with L,-norm bounded perturbation magnitude as follows.

Definition 3. (FGSM Adversarial Attack by Goodfellow et al. 2014 [52]): Let x € R" be a legiti-
mate input data that is correctly classified as class y by an ML classifier F'. The FGSM with L,-norm
bounded perturbation magnitude generates an adversarial example ' € R"™ by maximizing the loss
function L(a’, y) subject to the constraint ||z — x||~ < €, Where € is an application-specific impercep-

tible perturbation adversary intent to inject. That is,

X + e sign(VxL(x,y)), untargeted

x — e sign(VxL(x,t)), targeted on t,

where sign(VxL(z,y)) is the sign of the loss function.

Furthermore, we can easily generalize the attack to other L,-norm attacks . For example, we can
use the Cauchy-Schwarz inequality, a particular case of the Holder’s inequality with p = ¢ = 2, to find
the lower bound of the objective function in problem (2.12) subject to the constraint ||z’ — z||2 < € and to

obtain the perturbation for an untargeted FGSM for Lo-norm-based constraint

foL(Xv y)

§= x B Y
IVxL(x,y)][2

(2.14)
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2.2.1.3 Basic Iterative Method

The basic iterative method (BIM) proposed by Kurakin et al. [81] is an iterative refinement of the
FGSM. BIM uses an iterative linearization of the loss function rather than the one-shot linearization in
FGSM. Furthermore, multiple smaller but fixed step sizes « are taken instead of a single larger step size € in
the direction of the gradient sign. For instance, in an untargeted attack with L.,-norm bounded perturbation
magnitude, the initial point 2(?) is set to the original instance z, and in each iteration, the perturbation & (k)

and z(*t1) are calculated as follows:

2D — i, {2 ®) 4 509 (2.16)

where € > 0 denotes the size of the attack and clip,, ¢(z') is a projection operator that projects the value of z’
onto the intersection of the box constraint of  (for instance, if  is an image, then a box constraint of x can
be the set of integer values between 0 and 255) and the € neighbor ball of x. The above procedure ensures
that the produced adversarial examples are within € bound of the input z. Using a reduced perturbation
magnitude « limits the number of active attack pixels and thus, prevents a simple outlier detector from

detecting the adversarial examples.

Definition 4. (BIM Adversarial Attack by Kurakin et al. 2016 [81]): Let z € R™ be a legitimate
input data that is correctly classified as class y by an ML classifier F'. The BIM attack generates an
Lo-norm bounded adversarial example 2/ € R™ by iteratively maximizing the loss function L(z',y),

subject to the constraint||z’ — z||o, < €. For iteration k, z(*+1) is calculated as equation (2.15) and

(2.16) and the total number of iterations is chosen by the user.

Iterative Least-likely Class Method (ILLC) [81] is similar to BIM but use least likely class as tar-
geted class to maximize the cross-entropy loss; Hence, it is a targeted attack algorithm. Another popular
variant of BIM is the projected gradient descent (PGD) attack, which uses a uniformly random noise as an
initialization instead of setting (°) = 2. The random initialization is used to explore the input space. Later,
Croce and Hein [34] improved PGD by adding a momentum term for a gradient update and utilizing the
exploration vs. exploitation concept for optimization. They called this approach the auto projected gradient

descent (Auto-PGD) and showed that Auto-PGD is more effective than PGD [34]. It is further improved
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with AutoAttack [34], an ensemble of various attacks. Indeed, AutoAttack combines three white-box at-
tacks with one black-box attack. The four attack components are two extensions of Auto-PGD attacks (one
maximizes cross-entropy loss, and another maximizes the difference of logistic ratio loss) and two exist-
ing supporting attacks, a fast adaptive boundary (FAB) attack [33] and a square attack [6], respectively. It
has been shown that using the ensemble can improve the attack effectiveness over multiple defense strate-
gies [33]. An attack is considered successful for each test example if at least one of the four attack methods
finds an adversarial example.

Furthermore, Auto-Attack can run entirely without predefined user inputs across benchmark
datasets, models, and norms. Therefore, it can provide a reliable, quick, and parameter-free evaluation
tool when a researcher develops adversarial defenses [34]. We will introduce fast adaptive boundary attacks

in the following subsection.

2.2.1.4 Jacobian-based Saliency Map Attack (JSMA)

JSMA uses Jacobian matrix of a given image to find the input features of the image that made most
significant changes to output [113]. Then, the value of this pixel is modified so that the likelihood of the
target classification is higher. The process is repeated until the limited number of the pixel can be modified
is reached or the algorithm has succeeded in generating the adversarial example that is misclassified as target

class. Therefore, this is another targeted attack but has high computation cost.

2.2.1.5 DeepFool

The DeepFool [101] attack is an untargeted white-box attack. Like Szegedy et al. [133], Moosavi-
Dezfooli et al. [101] studied the minimally distorted adversarial example problem. However, rather than
finding the gradient of a loss function, DeepFool searches for the shortest distance from the original input to
the nearest decision boundary using an iterative linear approximation of the decision boundary/hyperplane
and the orthogonal projection of the input onto the approximated decision boundary.

Moosavi-Dezfooli et al. searched the shortest distance path for an input x to cross the decision

boundary and get misclassified. Formally, the DeepFool attack can be defined as follows.

Definition 5. (DeepFool Adversarial Attack by Moosavi-Dezfooli et al. 2016 [101]): Let x € R"

be a legitimate input data that is correctly classified as class y by an ML classifier /'. The DeepFool
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Lo-norm attack generates adversarial example 2’ € R™ by solving the following optimization problem
. / 2
min ||z° — 2|3

subject to the constraint 2’ € g, where g is the decision boundary that separating class ¢; from class ¢;

where j # 1.

To find such a path, an attacker first approximates the decision boundary using the iterative linear
approximation method and then calculates the orthogonal vector from z to that linearized decision boundary.
Furthermore, we present the solution to the binary classification case and extend the solution to the multi-
classification case later.

Given a non-linear binary classifier with discriminant functions g; and gs, the decision boundary
between class 1 and class 2 is g = {z : g1(x) — g2(x) = 0}. A per-iteration approximate solution x , ; can

be derived by approximating the decision boundary/hyperplane g based on the first-order Taylor expansion:
g(x') = g(z;) + Vag(a)T (2 — ), (2.17)
where z; is the *” iterate of the solution and z:gp = x. Then, we solve the following optimization problem:
min| a1 — 3 2.18)
subject to g(z;) + Veg(x;)T (2’ — x;) = 0 by finding the saddle node of the Lagrangian given by:
Sl = will3 4 Algla) + Vag(an) (o — 2:)). (2.19)

The optimization problem can be solved to obtain the saddle node

iy g(xs) Vag(zi)
IVag(z)ll2” [Veg(@i)ll2

Tiy1 = T (2.20)
This saddle node can be considered as the orthogonal projection of x; onto the decision hyperplane g at
iteration 4, and the iteration stops when ;1 is misclassified; i.e., sign(g(x;+1)) # sign(g(zo)).

This untargeted attack generates adversarial examples with smaller perturbation compared to L-

BFGS, FGSM, and JSMA [20], [155]. For detail, see [101]. Universal Adversarial Perturbation is an updated
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version of DeepFool that is transferable [102]. It uses DeepFool method to generate minimal perturbation

for each image and find the universal perturbation that satifies the following two constraints:

Il < e,

P(F(x) # F(x+n)) >1-4,

where || * ||, is p-norm, e specifies the upper limit for perturbation, and § € [0, 1] is a small constant that
specifies fooling rate of all the adversarial images.

The multi-class (in one-vs-all scheme) approach of the DeepFool attack follows the iterative lin-
earization procedure in the binary case, except that an attacker needs to determine the closest decision
boundary [ to the input z. The iterative linear approximation method used to find the minimum perturbation
is a greedy method that may not guarantee the global minimum. Moreover, the closest distance from the
original input to the nearest decision boundary may not be equivalent to the minimum difference observed
by human eyes. In practice, DeepFool usually generates small unnoticeable perturbations. So far, we have
only considered untargeted DeepFool attacks. A targeted version of DeepFool can be achieved if the input
is pushed towards the boundary of a target class ¢ # y subject to C'(zj, ;) = t. Furthermore, the DeepFool
attack can also be adapted to find the minimal distorted perturbation for any L,-norm, where p € [1, oo]. If

interested, see [101] for details.

2.2.1.6 Fast Adaptive Boundary Attack

The fast adaptive boundary attack, proposed by Croce and Hein [33], is an extension of the DeepFool
attack [101]. Specifically, the computation of z, for a FAB attack follows the DeepFool algorithm closely.
The main differences between the two types of attacks are that a DeepFool attacker projects 2, onto the
decision hyperplane g only, Proj g(a:;), whereas a FAB attacker projects z; onto the intersection of [0, 1]"

and the approximated decision hyperplane g, Proj,ng 1jn («}), with the following additional steps.

1. Add a momentum term « to regulate the influence of the additional term x + 7 Proj gn[0,1] (x)
on the modified image z + 7 Proj o 1jn (7). Thus, 7 is biassed toward z and hence, the
), generated by the FAB attack method is closer to the input = than one generated by the
DeepFool attack. The momentum term « is updated for each iteration ¢ as follows. First, a FAB

attacker computes the minimal perturbations ; = Proj,y 11 («}) and §y = Proj gn[0,1]" (o)
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as the current best point z, and the input x are projected onto the intersection of [0, 1] and the

approximated linear decision boundary, respectively. Then, « is chosen as follows.

Proj j,1jn (27)
o = min - : _ , QL € [0,1],
{Prngm[O,l]" () + PrOng[O,l}" ()"

where a4, € [0, 1] is a hyperparameter that provides an upper limit value for . «v is defined

such a way that the per-iteration x, might go too further away from x.

2. Add a backward step at the end of each iteration to increase the quality of the adversarial exam-
ple even further. The DeepFool stops when z; is successfully misclassified. However, the FAB
attack has this additional step for enhancement. The backward step is simply a movement of
closer to the input x by calculating the linear combination of  and =/ with a hyperparameter

B € (0,1). Croce and Hein [33] used § = 0.9 for all their experiments.

3. Add random restarts to widen the search space for adversarial examples. That is, instead of
initializing z{, = x, a FAB attacker sets x, as a random sample in a ¢ -neighborhood of z,

where € = min{||z} — z||p, €}.

4. Add a final search step to further reduce the distance between the adversarial example and its
original input. This step uses a modified binary search on 2 and x to find a better adversarial
example within a few iterations; e.g., Croce and Hein [33] set the number of iterations to 3 for

their experiments. For details of the final search step and the random restarts, see [33].

2.2.1.7 Carlini and Wagner (C&W)’s Attack

Carlini and Wagner's (C&W) attack [20] aims to find the minimally disturbed perturbation, where
Carlini and Wagner solved the box-constrained optimization problem in (2.7). Specifically, they converted
the box-constrained optimization problem into an unconstrained optimization problem, which can then be
solved through standard optimization algorithms instead of the L-BFGS algorithm. Carlini and Wagner
investigated three different methods to get rid of the box-constraint 2’ € [0, 1]”, projected gradient descent,
clipped gradient descent, and change of variables. They concluded that the method of the change of variables

is most effective in generating adversarial examples fast. That is, they introduced a set of new variables
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w; € R,e=1,2,...,n such that

rh = %(tanh(wi) +1). (2.21)

Although 2/ € [0, 1],w; can be any real number so that the box-constraint is eliminated. This allows to use
other optimization algorithms that don’t natively support box constraints. In their paper, the Adam optimizer
is used since it converges faster than the standard gradient descent and gradient descent with momentum.
For detail, see [20].

Furthermore, the constraint C(2’) = t is highly non-linear. Carlini and Wagner [20] considered
seven objective candidate functions g to replace the constraint C'(z') = ¢. Each g satisfies the condition
that C'(z") = t if and only if g(2’) < 0 (for targeted attacks) and C'(z") # y if and only if g(2’) < 0 (for

untargeted attacks). For instance, C&W’s Ly-norm attack has g defined as follows.

max { max ;. Z;(z") — Z(2), —Ii}, targeted on t

g(z') = (2.22)

max {Zy(:):’) —max;z, Z;(x), —n}, untargeted,

where Z is the logits and Z; is the 4§ element of the logits; x > 0 is a parameter that controls the strength of
adversarial examples. The default value is zero for experiments in [20]. However, increasing x can generate
adversarial examples with a higher transfer success rate.

Different from equation 2.18, the following optimization problem is solved to find the minimal
perturbation 6 = 2’ — x:

min ||z’ — z||3 + cg(2’) (2.23)

subject to 2’ € [0, 1]™, where ¢ > 0 is a regularization parameter that controls the relative importance of the
L,-norm perturbation over g. If a large value of ¢ is chosen, the attacker generates an adversarial example
which is further away from the base example but misclassified with high confidence and vice versa. Carlini
and Wagner [20] used a modified binary search to find the smallest value of ¢ for which the solution 2’ to
the optimization problem (2.23) satisfies the condition g(z’) < 0. Alternative to the modified binary search,
a line search can also be used to find the adversarial example with the minimal L,, distance from x. Instead
of looking for optimal c as in L-BFGS attack, Carlini and Wagner observed that the best way to choose c is

to use the smallest value of ¢ for which g(z’) < 0.
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Furthermore, Carlini and Wagner considered three types of attacks, Lg-norm attack, Lo-norm, and

Loo-norm attacks. The formal definition of the C&W attack is presented as follows.

Definition 6. (C&W Adversarial Attack by Carlini et al. 2017 [19]): Let x € R™ be a legitimate
input data that is correctly classified as class y by an ML classifier F'. Given a target class ¢ such that
t # y. The C&W attack generates an adversarial example =’ € R™ by solving the optimization problem

(2.23).

Carlini and Wagner [19] showed that the C&W attack is very powerful, and ten proposed defense
strategies cannot withstand C&W attacks constructed by minimizing defense-specific loss functions. This
shows the current limitations of detection methods. Furthermore, the C&W attack can also be used to
evaluate the efficacy of potential defense strategies since it is one of the strongest adversarial attacks [19].
Though C&W’s attack is very effective, it is computationally expensive compare to other techniques. In the

next two subsections, we will discuss some adversarial attacks other than L,-norm-based attacks.

2.2.1.8 Shadow Attack

In this subsection, we introduce a class of adversarial attacks called “semantic” adversarial attacks
on image datasets that usually generate adversarial examples through a larger perturbation on an image in
terms of L,, -norm but are still semantically similar to its original image. A typical example of the attack is
simply a small color shift, rotation, shearing, scaling, or translation of a natural image to fool a state-of-the-
art image classifier [42, 43]. The attack is successful due to differences in the way the ML model recognizes
an image and the human visual recognition system. A semantic adversarial example can be formally defined

as follows.

Definition 7. (Semantic Adversarial Attack): Let x € R" be a legitimate input data that is correctly
classified as class y by an ML classifier F'. A semantic adversarial attack is a mapping o : R* — R"
such that the adversarial example a(x) = 2’ is misclassified as class ¢ # y by the classifier and

B(x) = B(z'), where  is the human visual recognition system.

The semantic adversarial attacks can be either white-box or black-box. While we discuss one of the white-
box semantic adversarial attacks in detail here, next subsection will be concerned with a spatial transforma-

tion attack, a box-box semantic adversarial attack.
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The shadow attack [48] is a type of “semantic” adversarial examples that is different from the
attacks introduced in subsections 2.2.1.1-2.2.1.7 as it targets not only the classifier’s output label but also
the certifiable defenses [54, 72]. This attack reveals that certifiable defenses are not inherently secure.
Furthermore, shadow attacks can also be considered as a generalization of PGD attacks with three penalty
terms that minimize the perceptibility of perturbations. Formally, shadow attacks are defined as follows,

with three penalty terms added to the loss term.

Definition 8. (Shadow Attack by Ghiasi et al. 2020 [48]): The shadow attack generates the adversar-

ial example by solving the following optimization problem:
m?XL(:L‘ + 57 9) - )\thV((S) - )\CC((S) - )\SD((S)’

where 6 is the model weights, x is an arbitrary natural image, J is the perturbation added to image x, L
is a loss function, A, > 0, Ay, > 0, and \s > 0 are scalar penalty weights, 7'V (¢) is the total variation
of 9, C(6) = ||Avg(|or|)||p + [|Avg(|0B|)||p + ||Avg(|dc|)||p restricts the change in the mean of each

color channel, and D(d) = ||dr — 0B||p + ||0r — dcllp + ||0c — dB||, promotes even perturbation

between the color channels.

Note that the total variation TV () is calculated element-wise as TV(d; ;) = anisotropic — TV(6; ;)?, where

anisotropic — TV((SZ‘J)2 estimates the L1-norm of the gradient of 9; ;.

2.2.1.9 Wasserstein Attack

Different from most adversarial attacks that focus on L,-norm, the Wasserstein attack uses the
Wasserstein distance (also known as the optimal transport, Kantorovich distance, or Earth mover’s distance)
to generate Wasserstein adversarial examples. L,-norms, though used extensively in adversarial attacks, do

not capture the image transforms such as rotation, translation, distortion, flipping, and reflection.

Definition 9. (The Wasserstein distance between two inputs = and y): Let x € R!} and y € R} be
two inputs that are normalized with > ; 2; = 1 and Z?Zl xj = 1. Furthermore, let C € R"*" be a
cost matrix such that each element C; ; of C' measures the cost of moving mass from z; to y; (i.e., the

Euclidean distance between the pixel x; and the pixel y;, if = and y are images). Then, the Wasserstein
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distance between two inputs x and y is:
dW(:Z:? y) = <T7 C>7

subject to T1 = 2,771 = g, where 1 € R™*! is a column vector of ones, T' € R™*" is a transport plan
whose element T} ; > 0 encodes how the mass moves from z; to y; and (T, C') denotes the sum of the

matrix-matrix element-wise multiplication. That is, (T, C) = > 3i_, >0, Tj; * Cij.

Probabilistically, you can think of a transport plan as a joint probability of x and y [115]. Although
the Wasserstein distance has many theoretical advantages, calculating a Wasserstein distance between two
images is computationally expensive as it requires solving a linear programming problem with nxn number
of variables. Wong et al. [148] developed a fast approximate projection algorithm, called the projected
Sinkhorn iteration, that modifies the standard PGD attack by projecting onto a Wasserstein ball. Formally,

Wong et al. [148] proposed to solve the following objective function as follows.

Definition 10. (The Wasserstein adversarial example by Wong et al. 2019 [148]): The Wasserstein
attack generates a Wasserstein adversarial example z € R" by minimizing the following objective

function:

1
o’ — a3+ 5 D Tilog(Ty),
]

subject to the Wasserstein ball constraints, 7’1 = x, TT1 = &/, and dyy (z,y) < €, where A € R.

Note that an entropy-regularized term, ), j Ti;log(T;;), on the transport plan 7', is included in the
objective function so that projection is approximated; however, this entropy-regularized term speeds up the
computation (near-linear time). To further reduce the computational cost, the local transport plan restricts
the movement of each pixel to be within the kxk region of its original location. For instance, Wong et

al. [148] set k£ = 5 for all their experiments.

2.2.2 Black-box Adversarial Attacks

Recent research on the adversarial attack has shown particular interest in black-box settings. Al-
though many attacks require the attacker to have full access to the network architecture and weight, this

information is often protected in commercialized products such as the vision system in modern self-driving
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vehicles. As a result, the black-box attack, in which an attacker has no knowledge of the network and the
training set except the ability to query the probability/confidence score for each class (score-based black-box
attack) or the label (decision-based black-box attack), is increasingly important to investigate. Furthermore,
since black-box attack models do not require the knowledge of gradients as in most white-box attacks intro-
duced in section 2.2.1, the defense strategies based on the masking gradient or non-differentiability do not
work with the attacks introduced in this section.

In section 2.2.2.1, we introduce a transfer attack, a popular black box attack that utilizes the trans-
ferability of adversarial examples. This attack can even be applied to no-box settings, in which an attacker
does not even have access to the output of a model. In section 2.2.2.2, we present two score-based black-box
attacks, zeroth order optimization (ZOO) based attack and square attack. Then, we discuss three popular

decision-based black-box attacks in section 2.2.2.3.

2.2.2.1 Transfer Attack

Szegedy et al. [52] highlight the transferability of adversarial examples through the generalization
power of DNNs. That is, the same adversarial image can be misclassified by a variety of classifiers with
different architectures or trained on different training data. This property is useful in black-box settings.
When an attacker does not have knowledge of model architecture, they can generate a substitute model to
imitate the target model and then apply white-box attack methods such as L-BGFS attack to the obtained
substitute model in order to generate an adversarial example. This type of attack is called a transfer attack. To
do a transfer attack, an attacker needs to have a labeled training set first. With free query access, an attacker
can feed the substitute training set to the target classifier in order to obtain the label for these instances. In
the extreme case of limited query access, an attacker may have to do the labeling on their own or find a
substitute training set that is already labeled. However, with the power of free query access, the generated
model is usually more representative of the target model. With a labeled substitute training set, an attacker
can select a substitute model that has a similar structure as the target model if they have any knowledge
of the underlying structure. For instance, an image classifier usually has multiple CNN layers, whereas a
sequential model may have some sort of RNN layers. Then, they can train the selected substitute model with
the substitute training set. This trained substitute model serves as an attack surrogate. Finally, white box
attack methods introduced in section 2.2.1 can be used to generate adversarial examples. In order to have a

high transfer attack success rate, an FGSM, PGD, C&W, or other attack methods with high transferability
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are selected to generate adversarial examples. Furthermore, the adversarial perturbation required is usually

somewhat larger in order to ensure the success of a transfer attack.

2.2.2.2 Score-based Attacks

In this section, we discuss two popular score-based attacks, ZOO and square attacks. The ZOO
attack is to find adversarial examples based on zero-order-optimization, whereas the square attack generates
adversarial examples by using derivative-free optimization (DFO). Below are the detailed discussions of the
two attacks.

Different from the transfer attacks exploiting the transferability of adversarial images, Chen et
al. [24] proposed a ZOO attack to directly approximate the gradients of the target model using confidence
scores. Therefore, the ZOO attack is considered a score-based black-box attack, and it does not need to train
a substitute model. The ZOO attack is as effective as the C&W attack and remarkably surpasses existing
transfer attacks in terms of a success rate. Chen et al. [24] also proposes a general framework utilizing
capable gradient-based white-box attacks for generating adversarial examples in the black-box setting.

The ZOO attack finds the adversarial example by also solving the optimization problem (2.23).
Motivated by the attack loss functions (2.22) used in the C&W attack, a new hinge-like loss function [24]

based on the log probability score vector p = f(z') of the model f, instead of Z, is proposed as follows.

max { max;[f(2')]; — [f(2)]e —K}, targeted on t

g(a') = (2.24)

max {[f(x/)]y —max;z, [ f(2')];, —Ii}, untargeted,

where [f(z')]; is the j" element of the probability score vector, and the parameter x > 0 ensures a constant
gap between the log probability score of the adversarial example classified as class t and all remaining
classes. The log probability score is used instead of a probability score since well-trained DNNs yield a
significant high confidence score for a class compared to other classes and the log function lessens this

dominance effect without affecting the order of confidence score. The ZOO attack is defined as follows.

Definition 11. (ZOO Adversarial Attack by Chen et al. 2017 [24]): A ZOO attack is a score-based
black-box attack that generates the adversarial example x € R™ by solving the optimization problem

(2.23) using the zeroth-order stochastic coordinate descent with a coordinate-wise ADAM.
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In the white box setting, finding an adversarial example requires taking the gradient of the model
function Jf(x). However, in the black-box setting, the gradient is inadmissible, and one can only use the
function evaluation f(x), which makes it a zeroth-order optimization problem. Chen et al. [24] provide a
method for estimating the gradient information surrounding the victim sample x by watching variations in
prediction confidence f(x) when the coordinate values of x are adjusted [149]. Chen et al. [24] used the

following symmetric difference quotient to approximate the gradient:

Of(x) _ fz+hei) = fz — hei)

~

8.%'1' 2h ’

(2.25)

where h is a small constant, and e; is a standard basis vector. For networks with a large input size n, e.g.,
Inception-v3 network [134] has n = 299 x 299 x 3, the number of model queries per gradient evaluate is
2 x n (two function evaluation per coordinate-wise gradient estimation). This is very query inefficient.

To overcome this inefficiency, Chen et al. [24] proposed the five acceleration techniques.

1. Use zeroth-order stochastic coordinate descent with a coordinate-wise ADAM to minimize the

objective function.
2. Evaluate the objective function in batches instead of one-by-one to take advantage of the GPU.

3. Reduce the attack space and perform the gradient estimation from a dimension reduced space
R™, where m < n, to improve computational efficiency. Specifically, a dimension reduction
transformation D : R™ — R™ such as D(¢') = 2’ — x, where ¢’ € R™ is used to reduce
the attack space. For instance, D can be an up-scale operator that scales up an image, such
as the bilinear interpolation method, discrete cosine transformation (DCT), or an autoencoder
for attack dimension reduction [143]. Although this attack space dimension reduction method
reduces the computation costs for high-resolution image datasets (such as ImageNet [122]), the

reduced attack space also limits the ability to find a valid attack.

4. Use hierarchical attack to overcome the limited search space issue. Instead of just one trans-
formation, a series of transformations D1, Do, ..., D,, with dimensions m1, ms, ..., m,,, where
m1 < mo < ... < m, are used to find the adversarial example. Start with the small attack
space mj, an attacker tries to find an adversarial example. If they are unsuccessful, then they

increase the attack space to my. Otherwise, the process stops.
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5. Choose which coordinates to update based on their “importance.” For instance, the pixel near
the edge or corner of an image is less important than a pixel near the main object (usually near
center) for an image classifier. Chen et al. [24] divided an image into 8x8 regions and defined

the “importance” as the absolute values of pixel value changes in each region.

Note that acceleration techniques 3-5 are not required when n is small. For instance, Chen et al. [24] did not
use techniques 3-5 for MNIST and CIFAR10 dataset. Although the attack success rate is compared to the
success rate of the C&W attack, the number of required queries are large for gradient estimation despite the
proposed acceleration techniques.

Andriushchenko et al. [6] proposed square attack (SA), a query-efficient attack on both L., and
Lo-bounded adversarial perturbations. The SA is based on a random search (RS), an iterative technique in
DFO methods. Therefore, the SA is a gradient-free attack [75] and it is resistant to gradient masking. SA
improves the query efficiency and success rate by employing RS and a task-specific sampling distribution.
In some cases, SA even competes with white-box attacks’ performance.

Compared to an untargeted attack, SA is to find a L,-norm bounded adversarial example by solving

the following box-constrained optimization problem:
min L(f (2, y)) (2.26)
x/

subject to ||z" — z||, < €, where p € {2,00},2" € [0,1]"and L(f(2',y)) = [f(2')]y — max;.,[f(z')]; is
a margin-based loss function measuring the level of confidence that the model f labels an adversarial input
2’ the ground-truth class y over other classes.

In a targeted attack with target class ¢, an attacker could simply minimize the loss function

L(f(a',1)) = I?Qgi[f(fc,)]j — [f (@) (2.27)

However, a cross-entropy loss of the target class ¢

K
L(f(2',t)) = =[f(2")]¢ + log (Ze[ﬂf”i). (2.28)

=1

is used to make the targeted attack more query efficient.
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This optimization problem can be solved by using the classical RS method. In general, the RS
method can be described as follows. Given an objective function g to minimize, a starting point zg, and a
sampling distribution D, the RS algorithm outputs an estimated solution z.,; after N iterations. For each
iteration 4, RS algorithm starts with a random update § ~ D(z;) and then adds this update to the current
iteration; i.e., Tpew = x; + 0. If the objective function g, evaluated at e, is less than the best gx
obtained so far, we update x; and gx. That is, if gnew < g*, then x; = Tpew and gx = gpe. Otherwise, the
update ¢ is discarded [35]. This process stops after a user specified number of iterations has reached. Thus,
using RS to optimize g does not rely on the gradient of g.

Since Moon et al. [100] showed that when one runs the white-box PGD attacks until convergence
on CIFARI10 and ImageNet dataset, the successful adversarial perturbation § is mainly found on vertices
(corners) of L,-norm ball [6]. Based on this observation, the SA attack only searches over the boundaries
of the L, or Lo-ball to obtain the potential adversarial perturbation of the current iterate §;. Hence, the
perturbation for each pixel (before projection) is either —2e¢, 0, or 2¢ for the L.,-norm attack, where the
perturbation of zero means no perturbation for a given pixel. This critical design makes the SA mechanism
different from the standard RS algorithm, and it significantly improves the query efficiency.

Another key difference is that at each step the SA attack limits the modification of the current iterate
x, by updating only a small fraction (a square of side length v; for each color channel) of the neighboring
pixels of 2. This helps reduce the dimension of the search space, especially when the input space [0, 1]™ is
high-dimensional, e.g., n = 290 x 290 x 3 in the ImageNet dataset [122]. In summary, the SA via random

search consists of the following main steps for each iteration ¢ [35]:

1. Find the side length v; of the square by determining the closest positive integer to \/W
where p € [0, 1] is the percentage of pixels of the original image x that can be perturbed and w
is the width of an image. p gradually decreases with the iterations but v; > 3 for the Ly-norm
SA. This mimics the step size reduction in gradient-based optimization. In gradient-based

optimization, we begin with initial large learning rates to quickly shrink the loss value [35].

2. Find the location of the square with side length v; for each color channel by uniformly random

selection. The square denotes the set of pixels that can be modified.

3. Uniformly assign all pixels’ values in the square to either —2e or 2¢ for each color channel c.
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4. Add the square perturbation generated in step 3 to the current iterate z; to obtain the new point

Tit1-
5. Project z;41 onto the intersection of [0, 1]™ and the L.,-norm ball of radius € to obtain x,ey.

6. If the new point x,,.,, attains a lower loss than the best loss so far, the change is accepted, and

the best loss is updated. Otherwise, it is discarded.

The iteration continues until the adversarial example is found. If interested, see [6] for details.

2.2.2.3 Decision-based Attack

The decision-based attack uses only the label of an ML output for generating adversarial attacks,
and this makes it easily applicable to real-world ML attacks. In this section, we discuss three popu-
lar decision-based black-box attacks, a boundary attack [17], a HopSkipJump attack [23], and a spatial-
transformation attack [43].

Relying neither on training data nor on the assumption of transferability, the boundary attack uses
a simple rejection sampling algorithm with a constrained independent and identically distributed Gaussian
distribution as a proposed distribution and a dynamic step-size adjustment inspired by Trust Region methods
to generate minimal perturbation adversarial samples. The boundary attack algorithm is given as follows.
First, a data point is sampled randomly from either a maximum entropy distribution (for an untargeted
attack) or a set of data points belonging to the target class (for a targeted attack). The selected data point
serves as a starting point. At each step of the algorithm, a random perturbation is drawn from a proposed
distribution such that the perturbed data still lies within the input domain and the difference between the
perturbed image and the original input is within the specified maximum allowable perturbation €. Newly
perturbed data is used as a new starting point if it is misclassified for an untargeted attack (or misclassified as
the target class for a targeted attack). The process continues until the maximum number of steps is reached.

The boundary attack is conceptually simple, requires little hyperparameter tuning, and performs
as well as the state-of-the-art gradient attacks (such as the C&W attack) in both targeted and untargeted
computer vision scenarios without algorithm knowledge [17]. Furthermore, it is robust against common de-
ceptions such as gradient obfuscation or masking, intrinsic stochasticity, or adversarial training. However,

the boundary attack has two main drawbacks. First, the number of queries for generating an adversarial
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sample is large, making it impractical for real-world applications [23]. Instead of a rejection sampling algo-
rithm, Metropolis-Hastings’s sampling may be a better option since it does not simply discard the rejected
sample. Secondly, it only considers Lo-norm.

Conversely, the HopSkipJump attack is a family of query-efficient algorithms that generates both
targeted and untargeted adversarial examples for both Lo and L,-norm distances. Furthermore, the Hop-
SkipJump attack is more query efficient than the Boundary attack [152], and it is a hyperparameter-free

iterative algorithm. The HopSkipJump attack is defined as follows.

Definition 12. (HopSkipJump Attack by Chen et al. 2020 [23]): Let x € R" be a legitimate input
data that is correctly classified as class y by an ML classifier F'. A HopSkipJump attack is a decision-

based attack that generates the adversarial example 2’ by solving the following optimization problem:
. /
min [’ — ],

subject to the constraint ¢, (z') = 1, where p = {2, 0o}

—1 otherwise,

and

(S.(2') = [f(2)]e — maxjz[f(2')]; targeted ont

max;.,[f(2')]; — [f(2')], untargeted

Note that S, is similar to (2.22) with x = 0. Let us discuss HopSkipJump L based target attack in detail.
Interested readers can consult [23] for untargeted attack or Lo based attacks.

The HopSkipJump L based target attack is an iterative algorithm consisting mainly an initialization
step (step 1) and three iterative steps (steps 2-4 are repeated until the maximum number of iterations specified

by an attacker is reached.):

1. Select a random data point Zg from a target class (similar to the initialization step of a boundary

attack).

33



2. Approach the decision boundary/hyperplane by using a binary search algorithm. That is, move
Z; towards the input x and the decision hyperplane by interpolating between the input x and

Z4t to get a new data point z; such that ¢, (z;) = 1; i.e.,
Ty = X + (1 — at):i't,

where «; is obtained via a binary search between 0 and 1 and stops at x; such that ¢, (z;) = 1.

3. Estimate the gradient-direction using the method similar to FGSM, see (2.14). That is,

v ﬁ(mt,&g,B —t)
t — —
[[VS (¢, 0¢, By)l|

where §; = @ depends on the distance between x; and x and the image size n,{ub}{i’f1 18
a set of independent and identically distributed uniform random noise, By = B/t is the batch

size of {ub}{f:tl, the initial batch size By is set to 100 in [23], and

4. Estimate the step size & by geometric progression and then update the sample point Z;. That

|lze—z||2

is, starting with & = | N the step size is reduced by half until ¢, (Z;) = 1, where

Ty = x¢ + §tvy.

Spatial Transformation Attack

In contrast to the boundary attack and the HopSkipJump attack that based on L, bounded adver-
sarial perturbations, the spatial transformation attack [43] is a black-box “Semantic” adversarial attack that
reveals a small random transformation, such as a small rotation on an image, can fool a state-of-the-art im-
age classifier easily. This attack really questions the robustness of these state-of-the-art image classifiers.
Furthermore, the primary disadvantage of the ZOO attack is the need to probe the classifiers thousands of
times before the adversarial examples are found. This is not a case for spatial transformation attacks. En-
gstrom et al. [43] showed that worst-of-10 (k=10) is able to reduce the model accuracy significant with just
10 queries. Basically, it rotates or translates a natural image slightly to cause misclassification. This attack

reveals the vulnerability of the current state-of-the-art ML models.
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Definition 13. (Spatial Transformation Attack): Let z € R" be a legitimate input data that is cor-
rectly classified as class y by an ML classifier F'. A spatial transformation attack generates an adver-
sarial example 2’ € R"™ by by finding a mapping o : R™ — R" such that the adversarial example
a(x) = o', where the relationship between 2’ and z is as follows:

Each pixel (a, b, ¢) in z is translated (da, 6b, 0) pixels to the right and rotate v degrees counterclockwise
around the origin to obtain the pixel (a’,¥,¢) in 2/, where ' = acos(y) — bsin(y) + da and V' =
asin(y) + bcos(y) + db.

To find the mapping «, an attacker needs to solve the following optimization problem:

max L(a(z),y)) (2.29)

a,b,c

Engstrom et al. [43] proposed three different methods to solve (2.29): (1) first-order method to
maximize the loss function, (2) grid search on a discretized parameter space, and (3) worst-of-k (i.e., ran-
domly sample k different set of attack parameters and choose one that model performs worst). The first
order method requires gradient of the loss function which is not possible in black box setting. Even if it is
possible, Engstrom et al. [4] shows that the first-order method performs worst due to the non-concavity of
loss function for spatial perturbation.

Please note that we introduce a few black-box attack methods in this section. There are many other

black-box attack methods. Following are two of the black-box attack techniques proposed in past few years.

* One-Pixel Attack uses differential evolution to find a pixel to modify and generate adversarial
example. Success rate is 68.36% for CIFAR-10 test dataset and 16.04% for ImageNet datset
on average [131]. It shows the vulnerability of DNNs as a single pixel alternation can change

the classification.

* Natural GAN uses Wasserstein Generative Adversarial Networks (WGAN) to generate adver-
sarial examples that look natural for tasks such as image classification, textual entailment, and
machine translation [158]. Similarly, the Domain name GAN (DnGAN) [18] uses GAN to
generate adversarial DGA examples and tests its performance on Bayes, J48, decision tree, and
random forest classifier. Moreover, the authors [18] also used these generated adversarial ex-

amples along with normal training data to train a long short-term memory (LSTM) model and
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show a 2.4% increase in accuracy compared to the LSTM model trained with a normal training

set alone. As another application, Chen ef al. [25] use WGAN to denoise cell images.

2.2.3 Data Poisoning Attacks

While adversarial attacks cannot change the training process of a model and can only modify the
test instance, the data poisoning attacks, on the contrary, can manipulate the training process. Specifically,
in data poisoning attacks, attackers aim to manipulate the training data (e.g., poisoning features, flipping
labels, manipulating the model configuration settings, and altering the model weights) in order to influence
the learning model. It is assumed that attackers have the capability to contribute to the training data or have
control over the training data itself. The main objective of injecting poison data is to influence the model’s
learning outcome.

Recent studies on adversarial ML have demonstrated particular interest in data poisoning attack set-
tings. This section discusses few data poisoning attack models. We start with briefly going over label flipping
attacks in subsection 2.2.3.1 and then focus on clean label data poisoning attacks in subsection 2.2.3.2 since

they are stealthy. To the end, we introduce backdoor attacks.

2.2.3.1 Label Flipping Attacks

A simple and effective way to attack a training process is to simply flip labels of some training
instances. This type of data poisoning attacks is called label flipping attacks. Mislabeling can be done
easily in crowdsourcing, where an attacker is one of the annotators, for example. In this subsection, we
discuss some common label flip attacks against ML models. These label flip attacks could be either model-
independent or model-dependent. For instance, a random label flipping attack is model-independent. It
simply selects a subset of training instances and flips their labels. The attacker does not need to have
any knowledge of the underlying target ML model. Even though this random strategy looks simple, it is
capable of reducing classification accuracy significantly depending on the type of dataset under attack, the
training set size, and the portion of the training labels that are flipped. The random label flip attack can be

mathematically defined as follows.

Definition 14. (Random Label Flipping Attack): Given a training set D = {(x;,v;)}!",, where

x; € X and y; € {—1,1}, it is called a random label flipping attack if an attacker with the ability to
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change p € (0, 1) fraction of the training label can randomly select |np| training labels and flip the
labels.

This random label flipping attack can further be divided into two groups: targeted and untargeted. In
an untargeted random label flipping attack, an attacker may select some instances from class 1 to misclassify
as class -1 and some instances from class -1 to misclassify as class 1. In contrast, an attacker misclassifies
one class as another consistently in a targeted random label flipping attack. The targeted random label
flipping attack is more severe compared to the untargeted one as the targeted attack consistently misleads
the learning algorithm to classify a specific class of instances as another specific class.

Rather than random label flipping, an attacker can also utilize label flip attacks that are model-
dependent. For instance, we show that SVM constructs a decision hyperplane using only the support vectors
in subsection 2.1.1. Existing studies presented a few label flipping attacks based on this characteristic.
For example, Farfirst attack [146] is one of such label flipping attacks, where a training instance far away
from the margin of an SVM is flipped. This attack effectively changes many non-support vector training
instances (training instances that are far from the margin and correctly classified by an untainted SVM) to
support vectors, and significantly alter the decision boundary consequently.

Formally, an optimal label flipping attack can be considered as a bi-level optimization problem

defined as follows.

Definition 15. (Optimal Label Flipping Attack): Suppose that training set D = {(x;,y;)}~; and
atest set ' = {(Z;,9;)}",, where x,Z € X and y;,9; € {—1,1}. Let [ be the number of training
labels that an attacker has the ability to modify, and let I € {—1,1}" be an indicator vector such that
its i*" element I; equals to —1 if the i*" training label is flipped and 1 otherwise. Then, |I| = [ and the
poisoned training set D' = {x;, y,}_,, where y, = y;I;. It is called an optimal label flipping attack if

an attacker can find an optimal I by solving the following optimization problem:
O(min L(D', ), T),

where O is an objective function specified by the attacker and © is model weights. A common objective

. . .. . . 1 ~ ~
function is to maximize the test error rate, in which case O(0*,T) = - >~ J[C(&;) = ], where

J is an indicator function such that
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. 5 1 C(z)=ui
J[C(%:) = 9] =
0 otherwise.

However, solving such a bi-level optimization problem is NP-hard. Here, we introduce a simple
greedy algorithm that is suboptimal but tractable. At iteration ¢ = 1, an attacker first flips the label of the
first training instance to obtain a poisoned training set D’. Then, the attacker trains an ML model using D’
and evaluates the performance p; of the poisoned model. Next, the attacker flips the label of the second
training instance while keeping other labels untainted. Similarly, the attacker trains the ML model using the
poisoned dataset and evaluates its performance py on the test set. The attacker repeats this process for each
training label to obtain {p1,p2,...,pn}. Now, the attacker can determine which training label is actually
flipped by simply finding the training label corresponding to the worst performance. After that label is
flipped, the attacker can select the next training label to flip out of the remaining n — 1 training labels by
following the same process as iteration 1. For each iteration, one additional training label is flipped. The

process stops until I training labels have been flipped.

2.2.3.2 Clean Label Data Poisoning Attack

Security of DL networks can be degraded by the emergence of clean label data poisoning attacks.
This is achieved by injecting legitimately labeled poison samples into a training set. Although poison sam-
ples seem normal to a user, they indeed comprise illegitimate characteristics to trigger a targeted misclassi-
fication during the inference process.

In this subsection, an attacker deploys “clean-labels” data poisoning attacks without the need to con-
trol the labeling process. Furthermore, such adversarial attacks are often “targeted” such that they allow for
controlling the classifier’s behavior on a particular test instance while maintaining the overall performance
of the classifier [127]. For instance, an attacker can insert a seemingly legitimate image, i.e., a correctly
labeled image, into a training dataset for a facial identification engine and thus control the chosen person’s
identity during the test time. This attack is severe since the poison instance can be placed online and awaits
to be scraped by a bot for data collection. The poison instance is then labeled correctly by a trusted annotator
but still able to subvert the learning algorithm.

Here, we introduce two clean label data poisoning attacks against both transfer learning and an

end-to-end training.

38



Feature Collision Attack

The first one is the feature collision attack introduced by Shafahi et al. [127] who assumed that an

attacker has

no knowledge of the training data,

no ability to influence the labeling process,

no ability to modify the target instance during inference, and

knowledge of the feature extractor’s architecture and its parameters.

An attacker tries to find a poison instance that collides with a given target instance in a feature space
while maintaining its indistinguishability with a base instance from class ¢ other than target class ¢t # c.
Hence, the generated poison instance looks like a base instance and an annotator labels it as an instance
from class c. However, that poison instance is close to the target instance in a feature space, and the ML
model is likely classifying it as an instance from class . This causes the targeted misclassification and only
one such poison instance is needed to poison a transfer learning model. That is why this attack is sometimes

called a one-shot attack as well, and its formal definition is shown as follows.

Definition 16. (Feature Collision Attack by Shafahi et al. 2018 [127]): Given a feature extractor f,
a target instance x; from class ¢, and a base instance x;, that belongs to a targeted class b such that b # ¢,

it is called a feature collision attack if an attacker finds a poison instance x,, as follows:

zp = argmin || f(z) — f(z0)I[5 + Bllz — 243,
x

where [ is a similarity parameter.

The base instance can be selected randomly from any classes other than the target class. However,
some base instances may be easier for an attacker to find a poison instance than others. The coefficient 3
must be tuned by the attacker in order for them to make the poison instance seem indistinguishable from a
base instance. Shafahi et al. [127] solved the optimization problem by using a forward-backward-splitting
iterative procedure [49].

This attack has a remarkable attack success rate (e.g., 100% in one experiment presented in [127])

against transfer learning. Nevertheless, we want to point out that such an impressive attack success rate
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reported in [127] is due to the overfitting of the victim model to the poison instance. The data poisoning
attack success rate drops significantly on an end-to-end training and in black-box settings, and Shafahi et
al. [127] proposed to use a watermark and multiple poison instances to increase the attack success rate on
an end-to-end training. However, one obvious drawback is that the pattern of the target instance shows up
in the poison instances sometimes.
Convex Polytope Attack and Bullseye Polytope Attack

Although in many ML-based attacks, an attacker is required to obtain full access to the network
architecture and weight of a model (e.g., a feature collision attack), such a privilege is likely protected
in commercialized products such as perception systems in smart cars. In this subsection, we introduce a
transferable and scalable clean label targeted data poisoning attack against transfer learning and an end-
to-end training in a black-box setting, where attackers do not have access to the target model. Aghakhani
et al. [2] proposed such a clean label data poisoning attack model, named the bullseye polytope attack, to
create poison instances that are similar to a given target instance in a feature space. The bullseye polytope
attack achieves a higher attack success rate compared to a feature collision attack in a black-box setting
and increases the speed and success rate of the targeted data poisoning attack on the end-to-end training
compared to the convex polytope attack.

The convex polytope attack [159] is very similar to the bullseye polytope attack; both of them are
the extension of a feature collision attack into a black-box setting. Let us define the convex polytope attack
formally as follows before we discuss the bullseye polytope attack, a scalable alternative to the convex

polytope attack.

Definition 17. (Convex Polytope Attack by Zhu et al. 2019 [159]): Given a feature extractor { f i}lﬁl,
a target instance x; from class ¢ and a set of base instances {$i }?Zl that belongs to a targeted class b
such that b # t, it is called a convex polytope attack if an attacker finds a set of poison instances

{m{;}g?:l by solving the following optimization problem:

(2.30)

" | fi ) — S )2
2 7 ()2 |

{.’E }k: » {Cz}m

subject to the constraints Zk =1, cZ >0,Vi=1,2,...,m,¥j = 1,2,....k, and ||z} — :z:iﬂoo <

e,Vj=1,2, ..,k where ¢ € RF is a coefficient vector consisting of elements c;
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Without the knowledge of a victim model, an attacker can utilize the attack transferability to attack
the victim model by substituting feature extractors { f*}™, (similar to transfer attacks in section 2.2.2.1).
This is the main idea behind both the convex polytope attack and the bullseye polytope attack. The main
difference between the two attacks is that there is no incentive to refine the target deeper inside the convex
hull of poisons (“attack zone”) for the convex polytope attack, whereas the bullseye polytope attack pushes
the target into the center of convex hull by solving the optimization problem (2.31) instead. Consequently,
the target is often near the convex hull boundary in the convex polytope attack. The optimization problem
(2.30) requires finding a set of coefficient vectors {c}™, in addition to find a set of poisons {a:%};?zl
that minimizes its objective function. Hence, the convex polytope attack has a much higher computation

cost than that of the bullseye polytope attack. As shown below, the bullseye polytope attack simply sets

cé- = %,‘v’i =1,2,....,m,Vy = 1,2,..., k, to assure that the target remains near the center of the poison
samples.

Definition 18. (Single-target Mode Bullseye Polytope Attack by Aghakhani et al. 2020 [2]): Given
a feature extractor { '} |, a target instance z; from class ¢ and a set of base instances {xi}§=1 that
belongs to a targeted class b such that b # ¢, it is called a single-target mode bullseye polytope attack if

an attacker finds a set of poison instances {a:%}f:l by solving the following optimization problem:

o i 1) — 4 35— Fi@h)lI? 2.31)

), 2 5 177(ze)[2 ’

subject to the constraints Hx{, — a:{,Hoo <eVji=1,2,..,k.

The bullseye polytope attack can further be extended to a more sophisticated target mode (called the multi-
target mode) by constructing a set of poison images that targets multiple instances enclosing the same
object from different angles or lighting conditions. Specifically, if n; target instances of the same object
is used in a multi-target mode attack, f(z;) in (2.31) is replaced by the average target feature vectors
Yool i (x4). Such a model extension can remarkably enhance the transferability of the attack to unseen

instances comprising the same object without having to use additional poison samples [2].
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2.2.3.3 Backdoor Attack

In this last subsection, we introduce backdoor attacks, a type of data poisoning attacks/causative
attacks that contains a backdoor trigger (an adversary’s embedded pattern). Specifically, we consider back-
door attacks on an outsourcing scenario [58], a transfer learning scenario [58], and a federated learning

scenario [8]. Here are the three attack scenarios:

* Outsourced training: In this attack scenario, a user aims to train the parameters © of a network
fo by using a training dataset. For this purpose, the user sends the model description to the
trainer who will then return trained parameters ©'. The user herein verifies the trained model’s
parameters by checking the classification accuracy on a “held-out” validation dataset, D,q;;d,
as the trainer cannot be fully trusted. The model will be accepted only if its accuracy fulfills a
target accuracy, a*, on the validation set. Building upon the above setting, a malicious trainer
will return an illegitimate backdoored model fg,,, to the user such that fg_, has met the target

accuracy requirement while fg_, misclassifies the backdoored instances.

* Transfer learning: In this attack scenario, a user unintentionally downloads an illegitimately
trained model fg,, and the corresponding training and validation set D, from an online

repository. Then, the user develops a transfer learning model feo_, 77 based on it. The main

adv

attacker’s goal is similar to his/her goal in the adversarial outsourced training scenario. How-

ever, both fg_, and fe_, 71 musthave the reasonably high accuracy on D4 and the user’s

adv>

private validation set for the new domain of application.

» Federated learning: This attack scenario is especially vulnerable to a backdoor attack since,
by design, the central server has no access to the participants’ private local data and train-
ing. A malicious participant or a compromised participant can manipulate the joint model by
providing a malicious interned update to the central server based on the techniques such as
contrain-and-scale [8]. As a result, the joint model would behave in accordance with the at-
tacker’s goal as long as the input encloses the backdoor features while the model can maintain

the classification accuracy on the clean test instances.

An attacker can generate an illegitimate trained DL network, also known as a backdoored neural

network (BadNet), for both targeted or untargeted misclassification on backdoor instances by modifying

42



the training procedure, such as injecting poisoned instances with backdoor trigger superimposed and label
altered, manipulating the model configuration settings, or altering model parameters directly. Subsequently,
the malicious learning network behaves wrongly on backdoor instances whereas has high classification
accuracy on the user’s private validation set.

Although various detection mechanisms have been elaborated on adversarial backdoors detection,
e.g., using statistical differences in latent representations between clean input data and attacker’s input sam-
ples in a poisoned model, we introduce an adversarial backdoor embedding attack [137] that can bypass sev-
eral detection mechanisms (e.g., Feature Pruning [144] and Dataset Filtering by Spectral Signatures [141])
simultaneously in this section. Notably, Shokri et al. [137] developed an adversarial training mechanism,
which creates a poisoned model that can mitigates either a specific defense or multiple defenses at the same
time by utilizing an objective function that penalizing the difference in latent representations between the
clean inputs and backdoored inputs.

The proposed mechanism maximizes the indistinguishability of both clean and poisoned data’s hid-
den representations by utilizing the idea similar to a generative adversarial network. The poisoned model
decouples the adversarial inputs comprising the backdoor triggers from clean data by developing a discrimi-
native network. The conventional backdoor detection mechanisms may succeed in recognizing the backdoor
triggers only if the attacker naively trains the poisoned model in a way that leaves a remarkable difference
in the distribution of latent representations between the clean data and backdoor instances. Therefore, a
knowledgeable attacker can make the model more robust against existing backdoor detection mechanisms
by minimizing the difference in latent representations of two. As a result, the attacker can attain high ac-
curacy of classification by the poisoned model (the behavior of the poisoned model remains unmodified on

clean data), while fooling the backdoor detection mechanism.

2.24 Summary

The performance of deep learning is remarkable in a variety of domains such as image classification,
natural language processing, and machine translation. With such outstanding performance, ML models are
widely used today. However, recent studies have shown that machine learning algorithms can be easily
fooled by techniques such as Fast Gradient Sign Method (FGSM) [52] and PGD attack [94]. This is a serious

problem as many deep learning techniques are used in security-sensitive and/or safety-critical applications
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such as medical diagnosis, malware detection [151], self-driving cars [97], as well as digital assistants like
Google Assistant, Alexa and Siri.

Adversarial example/sample x’ is a generated sample that is close to natural sample x to human
eyes but misclassified by a DNN model [133]. That is, the modification is so subtle that a human observer
does not even notice it, but a DNN model misclassifies it. Formally, an adversarial sample 2’ satisfies the

conditions that
* ||x — x'||3 < ¢, where € is the small perturbation that is not noticeable by human eyes.
« x' €0,1].
s F(x') =1y, F(x) =y, and y # v/, where y and ¢/ are class labels.

In general, there are two types of adversarial attacks for DNN models: untargeted and targeted. In a untar-
geted attack, attacker does not have a specific target label in mind when trying to fool a DNN model. In
contrary, attacker tries to mislead a DNN model to classifies an adversarial sample x’ as a specific target
label ¢ in a targeted attack. In 2013, Szegedy et al. [133] first generated such adversarial example using
Limited-memory Broyden Fletcher Goldfarb Shanno (L-BFGS) attack. Given a natural sample x and a tar-
get label ¢ # F'(x), they used L-BFGS method to find an adversarial sample x’ that satisfies the following

box-constrained optimization problem
minc||x — X'||3 + J(X, 1), (2.32)

subjecttox’ € [0, 1]™ and F'(x') = ¢, where ¢ is a constant that can be find by linear searching, and m = hw
if the image is gray scaled and m = 3hw if the image is colored. Because of this computational intensive
linear searching method for optimal ¢, L-BFGS Attack is time consuming and impractical. In the course of

the next few years, many other gradient-based attacks are proposed such as

* Fast Gradient Sign Method (FGSM) is a one-step algorithm that generates perturbations in the

direction of the loss gradient;

* Basic Iterative Method (BIM) is an iterative application of FGSM in which a finer perturbation
is obtained at each iteration. This method is introduced by Kurakin ez al. [81] for generating

adversarial example in the physical world.
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* DeepFool searches for the shortest distance to cross the decision boundary using an iterative lin-

ear approximation of the classifier and orthogonal projection of the sample point onto it [101].

 Carlini and Wagner (C&W)’s Attack [20] is introduced as a targeted attack against defensive
distillation, a defense method against adversarial example proposed by Papernot et al. [111]. To
ensure that the box-constraint 2’ € [0, 1]™ is satisfied, they proposed three methods, projected
gradient descent, clipped gradient descent, and change of variable, to avoid box-constraint.
C&W'’s attack is not only effective for defensive distillation but also effective for most of ex-
isting adversarial detecting defenses. In [19], Carlini and Wagner uses C&W’s attack against

ten detection methods.

There are other attack techniques that assume a less powerful attacker who has no access to the model.
These are called black-box attacks. For instance, zeroth-order Optimization (ZOO)-based Attack estimates
the gradient and Hessian using the quotient difference [24]. Though this eliminates the needed for direct
access to gradient, it requires high computation cost.As another popular example, transfer attack generates
adversarial samples for a substitution model and uses these generated adversarial samples to attack the
targeted model. This is often possible due to the transferability of DNN models.

Researchers have developed many adversarial attack and data poisoning attack approaches over the
years, but we are not able to cover all of them due to the space limit. For instance, Biggio et al. [14]
proposed a set of poisoning attacks against SVMs, where attackers aim to increase the SVM’s test error
in 2012. In that study, Biggio et al. also demonstrated that an attacker could predict the SVM’s decision

function change, which can then be used to construct malicious training data.

2.3 Active Learning Methods

This section provides a brief description of existing active learning methods. Though gathering
large quantities of unlabeled data is easy and cheap, obtaining the label for them is usually time-consuming
and expensive, even using both high-performance and distributed computing systems. For instance, there are
more text data available than what a researcher with a limited labeling budget can afford. Active learning
reduces the number of labeled instances needed for training a model effectively. Active learning is an
iterative process that consists of training and querying. First, a model is trained based on an initially labeled

training set. After the initial model is trained, a query strategy is used to select a subset of data for label
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querying. Then, an oracle, e.g., a human annotator, labels these data, and the model is retrained with
currently available labeled data. The process repeats until a stopping criterion is met, such as the reach of
the desired accuracy. See Fig. 2 for an overview of the general active learning framework. Various active
learning algorithms have developed over the years. They can be categorized as uncertainty-based active

learning, diversity-based active learning, and adversarial active learning.

Labeled

Data

del f;
Save Yes
Model f; S“D

No

Unlabeled Query Select a set '
Strategy Oracte

Figure 2. Active Learning Framework. Reprinted from [85] © 2021 IEEE. Used with permission as a senior
author.

=
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The uncertainty based active learning algorithms focus on selecting the instances based on the un-
certainty principle [107], [126], [71]. The uncertainty principle is the idea that an training instance that is
most uncertain to a model contains the most new information for improving the model. There are many
ways of measuring uncertainty. For instance, the distance between an instance and the classification bound-
ary can be used to measure the uncertainty. As the instance is closer to the classification boundary, it is
more difficult for a classifier to make high confidence classification. This provides a measure of uncertainty.
Another measure uncertainty is the final confidence provided by a trained model, as the lower confidence
provided by a model indicates a relatively high uncertainty in its performance. An alternative to this idea
is to measure the uncertainty as the difference between the two highest confidences provided by a model.
The idea behind this is that if a model is sure about its prediction, it should provide a very high confidence
to only one class and low confidence values for other classes. On the contrary, if a model is unsure of its
prediction, it generally provides relatively high confidence values for two or more classes. For instance, if a
classifier sees a blurry image and it is uncertain whether it is an image of a dog or a cat, the classifier may

provide close to 50% confidence for both dog class and cat class, in which case the difference in confidence
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is close to 0. On the contrary, if a classifier is certain that it is an image of a dog, it will assign close to
100% confidence for the dog class and near 0% for the cat class. In this way, the difference between the
two confidence values reveals uncertainty. Other measures of the uncertainty include entropy [73], smallest
predicted class probability [145], etc. See, e.g., [126] and [9] for an overview of classic active learning
methods.

However, recent work on data poisoning attack, e.g., [41], [142], [159], has shown that uncertainty
sampling may help attackers in achieving their goals. As the poisoning instances are usually laid around
the decision boundary, these poison instances are more likely to be selected by the uncertainty sampling
approaches.

Another class of active learning algorithms focuses on selecting the most diverse and representative
dataset. For instance, Yang et al. [132] proposed an optimization-based active learning algorithm that
imposed a diversity constraint objective function. The core-Set approach [125] is a diversity-based approach
using core-set selection. Batch Active learning by Diverse Gradient Embeddings (BADGE) algorithm [7]
selects a subset of instances whose gradients with respect to the parameters in the output layer are most
diverse.

The adversarial active learning algorithms, e.g., [160] and [95], are a relatively new idea and are
usually based on the Generative Adversarial Networks (GAN) [50], Variational Auto-Encoders (VAE) [77],
or adversarial examples (AE) [133], [131], [52], [101]. The first active learning work using GAN is proposed
by Zhu et al. [160]. GAN enables the synthesis of additional instances from the labeled training instances.
However, its performance is not as good as active learning based on the random sampling strategy. The first
active learning algorithm for multi-classification using GAN is Adversarial Sampling for Active Learning

[95].
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Chapter 3

Secure Machine Learning Against Adversarial Samples at Test Time

Deep Neural Networks (DNN) are widely used to handle many difficult tasks, such as image clas-
sification, malware detection, medical diagnosis, self-driving cars, as well as digital assistants like Google
Assistant, Alexa, and Siri, and achieve outstanding performance. For instance, the state-of-the-art perfor-
mance of image classification on the ImageNet dataset is 73.8% in 2011 but 98.7% (Top 5 Accuracy) in
2020. This outstanding performance surpassed human annotators. However, recent studies on adversarial
examples, which have maliciously undetectable perturbed inputs that are similar to their original samples to
human eyes but misled by machine learning approaches, show that machine learning models are vulnerable
to security attacks. Many researchers have attempted to secure neural networks through techniques such
as defensive distillation, classifier robustifying, input reconstruction, network verification, and adversarial
detection. Nevertheless, many of these techniques are ineffective to new or stronger adversarial attacks such
as the Carlini and Wagner (C&W)’s attacks. Although various adversarial retraining techniques have also
been developed in the past few years, none of them are scalable. In this chapter!, we propose a new iterative
adversarial retraining approach to robustifying the model and to reducing the effectiveness of adversarial
inputs on DNN models. The results from our extensive experiments demonstrate that the proposed approach
increases the robustness of the DNN model against various adversarial attacks, specifically, fast gradient
sign attack, Carlini and Wagner (C&W)’s attack, Projected Gradient Descent (PGD) attack, and DeepFool
attack. To be precise, the classifier obtained by the proposed approach can maintain the performance accu-
racy of 99% on average. Moreover, the experimental evaluation on the runtime of two of the most effective
adversarial attacks, i.e., C&W'’s attack and PGD attack showed that C&W’s attack can utilize GPU for faster

adversarial example generation than the PGD attack does. For this reason, a parallel implementation of the

"Portions of this chapter have been previously published by the author of this dissertation in [87, 88, 89], where no formal reuse
license is needed for the IEEE © [2020] publication [87] and Springer Open © The Authors 2022 [88] and remixing and adapting
arXiv [89] CC BY-NC-SA 2021 is permitted for their senior authors.
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proposed approach is developed. This parallel implementation makes the proposed approach scalable for
large datasets and more complex models.

Contrary to some existing studies that attempt to detect the adversarial examples at the cost of
reducing the classifier’s accuracy, we aim to maintain the classifier’s prediction accuracy by increasing
model capacity and generating additional training data. Moreover, this proposed approach can be applied to
any classifiers since it is classifier-independent. Particularly, the proposed approach is useful for safety- and
security-critical systems, such as machine learning classifiers for malware detection [118] and autonomous

vehicles [15].

3.1 Introduction

Various proactive and reactive defense methods against adversarial examples have been proposed
over years [154]. Examples of proactive defenses include adversarial retraining [52], [68], defensive distil-
lation [111], and classifier robustifying [16], [1]. Examples of reactive defenses are adversarial detection
[45], [55], [62], [13], [84], [150], input reconstruction [56], and network verification [74], [53]. However,
all defenses are later shown to be either ineffective for stronger adversarial attacks such as C&W attack or
cannot be applied to large networks. For instance, Reluplex [74] is only feasible for a network with only a
few hundreds of neurons.

Our proposed iterative approach can be considered as an adversarial (re)training technique. First,
we train the model with normal images and normal images with random Gaussian noises added (the later
ones are simply called noise images in this chapter). Next, we generate adversarial images using attack
techniques, such as PGD, DeepFool, and C&W attacks. Then, we retrain the model based on the adversarial
images generated in the previous step, normal images, and noise images. This step can be considered as
a combination of adversarial (re)training [133] and Gaussian data augmentation (GDA) [156]. However,
we use soft labels instead of hard labels. Repeat this retraining process until the acceptable robustness or
maximum iteration number is reached. The resulting classifier has n classes. The first n — 1 classes are
normal image classes, and the last one is the adversary class.

After the model is fully trained, we can test it. At the testing time, a small random Gaussian noise
is added to a given test image before it is inputted into the model. Since our model is trained with Gaussian
noise, it does not affect the classification of the normal images. However, if the test image is adversarial, it is

likely to be generated from optimization algorithms that introduce well-designed minimal perturbation to a
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normal image. We can improve the likelihood of distinguishing the normal image from the adversarial image
by disturbing this well-calculated perturbation with noises. Additionally, we propose an ensemble model in
which a given test image without random noise is also input to the model, and its output is compared with
the output of the test image with random noise added. If two outputs are the same, that is the final output
of the model. If two outputs are different, a given test image is marked as adversarial to alert the system for
further examination.

The key contributions of this paper are in the following:

1. The iterative process is highly parallelizable. Since the iterative model at time ¢ is not much
different from the iterative model at time ¢ — 1, the older model for generating adversarial ex-
amples should work as well as the current model due to the transferability of the adversarial
examples. Some GPU nodes can be used to generate adversarial examples based on the pre-
vious iterative model instead of waiting for a new iterative model. Therefore, the adversarial

example for the next iteration ¢ can be generated before the new iterative model is produced.

2. The trained model based on our proposed methodology will not only be robust against adversar-
ial examples but also maintains the accuracy of the original classifier. Some existing methods
strengthen the model with respect to some attacks but reduce the accuracy of the classifier at the
same time. Our model, through multiple data generating methods and larger network capacity,
refines the data representation at each iteration; therefore, we can maintain our robustness and

accuracy at the same time.

3. We proposed an ensemble model that outputs the final label based on the labels provided by
two tests, one with added small random noise and one without. Small random noise is aimed to
distort the optimal perturbation injected by the adversary. We have trained our model against
random noise at training time; hence, the small random noise does not affect the classification
accuracy of normal images. However, it may disturb the optimal adversarial example generated
by an adversary. If the original image and image with added test noise produce different outputs

from the model, the input image is likely to be adversarial.

The remainder of this chapter is organized as follows. We introduce the threat model in section

3.2. In section 3.3, we present related work. In section 3.4, we present the proposed approach, followed

50



by an evaluation in section 3.5. In section 3.6, we discuss the implications and limitation of the proposed

approach. Finally, we give conclusions and future work in section 3.7.

3.2 Threat Model

Before discussing the related work, we define the threat model formally. In this work, we consider
evasion attacks in both white-box settings (assume an adversary has full knowledge of the trained model F')
and grey box settings (assume an adversary has no knowledge of the trained model F' but has knowledge of
the training set used). The ultimate goal of an adversary is to generate adversarial examples x’ that misled
the trained model. That is, for each input (x, y), the adversary’s goal is to solve the following optimization

problem

min  x - x|}

st |x=X|Z<ex €01, FX) =1, 3.1

where y # y' are class labels and ¢ is a maximum allowable perturbation that is undetectable by human
eyes.

In this chapter, we consider the DNN models for image classification. A grey scaled image x has
h x w pixels; i.e., x € R™", where each component x; is normalized so that z; € [0, 1]. Similarly, for a
colored image x with a RGB channel, x € R3". In the following subsection, we will consider the attack
approaches for generating adversarial image x’ from the natural or original image x, where x can be either

gray scaled or colored.

3.3 Related Work

Machine learning automates the tasks of writing rules for a computer to follows. That is, giving
the input and the desired outcome, machines learning can find a set of rules needed automatically. As ML
systems have been dramatically integrated into a broad range of decision-making-sensitive applications for
the past years, adversarial attacks and data poisoning attacks have posed a considerable threat against these
systems. For this reason, section 2.2 focuses on the two important areas of ML security: adversarial attacks

and data poisoning attacks. Specifically, it has comprehensively described, discussed, and scrutinized the
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adversarial attacks and the data poisoning attacks with regard to their adversarial capabilities. The main
goal of section 2.2 is to gain insights and implications of existing adversarial attacks and data poisoning
attacks, as well as to increase the awareness of potential adversarial threats when ones develop learning
algorithms and apply ML methods to various applications in the future. For instance, PDFrate and Hidost
are two machine learning classifiers that are based on the random forest and support vector machine (SVM),
respectively. Xu et al. [151] used genetic programming to generate adversarial examples that can bypass
those malware classifiers at 100% of the time. That is, they can modify the malware slightly so that it can
evade these classifiers with a 100% success rate. The modification makes those PDF malware classifiers
useless. Similarly, Morgulis et al. [103] have demonstrated that traffic sign recognition systems of a car
can be easily fooled by adversarial traffic signs and cause the car to take unwanted actions. Likewise, an
adversarial example can be generated against the semantic segmentation task of a self-driving car by hiding
pedestrians. Without noticing the pedestrians on the crosswalk, a self-driving car will not stop and can cause
a deathly accident [97]. This is a serious safety problem, which must be addressed.

Over time, many defense mechanisms have been proposed as well. In the published survey paper
[154], researchers recently summarized three main proactive countermeasures for adversarial examples:
network/defensive distillation [111], adversarial (re)training [52], [68], and classifier robustifying. Network
distillation used distillation, a technique usually used to reduce the dimensionality, to decrease the success
rate of adversarial sample crafting [111]. A DNN model is trained and its softmax output is smoothed by a

temperature parameter 7' > 0 using the equation

24
er

Zj:leT

qi =

9

where g; is the smoothed probability of class 7 that will be input to second DNN, z; is the probability of class
1 output by first DNN, and n is the total number of classes. Then, the original hard labels are replaced by the
soft labels {¢; }_; when training the second DNN. This way the loss function is smoother with soft targets,
and so it robustfy the model. Defensive distillation is shown to reduce the success rate of JSMA attack
by 98.6% and 81.36% on the MNIST and CIFAR-10 dataset, respectively. Alternative method of network
distillation is label smoothing [134]. Instead of using the first DNN to generate soft labels, they proposed
just to assign a high probability, like 0.9, to the right class and then distribute rest probabilities among other

n — 1 classes if there is a total of n classes. For our proposed approach, we also use soft labels. However,
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we use soft labels not only to reduce adversarial gradients and sensitivity to input perturbation but also
to prevents the network from becoming over-confident and improves generalization and model calibration
[104].

Adversarial (re)training is another countermeasure, where an adversarial example is generated and
injected into the training set for retraining [52], [68]. Usually, a base model is used to generate some ad-
versarial samples using techniques such as FGSM, JSMA, BIM, etc. Then, these adversarial samples with
the correct labels and the natural samples are mixed and use to retrain the model. However, Grosses [55]

1" classes.

proposed a variate adversarial retraining by classifying the adversarial examples as the n +
Nevertheless, Tramer et al. [139] showed that an adversarially trained model using single-step attack meth-
ods such as FGSM is still vulnerable to other simple and powerful first-step attacks and transfer attacks.
They showed that a two-step attack can easily bypass the classifier trained using adversarial examples by
first adding a small noise to the system and then performing any classical attack technique such as FGSM,
DeepFool, etc. Instead of injecting adversarial examples to the training set, Zantedeschi et al. [157] sug-
gested to add small noises to the normal images to generate additional training examples. They compared
their methods with other defense methods such as adversarial training, label smoothing, etc and showed that
their approach is robust and does not compromise the performance of the original classifier. The last type
of proactive countermeasures is classifier robustifying. The goal is to build more robust neural networks
[16], [1]. For instance, in [16], Bradshaw combined DNN with Gaussian processes (GP) to make scalable
GPDNN and showed that it is less susceptible to the FGSM attack.

Furthermore, Yuan, et al. [154] introduced three reactive countermeasures for adversarial examples:
adversarial detection [45], [55], [62], [13], [84], [150], input reconstruction [56], [130], and network verifi-
cation [74], [53]. Adversarial detection consists of many techniques for adversarial detecting. For instance,
Feinman et al. [45] assumed that the distribution of adversarial sample is different from the distribution of
natural sample and proposed a detection method based on the kernel density estimates in the subspace of
the last hidden layer and the Bayesian neural network uncertainty estimates with dropout randomization.
However, Carlini and Wagner [19] showed that the kernel density estimation, which is most effective de-
fense technique among ten defenses considered by Carlini and Wagner on MNIST, is completely ineffective
on CIFAR-10. Grosse ef al. [55] used Fisher’s permutation test with Maximum Mean Discrepancy (MMD)
to check where a sample is adversarial or natural. Though MMD is a powerful statistical test, it fails to

detect C&W’s attack [19]. This indicates there may not be significant difference between the distribution of
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adversarial sample and the distribution of natural sample when the adversarial perturbation is subtle. Xu et
al. [150] used feature squeezing techniques such as color bit depth reduction and spatial smoothing to detect
adversarial examples, and the proposed technique can be combined with other defenses such as defensive
distillation for defense against adversarial example.

Input reconstruction is another category of reactive defense, where a model is used to find the
distribution of natural sample and input is projected onto data manifold. In [56], a denoising contractive
autodecoder network (CAE) is trained to transform an adversarial example to the corresponding natural
one by removing the added perturbation. Song et al. [130] used PixelCNN, which provides the discrete
probability of the raw pixel values in the image, to calculate the probabilities of all training images. At
the test time, a test instance is inputed and its probability is computed and ranked. Then a permutation
test is used to detect adversarial perturbation. In addition, they proposed PixelDefend to purify adversarial

example by solving the following optimization problem:
max P(x) subject to [|x' — x||oc < €.
X/

Last but not the least, network verification formally proves whether a given property of a DNN
model is violated. For instance, Reluplex [74] used satisfiability modulo theory solver to verify whether
there exists an adversarial example within a specified distance of some input for DNN model with ReLU
activation function. Later, Carlini ef al. [22] showed that Reluplex can also support max-pooling by encode
max operators as follows.

maz(x,y) = ReLU(x —y) +y. (3.2)

Initially, Reluplex could only handle the L;, t, norm as a distance metric. Using 3.2, carlini et al. [22]

encoded absolute value as

|z| = max(x,—x) = ReLU(z — (—z)) + (—x)

= ReLU(2z) — x.

In this way, Reluplex can handle the L; norm as a distance metric as well. However, Reluplex is compu-
tationally infeasible for large networks. More specifically, it can only handle networks with a few hundred

neurons [22]. Using Reluplex and k-means clustering, Gopinath et al. [53] proposed DeepSafe to provide
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safe regions of a DNN. On the other hand Reluplex can be used by an attacker as well. For instance, Carlini
et al. [22] proposed Ground-Truth Attack that uses C&W attack as initial step for a binary search to find an
adversarial example with the smallest perturbation by invoking Reluplex iteratively. In addition, Carlini e?
al. [22] also proposed a defense evaluation using Reluplex to find a provably minimally distorted example.
Since it is based on Reluplex, it is computationally expensive and only works on small networks. However,
Yuan et al. [154] concluded that almost all defenses have limited effectiveness and are vulnerable to un-
seen attacks. For instance, Carlini and Wagner (C&W)’s Attack is effective for most of existing adversarial
detection methods though it is computationally expensive [19]. In [19], authors showed that ten proposed
detection methods cannot withstand white-box attack and/or black-box attack constructed by minimizing

defense-specific loss functions.

3.4 Methodology

In this section, we present our iterative approach for generating more data from the original dataset

to train our proposed model. The training process can be summarized in the following steps:

1. Generate adversarial examples using existing adversarial example crafting techniques. In the
evaluation section, we only use the PGD and C&W attacks to generate adversarial examples

since they are two the strongest attacks in existence and we have limited computation resource.

2. Generate more noisy images by adding the small random noises to the regular images. This
is needed to make sure that the final model is not skewed toward the current methods for
generating adversarial examples, and we want our final model to be robust against random

noise.

3. Combine the regular training set with the adversarial images and noisy images generated in
1 and 2, respectively, to train the model. Instead of hard labels for these images, soft labels
are used instead. For instance, hand-written “7” and “1” are similar in that both have a long
vertical line. Hence, rather than label a hand-written digit as 100% “7” or 100% “1”. We
may say it is 80% “7” and 20% “1”. This shows the structure similarity between “7” and “1”.
More precisely, the soft labels for an adversarial image, a random image, and a clean image is

defined as follows, respectively. Let 7 be a hyperparameter that measures the acceptable size
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of perturbation. Let us first define the soft label, p;(x;), for an adversarial image based on the

value of 7 in the following two cases.

(a) If n < 7, then we define the soft label p;(z;) = a + 1_70‘ for the adversarial image
xg generated using the real image x; that belongs to class 4, and I_Ta otherwise, where

0 < a < 1isclose to 1 and n is the number of classes.

(b) If n > 7, we define the soft label p;(x;) = 3 for the adversarial image x; generated using
the real image x; that belongs to class i, the soft label p,(x;) = ~ for the adversarial
image x; generated using the real image x; that belongs to the adversarial class, and the

soft label py(z;) = 1nﬁ 5+ for adversarial image :1:; generated using the real image x;

that belongs to class k, where k # i,n,0 < 8,7y < l,and0 < f + v < 1.

The soft label for a random-noise image is defined similarly. The o and 7 values used for soft
label calculation of adversarial images and random noise images are shown in Table 2. For
simplicity, the correct class is assigned a soft label of 0.95, whereas other classes are assigned

a soft label of 0.05/9 for the clean images.

. Check robustness of the model if it is used as a stopping criterion. In [157], the robustness of a
model is defined in terms of the expected amount of Lo perturbation that is required to fool the

classifier:

n
:E _—
p (I,y)|’$HQ+5’

(3.3)
where 7 is the amount of Lo perturbation that an adversary added a perturbation to a normal
image z, and ¢ is an extremely small constant allowing for the division to be defined, say
§ = 10719 We use this definition of robustness in this paper since this definition captures

the intuition that larger perturbation is required to fool the classifier indicates a more robust

classifier.

. While k < k.4, and/or the robustness of the model p < pg, where pg is an acceptable level
of robustness selected by an user and k4, is the maximum number of iterations allowed, this

step repeatedly generates and accumulates a large amount of data for training a robust model.

(a) Sample a mini-batch of IV stratified random images from a real images set and generate

additional images using adversarial example generating techniques (shown in step 1) and
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random perturbation (shown in step 2). This combined sample is then used in the next

step to retrain the model.

(b) Retrain the model. Update the model weights by minimizing the following cross-entropy

loss:

n

N
_%Zzpz xj log % )) (3.4)

7j=11i=1
where n is the number of classes. The nt" class is the adversarial class, whereas classes

1 ton — 1 are regular image classes.

The implications of the above proposed approach are discussed in section 3.6, where we have showed that
our proposed approach is robust when a small noise is injected to the test instance before the classification is
performed, and it is also robust against both white-box attacks and black-box attacks. However, we have not
studied whether or not our proposed approach is robust against adaptive attacks. A further study is needed

in the future.

3.5 Evaluation

In this section, we empirically evaluate our proposed approach on MNIST [82] dataset and CIFAR-
10 [79], canonical datasets used by most papers for attack and defense evaluation [150], [111]. The perfor-

mance metric considered is the accuracy of the classifier.

3.5.1 Datasets

The MNIST handwritten digit recognition dataset [38] is a subset of a larger set available from
NIST. It is normalized, where each pixel is range between 0 and 1 and each image has 28 x 28 pixels. There
are 10 classes: the digits O through 9. All the images are black and white. The samples are split between
a training set of 60,000 and a testing set of 10,000. Out of 60,000 training instances, 10,000 are reserved
for validation, and 50,000 are used for actual training. To evaluate the scalability of the proposed robust
classifier, we consider CIFAR-10, which is a 32 x 32 x 3 colored image dataset consisting of 10 classes:
airplane, automobile, bird, cat, deer, dog, frog, horse, ship, and truck. The samples are split between a

training set of 50,000 and a testing set of 10,000.
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3.5.2 Network Architectures

The network architecture for the MNIST dataset consists of two ReLLU convolutional layers, one
with 32 filters of size 3 by 3 and follows by another with 64 filters of size 3 by 3. Then, a 2 by 2 max-pooling
layer and a dropout with a rate of 0.25 is applied before a ReLU fully connected layer with 1024 units. The
last layer is another fully connected layer with 11 units and a softmax activation function for classification
in 10 regular classes plus an adversarial class. The total number of the parameters is 6,616,970 for the
original model with 10 regular classes only. The proposed model with 11 classes has 6,617,995 parameters.
The accuracy of the model is 99%, which is comparable to the accuracy of the state-of-the-art DNN. The
network architecure for the CIFAR-10 model is a ResNet-based model provided by the IBM [108]. The
hyperparameters used for the training and the corresponding values are shown in the following table. For

instance, we set the acceptable level of robustness pg to 0.1.

Table 1 Training Parameters. Reprinted from [88] © 2022. Used with permission as a senior author. To
view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

Parameter MNIST
QO NormalNoise | 0-44
QOBIM 0.44
acw 0.54
apr 0.54
TNormalNoise | 0-1
TBIM 0.1
ToOW 0.0265
TDF 0.0265
B S+
gl B

Po 0.1
Batch Size 60
kmaz 3000
Steps 100

3.5.3 Adversarial Crafting

We use Adversarial Robustness Toolbox (ART v0.10.0) [108] to generate adversarial examples for
training and testing. The training set is used to generate the adversarial examples for training, and the test set
is used to generate the adversarial examples for testing. Due to the limited computing resource, we only use

BIM and C&W attacks and Gaussian noise to generate additional images for training. The BIM and C&W
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attacks are selected over others because they generate the strongest attacks [94], and Gaussian noise is added
to the images to take care of other potential attacks and for better data representation. The soft labels for
those images are based on the perturbation introduced. For instance, under the C&W attack, we use a soft
label of 0.44 if the perturbation limit is less than 0.026. 0.026 is selected based on the observation that the
perturbation within this limit is hardly noticeable to human eyes. For a similar reason, the perturbation limit
of BIM and Gaussian noise is set to 0.15 and 0.25 with a soft label value of 0.44.

At the testing time, we consider the strong white-box attack against our proposed model. The adver-
sarial images are generated using FGSM, DeepFool, and C&W attack with the assumption that an adversary
has feature knowledge, algorithm knowledge, and the ability to inject adversarial images. FGSM attack is
selected because it is a popular attack technique using by many papers for evaluation. BIM, DeepFool, and
C&W attacks are selected because they are the three currently strongest existing attacks. For the FGSM
attack, the perturbation of € = 0.1 is considered. This is a reasonable limit because a larger perturbation can
be detected by human and/or anomaly detection systems. Similarly, the maximum perturbation for the BIM
attack is also set to 0.1 and the attack step size is set to %. The maximum number of iterations for BIM is
40. The settings of the C&W and DeepFool attacks are left as default in ART [108]. Random noise added

to train images follows a Gaussian distribution with mean 0 and variance 7,,,4, for each batch.

3.5.4 Results

We consider the accuracies of the classifiers on the normal MNIST and CIFAR-10 test images and
the accuracies of the classifier under FGSM, C&W, BIM, and DeepFool attacks, respectively. The prediction
accuracy of the original classifier on the normal MNIST test images is 99%. The prediction accuracy
of the robust classifier on the normal MNIST test images is also 99% after retraining. Furthermore, the
accuracies of the robust classifier under FGSM, C&W, BIM, and DeepFool attacks are shown in Table 2.
These results have shown that after retraining, the model performance dramatically improved under these
attacks. As shown, the original model’s classification accuracy drops significantly under the attacks. On the
contrary, our robust classifier maintains the classification accuracy even under the attacks. Compared to the
adversarial retraining method implemented by IBM’s adversarial robustness toolbox, our robust classifier
performs better under DeepFool and C&W attacks.

To evaluate the performance of the classifiers under grey-box attacks, we assume that an attacker has

no knowledge of a neural architecture. In this case, an attacker builds his/her own approximated CNN model
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and conducts the transfer attacks. We assume that an attacker develops a simple CNN model consisting a
CNN layer with 4 filters of size 5 by 5, followed by a 2 by 2 max-pooling layer and a fully connected layer
with 10 units and a softmax activation function for classification. The accuracy of the model is 99%, which
is comparable to the accuracy of the state-of-the-art [155]. Table 3 shows that the original model performs
poorly under black-box attack. In fact, it is worsen than what is under the white box attack. However, the

black-box attacks have little affected under the adversarially retrained models.

Table 2 Classification Accuracy on the MNIST Test Dataset Under the White-box Attack. Reprinted
from [88] © 2022. Used with permission as a senior author. To view a copy of this licence, visit http:
/lcreativecommons.org/licenses/by/4.0/.

Attack FGSM | C&W | BIM | DeepFool
Original 29% 7% |7% |29%
Adpversarial Training (ART) |98% |49% |98% |42%
Robust Classifier 100% [98% |99% | 99%

Table 3 Classification Accuracy on the MNIST Test Dataset Under the Grey-box Attack. Reprinted
from [88] © 2022. Used with permission as a senior author. To view a copy of this licence, visit http:
//creativecommons.org/licenses/by/4.0/.

Attack FGSM | C&W | BIM | DeepFool
Original 11% |9% 4% |44%
Adversarial Training (ART) |98% |99% |98% |99%
Robust Classifier 9% [99% [99% | 99%

Moreover, a similar experiment has been performed on the CIFAR-10 dataset for the evaluation of
the scalability of the proposed robust classifer. The experimental results are shown in Table 5. Note that we
do not conduct any hyperparameter tuning due to the constraints of HPC cluster resource and time. That is,
we have used the same hyperparameter settings, as shown in Table 2. The robust classifier performs better
than the original model, though the improvement is not as good as for the MNIST dataset. As shown in this
table, the accuracy has been improved by 31%, 32%, 72%, and 23% under FGSM, CW, BIM, and Deep

Fool attack, respectively.

3.6 Discussion

In this section, the implications of the mechanism are discussed.
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Table 4 Classification Accuracy on the CIFAR-10 Test Dataset Under White-box Attacks. Reprinted
from [88] © 2022. Used with permission as a senior author. To view a copy of this licence, visit http:
/[creativecommons.org/licenses/by/4.0/.

Attack FGSM | C&W | BIM | DeepFool
Original 16% |46% |8% |13%
Robust Classifier |47% |78% |80% |36%

3.6.1 Accuracy vs. Resilience Against Adversarial Examples

One common problem of adversarial training and other defense methods is the trade-off between the
accuracy and resilience against adversarial examples. This trade-off exists because the network architectures
of an original system and its proposed one are similar and/or the dataset size is fixed. However, our proposed
approach has a larger network capacity with a larger dataset generated by multiple techniques. Hence, our
proposed approach does not have this trade off as shown in section 3.5. This solves the problem of trade off
between the accuracy and the robustness against an adversarial example and makes the model not only robust
against a strong adversarial attack but also maintains the performance for classification. See section 3.5 for

detail.

3.6.2 Training Time

Another consideration is the training time. To check the number of epochs needed for the training,
the model is trained for ten epochs, as shown in Figure 3. The total training time for ten epochs is about 90
seconds on Google Colab (with 12GB NVIDIA Tesla K80 GPU). To prevent overfitting, three epochs are
selected for training the original model. A similar procedure is used to determine that ten epochs are needed
for the proposed model. However, the proposed approach is highly parallelizable. Due to the transferability
of adversarial examples, the adversarial examples do not have to be generated using the current model.
Hence, adversarial crafting and adversarial training can be performed simultaneously. That is, at iteration ¢,
an adversarial example can be generated based on the model generated at iteration ¢’ < ¢, and adversarial
training can be performed using the adversarial example generated previously as well. Depending on the
memory and computation resource, we can store the generated adversarial example at each iteration and
sample from it when performing the adversarial training. The sampling probability can be based on the

performance of the model at previous iterations. For instance, initially, we assign a probability of % to each

61



adversarial example and increases its probability for the next iteration if the model misclassifies it or it is not
selected for the current iteration of training and decreases its probability if the model correctly classifies it.
Furthermore, we can parallelize the adversarial crafting step (or the fake image generation step) by assigning
a CPU (or GPU) for each adversarial crafting technique. Similarly, data parallelization can be performed

during training.

Training and Validation Loss

017517 @ ® Taining Loss
- V/alidation Loss
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m |
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Figure 3. Training and Validation Loss. The training loss decreases with every epoch, whereas the validation
loss does not decrease much after the third epoch. Hence, the training process can be stopped after three
epochs to prevent overfitting. Reprinted from Lin, J., Njilla, L.L. & Xiong, K. Secure machine learning
against adversarial samples at test time. EURASIP J. on Info. Security 2022, 1, doi: 10.1186/s13635-
021-00125-2. © 2022. Used with permission as a senior author. To view a copy of this licence, visit
http://creativecommons.org/licenses/by/4.0/.

The framework for parallelization is shown in Figure 4. Initially, the original model and a random
sample of the original images are used to generate fake images. The original model is needed because
we want to generate adversarial images by just adding an application-specific imperceptible perturbation
to the original image and make it misclassified by the original model. There are various ways to obtain
such an application-specific imperceptible perturbation. For instance, the FGSM attack generates such a
perturbation by using the model’s loss gradient as described in section 2.2.1.2. After the fake images are

generated, it is saved to the fake image storage folder. During the retraining step, a random sample of fake
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images and original images as well as the copies of the original model are sent to the multiple-GPUs for
retraining. After the retraining, the updated model is checked to see if it is robust against adversarial attacks.
If so, the updated model is saved, and the process ends. Otherwise, the updated model is saved as the new
model for the next stage of fake image generation and retraining.

To demonstrate the importance of selecting right the resource for different adversarial example
crafting techniques, we conduct an experiment on a standard alone personal computer (12 thread CPUs).
First, we independently run each attacks on the same computer and measure the run time for generating a
batch of 64, 128, 256, and 512 adversarial examples without GPU resource. To reduce the variation, we
repeat the same experiment for 30 times for each attack. Then, we install K40C, TitanV, and both K40C
and TitanV, respectively and repeat the experiments. The result is shown in Figures 5 and 6. The BIM
attack run faster on CPU than on GPUs. In fact, when an attacker tries to utilize the GPUs, the adversarial
image generation speed goes down. As shown in Figure 5, though we utilize different types of GPU, the
adversarial image generation speed does not change among the GPU types. On the contrary, C&W attack
takes advantage of the GPU and runs faster on GPU than on CPU. Furthermore, we see that C&W attack
runs faster on Titan V than on K40c. Table 5 is obtained by averaging over batch sizes. As shown, the BIM
attack runs twice as fast on CPU than GPU whereas C&W attack runs faster on GPU. The variation among
the runs is smaller under BIM attacks on average, as shwon with smaller standard deviations. Moverover,
we create a row called Titan V + K40c (average), which takes the average speed of Titan V and K40c.
Comparing the values on this row with the value in the last row, we see that actual speed with two GPUs is

not equal to the average speeds if GPU is utilized (as in C&W attack).

Table 5 GPUs vs. CPU. Reprinted from [88] © 2022. Used with permission as a senior author. To view a
copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

Average |Standard Deviation

Node BIM |C&W | BIM C&W

CPU 0.752(0.477 | 0.0088 [0.01485
K40c 1.431(0.172 {0.02139 0.01193
Titan V 1.453{0.098 {0.00129 | 0.02398

Titan V + K40c (average) | 1.442|0.135 [0.01134|0.01795
Titan V + K40c (actual) |1.447|0.097 | 0.00151|0.01995
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Figure 4. Parallelization Framework. We decouple the fake image generation step from the retraining step
by only updating the model used for the fake image generation as a new model is obtained. This way, the
fake image generation step can continuously generate adversarial images while the retraining continues. Fur-
thermore, the fake image generation step is parallelized by using multi-processing. Note that the processors
can be GPUs or CPUs. GPUs are better in term of computation efficiency, and CPUs can store more images.
Reprinted from Lin, J., Njilla, L.L. & Xiong, K. Secure machine learning against adversarial samples at test
time. EURASIP J. on Info. Security 2022, 1, doi: 10.1186/s13635-021-00125-2. © 2022. Used with per-
mission as a senior author. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.
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Figure 5. Adversarial Image Generation Speed for BIM Attacks. Image generation speeds under the BIM
attack. Note that CPU has a much faster adversarial image generation speed than K40C, TitanV, and both
K40C and TitanV. Reprinted from [88]. © 2022. Used with permission as a senior author. To view a copy
of this licence, visit http://creativecommons.org/licenses/by/4.0/.

3.6.3 Ensembling

At the testing time, a small random noise is injected to the test instance before performing the
classification. This small noise is aimed to distort the intentional perturbation injected by the adversarial.
An experiment is performed to illustrate it as follows. First, 100 adversarial images are generated using two
popular adversarial attack algorithms, BIM and FGSM. Then, using NumPy’s [59] normal number generator
with a mean of 0.01 and variance of 0.01, a small random normal noise is generated for each adversarial
image. This small random normal noise is injected into an adversarial image. Next, the original classifier
classifies these noisy adversarial images. If the predicted label is different from the ground truth, then
the attack is successful (we considered an untargeted attack). Otherwise, it is unsuccessful. This process
is repeated 30 times. The average result is shown in Figure 7. Even without robust adversarial training,
the classifier (original) can reduce the attack success rate by 14% for the FGSM attack and 20% for the
BIM attack when the perturbation injected by an attacker is 0.01. Even when the perturbation increases
to 0.05, the injected random noise can reduce the attack success rate of FGSM and BIM by 6% and 14%,

respectively.
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Figure 6. Adversarial Image Generation Speed for C&W Attacks. Note that CPU has a much slower ad-
versarial image generation speed than K40C, TitanV, and both K40C and TitanV in the attack. That is, the
C&W attack has an opposite result than the BIM attack. Reprinted from [88]. © 2022. Used with permis-
sion as a senior author. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

Since our proposed model is trained with random noise, it is robust against it. The small noise added
to the natural image is not likely to change the label of the image since we have trained our model with small
Gaussian noise. However, if the test instance is adversarial, then it is likely produced by an optimization
algorithm that searches for a minimal perturbation to a clean image. However, the injected random noise
to such a clean image will mess up such well-calculated minimal perturbation. Therefore, if the label of a
given test image without added random noise is different from that of with added random noise, this is likely

an adversarial image and the system is alerted.

3.6.4 Limitations

The Evaluation section considered both white-box attacks (the attacker knows model architecture)
and black-box attacks (the attacker does not know the model architecture). The proposed model is robust

against both types of attacks, as shown in section 5. However, those evaluations are based on the MNIST
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Figure 7. Reduction in Attack Success Rate (%) as a Function of Perturbation Injected by the FGSM and
BIM Attacks, Respectively. Reprinted from [88]. © 2022. Used with permission as a senior author. To view
a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

dataset. More experimentation on larger datasets are encouraged if the computational resource is available.
Furthermore, it is unclear whether or not our proposed approach is still robust when crafting adversarial
samples are done by someone who has no idea what toolboxes like ART are used. We will answer this
question in our further studies.

In section 6.2, we discussed the training time and proposed a parallelization framework for adver-
sarial training. Then, to show the importance of selecting the right resource, we experimented on different
types of GPUs. In section 6.3, we discussed the idea of ensembling and performed an experiment to show
the effectiveness of random noise in reducing the attack success rate on the original model (without adver-
sarial training) under FGSM and BIM attacks. Note that all attacks are generated based on the Adversarial
Robustness Toolbox. However, similar results can be obtained using other toolboxes such as Foolbox [119]
or advertorch [40]. Furthermore, it is encouraged to test the proposed defense method on a tailored adaptive

attack that might generate successful perturbations on randomly perturbed images instead of clean images.
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3.7 Conclusions and Future Work

Many recent researchers have utilized various machine learning techniques, such as DNN, for
security-critical applications. For instance, Morgulis ef al. [103] have demonstrated that traffic sign recog-
nition systems of a car can be easily fooled by adversarial traffic signs and cause the car to take unwanted
actions. This result have shown the vulnerability of machine learning techniques. In this work, we have
presented a distributed adversarial retraining approach against adversarial examples. The proposed method-
ology is based on the idea that with enough datasets, sufficient complex neural network, and computational
resource, we can obtain a DNN model that is robust against these adversarial attacks. The proposed ap-
proach is different from the existing adversarial retraining approach in several aspects. First, we have used
soft label instead of hard label to prevent overfitting. Secondly, we have proposed to increase model com-
plexity to overcome the tradeoff between the model accuracy and the resilience against adversarial examples.
Furthermore, we have utilized the transferability property of adversarial instance to develop a distributive
adversarial retraining framework that can save runtime when multiple GPUs are available. In addition, we
have robustly trained the DNN model against random noise. Therefore, the obtained final classifier can
provide the correct labeling to a normal instance, even though that the instance has random Gaussian noise
added. By utilizing this robustness against random noise, we have added random noise to all test instances
before performing classification in order to break the careful calculated adversarial perturbation. Moreover,
we have compared our proposed approach against the current start-of-the-art approach and demonstrated
that our proposed approach can effectively defend against stronger adversarial attacks, i.e., C&W attack and

Deepfool. Future work will explore black-box attacks and formal guarantee for performance.
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Chapter 4

Active Learning Under Malicious Mislabeling and Poisoning Attacks

Deep neural networks usually require large labeled datasets for training to achieve the start-of-the-
art performance in many tasks, such as image classification and natural language processing. Though a lot
of data is created each day by active Internet users through various distributed systems across the world,
most of these data are unlabeled and are vulnerable to data poisoning attacks. In this chapter!, an efficient
active learning method that requires fewer labeled instances and incorporates the technique of adversarial
retraining in which additional labeled artificial data are generated without increasing the labeling budget
is presented. The generated adversarial examples also provide a way to measure the vulnerability of the
model. To check the performance of the proposed method under an adversarial setting, i.e., malicious
mislabeling and data poisoning attacks, an extensive evaluation on the reduced CIFAR-10 dataset, which
contains only two classes: ‘airplane’ and ‘frog’ by using the private cloud on campus is performed. The
experimental results demonstrate that the proposed active learning method is efficient for defending against
malicious mislabeling and data poisoning attacks. Specifically, whereas the baseline active learning method
based on the random sampling strategy performs poorly (about 50%) under a malicious mislabeling attack,
the proposed active learning method can achieve the desired accuracy of 89% using only one-third of the

dataset, on average.

4.1 Introduction

Despite state-of-the-art performance, deep learning models are easily fooled by data poisoning at-
tacks and evasion attacks [155]. The main difference between data poisoning attacks and evasion attacks is
the assumption of an attacker’s ability. For a triggerless clean-label data poisoning attack, an adversary tries

to manipulate some training data in order to change a decision boundary and cause the misclassification of a

"Portions of this chapter have been previously published by the author of this dissertation in [85], where no formal reuse license
is needed for the IEEE © [2021] publication [85].
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specified test instance on a targeted attack. Contrarily, an adversary tries to generate an adversarial example
by introducing a subtle perturbation to a specified test instance in order to mislead a learning algorithm and
evade detection in an evasion attack. In this dissertation, we propose an effective active learning method that

mitigates the effect of data poisoning attacks by utilizing adversarial examples.

4.2 Threat Model

There is a large amount of data generated every day. However, these data need to be properly
labeled before we can apply supervised machine learning algorithms. This is not always feasible with a
restricted labeling budget. Crowdsourcing is not reliable as humans make mistakes also, and the adversary
can intentionally provide misleading labels. Furthermore, the data obtained could be poisoned. In this

research, we consider the adversarial setting by assuming that

* it is not feasible for an individual attacker to control a significant portion of the training data.
However, an attacker knows the model and its parameters and can inject a poison instance into

the training set. The poisoning attack is defined in equation 4.2.
* there is some probability p, that a human labeler makes a mistake when annotating.

* a malicious labeler will consistently give a biased label for a target class of the instance. For
instance, consider the MNIST data set of handwritten digits and a target class of handwritten
numbers ‘1°. A malicious labeler can consistently mislabel ‘1’ as “7° for each query for labeling
that involves handwritten numbers ‘1’ whereas providing correct labels for other classes. As
shown in [44], this type of biased mislabeling is more severe than the unbiased mislabeling

considered in other papers.

Different from most deep learning literature, our assumption is that the class labels provided by a
human labeler is not perfect. That is, we consider the effect of human errors. We assume each benign labeler
mislabels a data p, € (0, 1) of time and this mislabel is uniformly distributed. That is, it is equally likely
that a class c is mislabel as any other class ¢ € C' — ¢, where C'is the set of classes. Each independent labeler
will provide the true label with probability 1 — p, and the remaining p, is evenly distributed to other class

labels for the data collected in distributed systems. That is, if an instance x belongs to class ¢, then a human
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labeler will label it

ol

if u < p,
O(z) =

c ifu>pg,

where u is a uniform random number between 0 and 1 and ¢ € C' — {c} is any class but c. However, under
a malicious mislabeling attack, an attacker consistently mislabels the instances of a target class ¢; as if it
belongs to a benign class ¢; € C' — {¢;}. For instance, considering the target class ‘spam email” and the
benign class ‘normal email’ for a spam detection model, an adversary may mislead the spam detector by
mislabeling a ‘spam email’ as a ‘normal email.” As shown in [44], the biased mislabeling usually degrades
the classification accuracy of the target class severely but has little effect on the non-target classes.

Furthermore, we also consider a data poisoning attack. In general, the attacker’s objective is to

inject a data poisoning instance (p, y) such that

p = argmax C(F'(6}), Dy), 4.1
peD;

where C is a cost function that measures the performance of a model F on a test set ID; and the parameters
07 of the model F' at iteration ¢ is determined by minimizing the loss function L used to train a poisoned
training set D; as follows:

07 = argmin L(F(0;, D;)).
0;

The poison instance p can be generated by solving Equation 4.1 based on [127]. The targeted
poisoning attack (also known as feature collision attack) proposed in [127] can achieve a 100% attack
success rate for transfer learning models and 53% for end-to-end learning models. The targeted poisoning
attack assumes an attacker has no knowledge of the training data but has knowledge of the model architecture
and its parameters. In this research, we extend this poisoning attack to an active learning setting, where
the attacker can inject poison instances to the data pool as well as knows the model architecture and its
parameters. Specifically, the attacker can generate a poison instance p by solving the following optimization

problem:

p = argmin || fi(x) — fi(t)|3 + Bllz — blJ3, (4.2)
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where f; is the output of the penultimate layer of a network obtained at iteration ¢ of the active learning
process, § € [0,1] is a similarity parameter that indicates the relative importance of the first component
| fi(z) — f:(t)||3 to the second component ||z — b||3, t is the target instance, and b is a base instance.

Consider spam detection task again. A target instance ¢ would be a spam email, and a base instance
b is a benign email. The goal of an attacker is to have a spam email detector to misclassify a targeted spam
email as a benign email. An attacker tries to craft a poison instance by adding small adversarial perturbation
that is not noticeable to a human labeler (i.e., ||z — b)||3 is small). Meanwhile, the generated poison instance
looks like the target instance in the feature space defined by f; (i.e., ||fi(z) — fi(t)||3 is small). That is, a
poison instance looks like a base instance to a human, so a human labeler labels that poison instance as a
benign. However, a poison instance looks like a target instance for a classifier (close in feature space defined
by f;). While the network tries to adjust the decision boundary so that they can classify the poison instance
as a benign, the ultimate effect is that the target instance is classified as a benign email at the test time as well
since the feature representation of the target instance is similar to the feature representation of the poison
instance. In this way, the classifier gets mislead into classifying a target spam email as a benign email.
Notation

The commonly used notation for this chapter is shown in Table 1. The subscript ¢ indicates the i-th
iteration. For instance, F; indicates the neural network model obtained at i-th iteration of active learning.

Furthermore,

* | indicates the cardinality of a set *. For instance,

C'| indicates the total number of classes

as C' is the set of class labels. Last, ||z||3 represents Lo-norm of z.

Table 6: Notation.

Symbol Description

P a poison instance

b a base instance

t a target instance

x an instance

S a secured set of labeled data. It is secured and the adversary has no knowl-
edge of it.

S’ a newly selected unlabeled dataset that is sending to human labelers for
labeling
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Table 6: Notation (Continued)

Symbol Description

U unlabeled training set

D labeled training set

Dy labeled test set

q an application-specific parameter that depends on the dynamic of the dataset

m the size of the dataset used in the initial training stage

n the number of clusters

N, the number of adversarial examples generated for center ¢

C the set of class labels

T a threshold that determines whether a minimal perturbation is small enough
to stop active learning

€ a threshold that determines whether to further examine the newly selected
dataset S’

a an amount of reduction in the trustworthy of O

O(z) the label provided by an oracle/human labeler for an instance .

F the neural network model

f the output of the penultimate layer of a network

Dr the probability that an independent labeler mislabel a data point uninten-
tionally

c the true class an instance belongs to

c an misleading class ¢ € C' — ¢

ct targeted class

C a cost function that measures the performance of a model F' on a test set D;

07 weight parameters of a neural network model F' at iteration ¢

I} a similarity parameter for optimization problem (2)

q the number of iterations passed before the secured set S is updated again

d(*, %) a distance metric in the feature space
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4.3 Related Work

This section provides a brief description of existing active learning methods. Though gathering
large quantities of unlabeled data is easy and cheap, obtaining the label for them is usually time-consuming
and expensive. For instance, there are more text data available than what a researcher with a limited labeling
budget can afford. Active learning reduces the number of labeled instances needed for training a model
effectively. See Fig. 8 for an overview of the general active learning framework. Various active learning
algorithms have developed over the years. They can be categorized as uncertainty-based active learning,

diversity-based active learning, and adversarial active learning.

Labeled

Model fj

Save
Model fj

Unlabeled Query Selecta set & j

Figure 8. Active Learning Framework

The uncertainty based active learning algorithms focus on selecting the instances based on the un-
certainty principle [107], [126], [71]. The uncertainty principle is the idea that an training instance that is
most uncertain to a model contains the most new information for improving the model. However, recent

work on data poisoning attack, e.g., [41], [142], [159], has shown that uncertainty sampling may help at-
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tackers in achieving their goals. As the poisoning instances are usually laid around the decision boundary,
these poison instances are more likely to be selected by the uncertainty sampling approaches.

Another class of active learning algorithms focuses on selecting the most diverse and representative
dataset. For instance, Yang et al. [132] proposed an optimization-based active learning algorithm that
imposed a diversity constraint objective function. The core-Set approach [125] is a diversity-based approach
using core-set selection. Batch Active learning by Diverse Gradient Embeddings (BADGE) algorithm [7]
selects a subset of instances whose gradients with respect to the parameters in the output layer are most
diverse.

The adversarial active learning algorithms, e.g., [160] and [95], are a relatively new idea and are
usually based on the Generative Adversarial Networks (GAN) [50], Variational Auto-Encoders (VAE) [77],
or adversarial examples (AE) [133], [131], [52], [101]. The first active learning work using GAN is proposed
by Zhu et al. [160]. GAN enables the synthesis of additional instances from the labeled training instances.
However, its performance is not as good as active learning based on the random sampling strategy. The first
active learning algorithm for multi-classification using GAN is Adversarial Sampling for Active Learning

[95].

4.4 Methodology

Fig. 9 shows the framework of our proposed active learning method. Four main components of
this framework are training (1), performance checking (2), querying (3), and artificial data crafting (4). The
training step is the same as regular training on the labeled dataset. Initially, a set of m data points D is
randomly selected to query for labels. Then, the model is trained using the labeled dataset D). To check the
performance of the model and the existence of malicious instances, a representative subset .S of data with
labels is set aside and secured so that adversary does not know of it. This set S is updated every q iterations
to make sure it represents the diversity of the current dataset, where ¢ is an application-specific parameter
that depends on the dynamic of the dataset. If the underlying distribution of the data does not change over
time and security of it is not in question, ¢ = oo and no update is needed.

Besides, for each queried instance, we can generate both adversarial examples and data augmen-
tation. In this way, the training set is increased without incurring an extra query budget. The various
adversarial crafting techniques and data argumentation techniques are useful in this case. For each center

¢, N, instances are selected. There is a total of ) ., N, data points S’. Then, a group of human labelers
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Figure 9. The Proposed Active Learning Framework. Reprinted from [85] © 2021 IEEE. Used with per-
mission as a senior author.
provides the labels for these data points. Next, this newly labeled dataset

D' ={(z,0(z))x € 5},

where O(z) is the label provided by an oracle/human labeler for an instance z, and D’ is added to the

previously obtained labeled dataset D; i.e.,
D=DuD.

Next, we train the model F; on the new dataset D. The performance of the updated model is tested on a
secured set S. If the performance degrades by a threshold ¢, the newly obtained dataset D’ is examined by
h (h > 0) independent labelers to see if any instance is poisoned or mislabeled. The probability P}, that at

least one labeler out of A (h > 0) independent labelers provides correct annotation is

Py=1-(1-P)h, (4.3)
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where P is the average performance of a human labeler. To find the number & of independent labelers to
ensure that Py, is large enough, saying 0.9995, we solve the equation 4.3 and obtain

_ [log (1—-Py)
= [oetr=r] @

For instance, [116] showed the human annotation performance for the CIFAR10 dataset is 93.91%. Hence,
three independent labelers are enough to ensure at least one labeler provides correct annotation.

If the performance does not degrade more than ¢, the model is accepted and the stopping criteria are
checked. If the stopping criterion is met, the process stops. Otherwise, the process repeats. The stop criteria

can be
* the minimal perturbation of all adversarial examples is larger than a threshold 7,
* the desired classification accuracy is reached, or
* the labeling budget is exhausted.

In the following sections, we provide the details for performance checking, querying, and artificial

data crafting.

4.4.1 Performance Analysis

The ultimate goal of malicious labeling attacks is to reduce the accuracy of a model. Hence, the best
way to detect it is by monitoring the classification accuracy on a secured subset S. If the performance (i.e.,
classification accuracy) of a newly trained model F; on S drops over a threshold € compared to F;_1, then
the newly queried dataset used to train Fj is likely malicious. They need to be further examined. Otherwise,
accept Fj.

For further examination, three independent labelers are assigned to relabel the newly queried data
point(s). For each data point, if there is any inconsistency in the label, the data point is discarded. However,
if the consistent label is provided and it is different from the original label provided by the original labeler
O, then the confidence in O’s label is reduced (Fig. 10). The degree of reduction in confidence depends on
whether F; provides high confidence or low-confidence misclassification. If F; provides a low-confidence
value for this misclassification, then it may be a mild drift and we should reduce the confidence in O’s label

by a amount, where « is inversely proportional to the confidence value provided by Fj. Nevertheless, If F;
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Figure 10. Confidence Score Updating. Reprinted from [85] © 2021 IEEE. Used with permission as a
senior author.

provides a high-confidence value for this misclassification, then we should be alert and the trustworthiness

of O needs to be checked immediately.

4.4.2 Querying Strategy

The proposed querying strategy looks for unlabeled instances that are different from the most la-
beled ones. In order to do that, a cluster algorithm, such as k-mean, k-medoids (PAM), and hierarchical
clustering, can be used to find n centers. n can be determined by various methods such as elbow, silhouette,
or gap statistic methods. For each center ¢, [N, unlabeled instances whose corresponding distance (in feature
space) from the currently labeled instances are the largest are selected; i.e., select z € A such that solves
the following optimization problem:

ind(z,y), 4.5
max min (z,9) (4.5)

where A, is the collection of unlabeled instances that belong to the cluster c, and d is a distance metric in
the feature space. This ensures the diverse instances being selected.

The number of instances N, being selected at each iteration depends on

* the average perturbation of adversarial examples generated in the previous iteration,
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* the performance of the model on the given cluster, and

* the labeling budget.

4.4.3 Artificial Data Crafting

For the past few years, a lot of attention is given to the adversarial example. A popular example
of an adversarial example in security is adversarial eyeglass frames against deep neural network-based face
detection systems [128].

Adversarial examples and poison instances generated by the feature collision attack [127] are similar
in the sense that they are both indistinguishable to the original data. For instance, Fig. 11 shows an example
of a data poisoning attack. An attacker tries to mislead an image classifier to misclassify the targeted frog
image as an airplane. In order to do it, the attacker selects a random image of an airplane as a base instance.
Then, using a forward-backward-splitting iterative procedure [49], the attacker solves equation 4.2 to obtain
the poison instance shown in Fig. 11. Clearly, this poison instance looks indistinguishable from the base
instance. However, the poison instance looks like the targeted instance in the feature space based on solving
the optimization given in equation 4.2. Hence, by injecting this poison instance into the training set, the
trained classifier misclassifies the targeted instance as an “airplane” due to the similarity in the feature

space.

Base instance Poison instance Targeted instance
(airplane) (airplane) (frog)

Figure 11. An Example of Targeted Poisoning Attacks

To check the reason behind such misclassification and the success rate of such a poisoning attack,
we develop a binary classifier based on [127]. We find that when the number of training instances is small,
the success rate of the poisoning attacks is high, just like it is claimed in the paper [127]. However, when the

number of training instances is large, the success rate drops significantly. Furthermore, the poisoning attack
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on a network with end-to-end training is much harder than an attack on a network with transfer learning
[127]. This indicates that the increase in the training set can be beneficial. However, a bigger dataset
requires a larger labeling budget.

To address the issue, we take advantage of the “indistinguishable property” of adversarial examples.
We utilize various adversarial crafting techniques to generate extra data for training. Using the labeled
instances, we can generate additional instances that are similar to these labeled instances without incurring
an extra labeling budget. Since the minimal adversarial perturbation obtained through adversarial crafting
techniques can misclassify these instances, they point at the vulnerable area of the classifier and are a great
place to get more data points for the next iteration of the active learning.

For each center ¢, N, instances selected using equation 4.5 are utilized to generate adversarial
examples. An adversarial example can be generated using multiple existing techniques such as DeepFool,
C&W, and BIM. PGD, DeepFool, and C&W attacks are good choices because they are the strongest attacks
that currently exist, and the generated perturbation is a good measurement of the performance of the trained
model. Besides, the artificial instance can also be generated using Generative Adversarial Network (GAN).
If the dataset is images, data augmentation such as rotation, scaling, and change colors, can be used as well.
Furthermore, another simple way to obtain additional noise samples is by adding random noise to the N,
selected instances. The noise added should be subtle so that labels are not changed. These noise samples
can be used in addition to the adversarial examples, as adding noises is usually less time consuming than
generating adversarial examples.

Real-world large data may be often collected in different location, so a distributed system should
be a right candidate for our proposed methodology in this case. Specially, the distributed system consists
of multiple computing nodes that are distributed at different locations, where the proposed active learning
framework is used to train the data collected in one location and an orchestrator is implemented to auto-
mate the management, coordination and organization of the proposed active learning in these nodes of the
distributed computing systems. The orchestration supports the efficient delivery of distributed computing

resources for the active learning under malicious mislabeling and poisoning attacks.

4.5 Evaluation

We empirically evaluate the proposed defense method on a subset of the CIFAR-10 [79] dataset.

The baseline model for comparison is active learning based on random selection [153]. Our experiments
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were conducted in the high-performance computing system within the campus private cloud. In the set of

experiments, we wish to address the following:

1. Does our proposed method perform as good as the standard active learning method when there
is no attack? We try to address this question as a few papers (e.g., [57], [91], [4], [110]) have
shown the trade-off between the performance of the active learning algorithms with attacks and

their performance without attacks.
2. Is our proposed method effective under a malicious mislabeling attack? and

3. Is our proposed method effective under a poison attack? That is, are certain vulnerabilities

(e.g., to specific inputs) learned as we perform the adversarial active retraining?

The evaluation metric for question 1) is the labeling budget used to achieve desired classification accuracy.
The evaluation metrics for question 2) are the overall classification accuracy on the clean test data and
the required labeling budget to achieve desired classification accuracy. The evaluation metrics for the last
question are the overall classification accuracy on the clean test data, the poisoning attack success rate, and

the required labeling budget to achieve desired classification accuracy.

4.5.1 Dataset and Model

The CIFAR-10 dataset is an object classification dataset that consists of ten classes: airplane, au-
tomobile, bird, cat, deer, dog, frog, horse, ship, and truck. Each image is a 32 x 32 tiny color image and
each pixel has three values corresponding to the RGB intensities. The samples are split between a training
set of 50,000 with 5,000 samples for each class and a testing set of 10,000. Table II summarizes the dataset.

Real-world data may be collected through a computing system whose devices are distributed in different

Table 7 CIFAR-10 vs. CIFAR-2

Dataset CIFAR-10 | CIFAR-2
# Training Example | 50,000 3,000

# Testing Example | 10,000 2,000

# Classes 10 2

Image Size 32 x 32 32 x 32

location. However, due to the limited computation resource and the slowness of the data poisoning attack
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for the DNN model proposed in [127], we reduce the CIFAR-10 dataset to the CIFAR-2 dataset, only con-
sidering two classes, airplane and frog. To further speed up the data poisoning attack, we reduce the training
set to 3,000 training instances instead of 10,000 samples. As you can see in the evaluation section, the
proposed method does not even need to have 3,000 training instances to reach the desired accuracy. Thus,
this limitation speeds up the evaluation time without affecting the performance. The testing set is 2,000, and
each testing instance is considered as a targeted instance during the poison instance generation process.
The network architectures for the CIFAR-10 dataset is based on transfer learning. More precisely,
ResNet50 [60] is used for feature extraction, and then a dropout rate of 0.2 is applied to it. Last, a fully

connected layer with the sigmoid activation function is used for binary classification.

4.5.2 Artificial Data Generation and Data Poisoning Attack

Adversarial examples and poison instances are generated using the Adversarial Robustness Toolbox
(ART v1.3) [108]. C&W, PGD, and DeepFool attacks are used to generate adversarial images in addition
to Gaussian noise. The PGD attack is selected over others because the PGD attack generates the strongest
first order adversary [94]. However, due to the fact that the PGD attack implemented in ART does not take
advantage of GPU power, the runtime for the PGD attack is much higher than the C&W attack and so the
PGD attack is not included during the training. The maximum number of iterations for the C&W attack
and DeepFool are 20 and 100 (default in ART), respectively. Random noise added to train image follows
a Gaussian distribution with mean O and variance 0.3 for each batch. This is a reasonable limit on what is
permissible because a larger perturbation would distort the image too much.

Assume that the adversary knows the model architecture and can inject poison instances. We gen-
erate the data poisoning attack based on [127] to evaluate the robustness of the proposed active learning
method. This is the only data poisoning attack on DNN model available in ART. We consider each test
instance as a targeted instance. For each targeted poisoning attack, we use first 50 training instances from
a difference class than the targeted instance as base instances for generating the poison instances. A small
amount of watermark (0.1-0.3) is added to increase the attack success rate while the poison instances are
indistinguishable from their corresponding base instances. The exact amount of the watermarks added de-
pends on the difficulty of each targeted attack scenario. After a set of poison instances are generated for each
targeted attack, we check whether the attack is successful. If a targeted poisoning attack is not successful,

the corresponding poison instances are discarded. In short, we only save the set of poisoning instances that
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an attacker successfully attacks the baseline model trained with all training instances and the poison in-
stances. In the end, we generate 67 sets of successful data poisoning attacks, which can be used to evaluate

the performance of the proposed active learning method.

4.5.3 Mislabeling

For most deep learning tasks, we assume that the labels provided are true (correct). However, in the
real world, humans make mistakes and adversaries can inject malicious labeling [114, 135]. In this paper, we
consider both cases. First, we assume a human labeler has a 5% chance to make a mistake when annotating.
The 5% is used since the dataset used is tiny, low-resolution images that are difficult to classify correctly
sometimes. Furthermore, with a total of eleven labelers for the experiments, one of them is malicious. More
precisely, a malicious labeler will intentionally misclassify an image in the ‘airplane’ class as the ‘frog’

class.

4.5.4 Results

In this section, we evaluate the performance of the proposed active learning method by addressing

the three questions posed at the beginning of the evaluation section.

4.5.4.1 Does our proposed active learning method perform as good as the standard active learning

method when not under an attack?

Table 8 Statistics of Labeling Budgets. Reprinted from Lin et al. [2021b] © 2021 IEEE. Used with permis-
sion.

Model Baseline | Proposed
Mean 1186 572.3
Standard Deviation | 182.6 51.7
Minimum 608 462

25% 1128 533

50% 1184 563

75% 1272 610
Maximum 1536 672

Here, we consider only the benign mislabeling caused by human errors. The prediction accuracy of

the classifier trained with the full training set is 89%. Using it as the desired accuracy, we find the labeling
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budget required to achieve such accuracy. We compare our proposed active learning method with the active
learning based on a random sampling strategy (as baseline). The experiment is repeated 30 times, and the
summary statistics are provided in Table III. As shown in the table, the proposed active learning method
only needs about 48% of the labeling budget required by the baseline active learning method when there are
no attacks. Furthermore, the variation in performance is much lower for our proposed method compared to
the baseline model. The maximum number of labeling budgets required to achieve the desired accuracy is

halved if using our proposed method.

4.5.4.2 Is our defense method effective under a malicious mislabeling attack?

First, we evaluate the performance of the baseline model under a malicious mislabeling attack (see
subsection 4.5.3 for the implementation of malicious mislabeling attack). Similar to the previous experi-
ment, we repeated our experiments 30 times. However, the baseline model is not able to achieve the desired
accuracy in all the experiments. As shown in Fig. 12, the malicious mislabeling attack is very effective
against the baseline model. The test accuracy just fluctuates between 0.44 and 0.52. Even when we use all
3,000 training instances, the test accuracy is still close to 0.5.

Nevertheless, our proposed active learning method is robust against malicious mislabeling attacks.
As shown in Fig. 13, we can still obtain the desired accuracy even under a malicious labeling attack.
Furthermore, Table 9 shows the summary statistics for the labeling budget required to achieve the desired
accuracy. On average, we only need about one-third of the original training set size to achieve the same

accuracy (89%) even under a malicious mislabeling attack.

Table 9 Summary Statistics for Labeling Budget Under a Malicious Mislabeling Attack

Model Proposed
Mean 925.3
Standard Deviation | 315.9
Minimum 580

25% 701.5
50% 875

75% 1013
Maximum 1939
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Figure 12. Baseline Model Performance Under a Malicious Labeling Attack. Reprinted from Lin et al.
[2021b] © 2021 IEEE. Used with permission as a senior author.

4.5.4.3 Is our proposed method effective under a poison attack?

Here, we consider a targeted clean label data poisoning [127] and evaluate the performance of
the baseline and our proposed active learning method under such an attack. The targeted clean label data
poisoning attack tries to reduce the performance of the classifier on the targeted instance while maintaining
the performance of the classifier on the clean data. This makes it very difficult to detect as the classification
accuracy on the clean data is not changed under the attack. However, the classifier makes misclassification
on the targeted instance.

Since most uncertainty-based active learning strategies select unlabeled instances that are closer
to the decision boundary, this makes these uncertainty-based active learning strategies more vulnerable to
the data poisoning attack. On the contrary, simple active learning based on a random sampling strategy
is more robust against such an attack. Hence, we will compare our proposed active learning method with
active learning based on a random sampling strategy (baseline). As shown in Fig. 14 and Fig. 15, the test

accuracies of the two active learning strategies under the poisoning attack are similar though the labeling

&5



0.9 1

o
=]
I

Test Accuracy
(=]
-~
i

0.6

0.5 A

T T T T T T T
100 200 300 400 500 600 700
Number of Training Instances Used

Figure 13. Robust Active Learning Model Performance Under a Malicious Labeling Attack

budget required is halved if our proposed method is used. Furthermore, the proposed method has a much

lower variation in labeling budgets than the baseline method.

Table 10 Summary Statistics for Labeling Budget Under a Poison Attack

Model Baseline | Proposed
Mean 1221 622
Standard Deviation | 603 88.9
Minimum 672 484

25% 896 574

50% 976 599.5
75% 1216 698
Maximum 2816 751

4.5.5 Computation Cost and Limitation

The artificial crafting step lowers the labeling budget by generating labeled data without labelers,
but it also requires additional computation cost. For instance, it takes about 0.19 seconds to generate an

adversarial image using a C&W method (with a batch size of 64) on an NVIDIA Tesla K40c GPU. However,

86



0.90 ~

Attack success rate
reduces from 100% to
0801  23%.

0.75

0.85 4

0.70

Test Accuracy

0.65

0.60 +

0.55 4

0.50 1

200 300 400 500 600
Number of Training Instances Used

Figure 14. Baseline Model Performance Under a Poisoning Attack. Reprinted from Lin et al. [2021b] ©
2021 IEEE. Used with permission as a senior author.

it takes less than 0.1 seconds to generate an adversarial image using a C&W method (with a batch size of
512) on the same computer with an NVIDIA TITAN V GPU. Hence, the type of GPU and batch size can
affect the computation time. Furthermore, different methods may require different computation resources.
For instance, BIM attacks mainly use CPU resources whereas a C&W method mainly uses GPU resources
based on IBM’s adversarial robustness toolbox [108]. For the evaluation, we generate an artificial image for
each corresponding newly queried image. However, this ratio can be adjusted based on the computational
resource and the labeling budget limitation. Furthermore, the evaluation is based on a single dataset. It
would be interesting to check the effectiveness of the approach on other datasets, which will be in our

further study.

4.6 Conclusions and Future Work

Recent work has shown that machine learning models, such as DNNs, are highly vulnerable to
various attacks, such as malicious mislabeling attack, adversarial examples, and data poisoning attacks. In
this work, we utilized these adversarial examples to generate artificial data for training without incurring

an extra labeling budget. Furthermore, we proposed a confidence score updating system to check the trust-
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Figure 15. Robust Active Learning Model Performance Under a Poisoning Attack. Reprinted from Lin et
al. [2021b] © 2021 IEEE. Used with permission as a senior author.

worthiness of each labeler and a performance check on a secured set to monitor the potential mislabeling
attack. The experiment results showed that our proposed active learning method is robust against malicious
mislabeling and data poisoning attacks. Though we only evaluated the performance of the proposed ac-
tive learning method on binary classification in the campus private cloud, the method can be applied to a
multi-classification task in a distributed system of a public cloud as well.

Although most classic single-query active learning strategies do not work as well as a random sam-
pling strategy on deep neural network and many uncertainty-based active learning strategies also perform
poorly under data poisoning attacks, it would be interesting to compare the proposed method with the state-
of-the-art batch active learning method for CNNs in the future. Furthermore, our evaluation is based on
a single dataset. It would be interesting to check the effectiveness of the method on other datasets. Last,
the artificial crafting step introduces additional computation cost. Hence, future work will also investigate
the scalability of the proposed method. We can parallelize the process and utilize the scalability in cloud
computing for this purpose. Besides a private cloud, we can also deploy our proposed method on the public

cloud to not only achieve scalability but also to increase reliability and flexibility.
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Chapter 5
An Adversarial Attack Method for Poisoning a Transfer Learning Model

Despite the wide-ranging applicability of machine learning, they are vulnerable to security attacks,
such as evasion attacks and triggerless data poisoning attacks. An evasion attack occurs at the inference
time when an attacker feeds in an adversarial example, a malicious perturbed input that looks the same
as its untampered copy to a human oracle, that fools a state-of-the-art classifier. In contrast, a triggerless
data poisoning attack occurs at training time. An attacker tries to subvert learning with injected poisoned
instances. Moreover, an attacker is allowed to manipulate the test instance in an evasion attack but not
in a triggerless clean-label data poisoning attack. In this chapter', we focus on a special sub-category of
data poisoning attacks, namely triggerless clean-label targeted data poisoning attacks. This type of attacks
is more realistic in the sense that it does not require an attacker to have the ability to change the label of
any training instance. That is, attackers can successfully attack the training process with a poison instance
that is correctly labeled by a human oracle. We propose a simple but effective way to alter an adversarial
attack method into a triggerless clean-label targeted data poisoning attack method with a remarkable attack
success rate of up to 100%. Furthermore, our proposed method only requires the injection of a single poison
instance in order to manipulate a transfer learning model to misclassify an untampered targeted instance.
We compare our method with a popular one-shot attack and show that our method is easier to use as we do

not need to tune for a hyperparameter such as a similarity coefficient.

5.1 Introduction

The state-of-the-art performance of Deep Neural Networks (DNNs) mainly drives by the use of large
labeled datasets and GPUs. Recently, the idea of transfer learning is utilized often for image classification
and natural language process tasks with a limited labeled dataset. However, similar to deep learning models,

they are vulnerable to security attacks, such as evasion attacks and data poisoning attacks.

'Received and approved for public release by AFRL on 26 October 2021, case number: AFRL-2021-3751. Portions of this
chapter will be published by the author of this dissertation in [86].
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An evasion attack occurs when an adversarial example, an artificial instance generated by injecting
a small indistinguishable perturbation to its natural copy, is fed into a trained model at test time. Though the
generated adversarial example looks just like its genuine copy, a trained classifier mislabels the adversarial
example while correctly classifying its genuine copy. The mislabeling can be problematic for security-
and/or safety-critical applications. For instance, an attacker can make a small unnoticeable change to the
speed limit sign of highways and trick a self-driving car into believing the speed limit sign is a stop sign.
This trick may cause the self-driving car to brake suddenly on the road and cause a car accident.

In this research, we develop a simple but effective way to poison a transfer learning model with just
a single poison instance by altering the use of an evasion attack method. Specifically, we utilize an evasion
attack method, called feature adversaries (FA), to generate a data poisoning instance for a triggerless clean-
label targeted data poisoning attack against a transfer learning model that is pre-trained on a feature extractor
f (e.g., ResNet-50 [60], VGG-16 [129], and Inception-v3 [134]). The triggerless clean-label targeted data
poisoning attack is stealthy and more powerful as it does not require an attacker to have control over the
labeling process and only one poison instance is needed per targeted attack. Furthermore, since there is no
need to control the labeling process, the poison instance can be uploaded to the Internet and then wait for a
web scraping bot to retrieve it. Lastly, since this targeted data poisoning attack maintains the overall model
performance (i.e., it only misclassifies the targeted instance), it is difficult to detect such an attack through
the monitoring of the overall model accuracy compared to other types of data poisoning attacks.

The contributions of this research are:

* We propose a simple but effective way to alter an evasion attack method into a clean-label data

poisoning attack method with a remarkable attack success rate of up to 100%.

* We design a set of extensive experiments to show the statistically significant three-way interac-
tion among different datasets, pre-trained models, and training set sizes on attack success rate

using Aligned Ranks Transformation ANOVA.

* We compare the FA attack with the popular one-shot attack [127] and show our method is sim-
ple to use since there is no need to tune the similarity coefficient and can incorporate different

optimizers or adversarial attack methods, such as Adam [76], L-BFGS-B [133], and PGD [94].
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The rest of this chapter is organized as follows. In section 5.2, we present a threat model, and in
section 5.3, we discuss its related work. In section 5.4, we describe our proposed approach, In section 5.5,

we present our evaluation result, followed by conclusions and future work in section 5.6.

5.2 Threat Model

In this chapter, we consider a clean-label targeted data poisoning attack on a transfer learning model.
Similar to [127], we assume that an attacker knows the transfer model used for training but not the training
set. The attacker’s goal is to misclassify a targeted instance without degrading the model accuracy on other
instances. In this way, it can easily bypass any detection algorithms that use model performance as the key
criteria for detecting the data poisoning attack. Moreover, we consider a single poison instance per targeted
attack instead of multiple poison instances (often 1% of the training set) per targeted attack [2, 69, 159].

Mathematically, we try to solve an optimization problem presented in [127] to obtain a poison instance p:

p=argmin [|f(z) = f()] 22+ Bz — bl 22
s.t. zel0,1]", (5.1)

where n is the dimension of input x, f is a feature extractor, 5 € [0, 1] is a similarity coefficient, ¢ and b are

a target instance and a base instance, respectively.

5.3 Related Work

In this section, we provide a brief introduction to transfer learning and data poisoning attacks.

5.3.1 Transfer Learning

Supervised learning is extensively used on various applications today, and it focuses on training a
model for a specific task. For instance, a simple model with two convolutional layers can be trained for a
handwritten digit classification task, whereas a VGG-16 [129] can be trained for an ImageNet classification
task. However, obtaining a large number of labeled instances may be complex or impossible [136]. For in-
stance, the ImageNet dataset has more than one million training images with 1000 classes and 100 thousand

test images. It takes years to hand-label them.
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What happens when a new task 75, related to another previously learned task 77, does not have
enough labeled instances to achieve high performance? Transfer learning can be utilized here to transfer
knowledge (i.e., features and model weights) from 77 to T%. This transferred knowledge overcomes the data
scarcity issue presented. Even when the labeled data exist in large quantity, we can still use the weights in
re-used layers as weight initialization for the new related task 75 to reduce training time. The idea of transfer
learning was first proposed in 1995 [138]. Currently, there are many high-performing pre-trained models
shared online for direct prediction tasks or transfer learning tasks. For instance, Keras [28] has 26 pre-trained
models available for its users. Those models can be downloaded and used for image classification directly.
Even if the new task 75 is somewhat different from the original task that the model is trained for, these
pre-trained models can still be used as a feature extractor for a new task 75. To act as a feature extractor,
the model weights of a pretrained model are frozen (unchanged). In this chapter, we focus on this type
of transfer learning mainly. For a detailed or more comprehensive introduction to transfer learning, please
see [109].

According to Andrew Ng, a co-founder and head of Google Brain, “transfer learning will be the
next driver of machine learning commercial success after supervised learning” [106]. The clean label data
poisoning attack on a transfer learning model can affect its commercial use, especially in high stakes, safety-
and security-critical applications. In this work, we will study the impact of a clean label data poisoning attack

on various transfer learning models.

5.3.2 Data Poisoning Attacks

The goal of a triggerless data poisoning attack is usually to (i) degrade the model performance [14,
46, 105] or (ii) misclassify a specific instance (target attack) [2, 127, 159]. The data poisoning attack that
degrades the model performance can be easily detected. Hence, we focus on the targeted data poisoning
attacks. More specifically, this chapter is about the clean-label targeted data poisoning attack against a
transfer learning model (using only a single poison instance per targeted attack). Shafahi et al. [127] first
proposed one such data poisoning attack against the transfer learning models by solving equation (5.1) using
a forward-backward-splitting iterative procedure [49]. They called it the one-shot attack as it only requires
a single poison instance to misclassify a target instance.

Later, Zhu et al. [159] modified the objective function (5.1) in order to find a set of k poison instances

{p(j ) };‘?:1 from the same class (base class) for targeted transfer attacks. Based on transferability [140], they

92



showed that targeted misclassification can be achieved as long as the target instance’s feature vector is
located within the convex polytope formed by the set of poison instances {p(j ) le in feature spaces of m

substitute models. That is,

{P(j) }?:1 =

I1£: )13

m _ (@) ¢ (0 G))[|12
i C: " Ji
vmin | ;Z ||f ] 1% f(p )HQ
{c@} {p@} -1
k

S. t. Zcz =1, Vi, ¢; )>O,W,j,
7j=1

IpY) = 09|l < €,pY) € [0,1], 5, (52)
where m is the number of feature extractors, k is the number of poison instances generated, cgi) is the convex
combination coefficient for poison instance p{U) in the feature space generated by substitute model f;, b(7)
is the base image (an arbitrarily selected clean image) used to generate the j-th poison p¥), and ¢ is the
target instance. Similar to [127], Zhu et al. [159] (i) use the forward-backward splitting algorithm to find an
optimal set of convex combination coefficients, (ii) use Adam [36] to optimize p( 7) for a given set of convex
combination coefficients, and (iii) finally clip the value of p{/ 7) to ensure that it is within e-ball of the base
images. The steps (i)-(iii) are repeated until convergence.

Aghakhani et al. [2] proposed the Bullseye Polytope Attack that improves the scalability and trans-
ferability of the Convex Polytope Attack developed by Zhu et al. [159]. Bullseye Polytope simplifies the
objective function by directly assigning ng') = %, which not only reduces the computation time significantly
but also improves the performance by directly moving the target to the center of the attack zone. Further-
more, they introduce the idea of multi-draw dropout and multi-target mode to improve transferability. In

this chapter, we focus on the constraint case of one poison instance per targeted attack and compare the

performance of the proposed method with the one-shot attack.

5.4 Methodology

Figure 16 shows the relationship between an evasion attack and a triggerless data poisoning attack.
During an evasion attack, an attack feeds an adversarial example to a DNN classifier at inference time. That
classifier misclassifies the adversarial example as a ‘bird’ even though it classifies its natural copy correctly

(as a ‘horse’). On the contrary, an attacker cannot inject any modified test instance into the DNN classifier
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Figure 16. Evasion Attack vs. Triggerless Clean Label Data Poisoning Attack. Reprinted from [86] © 2022
IEEE. Reused with permission as a senior author.

at inference time for a triggerless clean-label data poisoning attack. In this case, they can still cause the
targeted misclassification by misleading the DNN classifier during its training process. In this chapter, we
consider a stealthy data poison attack in which the attacker has neither control over the labeling process nor
the ability to inject multiple poison instances. We present a simple but efficient way to use an evasion attack
method to generate a clean label data poison instance that misleads a victim model to misclassify a target
instance while maintaining its overall model performance. The right side of Figure 16 shows the basic idea
behind the approach. We try to generate a poison instance that looks like its natural copy (called a base
instance or a source instance) to a human, but its feature representation resembles a target instance (horse).
That misleads the classifier to consider the target instance (horse) and the poison instance (a bird) as if they
are from the same class, although this is not the case.

Before formally describing the approach, we begin by introducing the FA attack [123]. In 2015,
Sabour et al. [123] developed a novel approach to generate adversarial examples at the testing time. The
generated adversarial example x appears perceptually similar to a given natural image (they called it source
image s), but its deep representations (i.e., feature representations) have similar characteristics as another
image (target image or guide image g) from a different class. Because of the similarity between the feature

representation of the adversarial example and the feature representation of the guide image, the trained
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model gives the same label for both the adversarial image and guide image, although the adversarial image is
more resemble a source image (whose class is different from that of the guide image) to a human. Basically,

this approach solves the following optimization problem:

win |7(z) - £(9)13
st. xe€]0,1]" ©-3)
||x — SHQ < €.

Table 11 Adversarial Image Generation vs. Triggerless Clean-Label Data Poisoning. Reprinted from [86]
© 2022 IEEE. Reused with permission as a senior author.

Attack Type Evasion Triggerless Clean-Label Data Poisoning
When to Attack Inference Time Training Time
g1t An Arbitrary Guide Image That Belongs to a Class A Target Instance That an Attacker Wants a Classifier To Misclassify
Other Than the Base Class (Class of the Base Image b)
T E=p An Adversarial Example A Poison Instance Used for Training
s<=b An Arbitrary Natural Image That an Attacker Used to Generate x or p.

In this chapter, we use the FA attack to generate a poison instance for a stealthy triggerless clean-
label data poisoning attack. We can do it since equation (5.1) and equation (5.3) are equivalent in the
sense that the solutions are identical with the appropriately chosen similarity coefficient 5. Specifically,
Table 11 sums up this adversarial image generation method and its alternative use as a data poisoning
method. Basically, the adversarial example x is injected into the training set as a poison instance p in order
to misguide a trained model to misclassify a target instance (denoted as ¢ in equation (5.1) and is equivalent
to g in equation (5.3)).

To generate a poison instance for a target instance ¢ (whose true/clean label is [), we first craft an
adversarial example = by applying the FA attack to the pre-trained model f and a source image s. Then,
we inject x into the training set. A human labeler will label x as y (the label of the source image s since
obtained x looks the same as its natural copy s to a human). This produces a clean label for x. Next, x and its
clean-label along with other natural images and their labels are used to train a transfer learning model. (Note
that x is used for the training rather than as an adversarial example here.) Since the feature representation
f(z) of x resembles the feature representation f(¢) of the target ¢ by construction, a DNN model considers

that they are the same and provides the same label for ¢ as for . Since the poison instance x and its label y
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are used during training, the trained model likely labels g as y, although its true label is [ # y. Hence, the
model is poisoned, and the target instance ¢ is misclassified while only one poison instance is injected.
Originally, Sabour et al. [123] solved equation (5.3) using the Limited Memory Broyden-Fletcher-
Goldfarb-Shanno method with boundary constraints (L-BFGS-B), a widely used Quasi-Newton method.
However, we can use other optimization algorithms, such as gradient descent [121] and Adam [76], that do
not natively support box constraints by clipping all components of x on the e-ball of the base instance after
each gradient step. Alternatively, we can use the project gradient descent (PGD) method as well. Hence,
plenty of existing algorithms are readily applicable for solving equation (5.3) and take advantage of GPU
power. This makes our method more flexible and scalable. In the next section, we will validate that this

simple method is effective and demonstrates that it is easier to use than the popular one-shot attack.

5.5 Evaluation

In this section, we describe our design of experiments and analyze our experimental results. To test
the performance of the clean-label data poisoning attack on the transfer learning models, we have developed
various transfer learning models based on VGG-16 [129], VGG-19 [129], and ResNet-50 [60] pre-trained
on ImageNet [37] for CIFAR-10 [79], STL-10 [30], CIFAR-2s (two classes: automobile vs. frog, airplane
vs. frog, and bird vs. horse), and STL-2 (a reduced STL-10 dataset with only two classes: bird vs. horse).
Table 12 summarizes the datasets. Furthermore, in order to see the effect of dataset size on attack success
rate, we consider fourteen different dataset sizes from 500 to 7,000 with an incremental of 500. These
training sets are selected from the original training set. To satisfy the ANOVA assumption of normality,
we repeat for each combination of treatment levels 30 times to ensure that the normality assumption is
approximately satisfied. (We will do the formal analysis to check it later.) This generates a large amount of
experimental data for formal statistical analysis.

Note that we use the Ly norm for measuring the perturbation for all experiments, and the standard
test accuracy refers to the test accuracy on the clean test data. We say an attack is a success if the target
instance is misclassified. The training set, base set, validation set, and test set are mutually exclusive. Unless
stated otherwise, we select the first 30 test instances that are correctly classified by the unpoisoned model
(standard model) as target instances. All our evaluations are based on the IBM implementation [108].

In this research, we propose a systematic evaluation of the efficiency of the FA attack by focusing

on the following questions:
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Table 12 Dataset Summary: CIFAR vs. STL

Dataset CIFAR-10 | CIFAR-2 | STL-10 | STL-2

Number of Training Instances 50,000 10,000 5,000 1,000

Number of Testing Instances 10,000 2,000 8,000 1,600
Number of Classes 10 2 10 2
Image Resolution 32x32x%x3 96 x 96 x 3

A. Shafahi et al. [127] also proposed a highly cited clean label data poisoning attack that used the
forward-backward-splitting iterative procedure [49] to solve the optimization problem in (5.1).

How is it compared to an FA attack?
B. What is the effect of the dropout layer and optimizer on attack success rate?

C. How likely does a poison instance generated from dataset D successfully attack a model built

for classifying images in a different dataset D’ # D with different resolutions?

D. Do different dataset types, dataset sizes, and pre-trained models affect attack success rate?

5.5.1 Comparison to Existing Studies

As discussed in section 5.4, our proposed data poisoning attack method solves an equivalent opti-
mization problem as the popular one-shot attack; however, our approach is easier to use. To generate a data
poison instance, we just need to specify the maximum perturbation allowed. FA attack will generate a poison
instance to meet that criterion. For instance, Figure 17 is obtained by simply setting the maximum allowable
perturbation § to 0.05. (Note that we used the PGD optimizer to solve equation (5.3). As discussed in the
Methodology section, the PGD optimizer utilizes the GPU resource to speed up the poison crafting process.
In the next subsection, we will show that the PGD optimizer also generates the poison instance with a higher
attack success rate than the original L-BFGS-B algorithm proposed in [123].)

In contrast, we have to specify the similarity coefficient to generate the poison instance and check
whether the perturbation is within the maximum allowable value individually using the one-shot attack
method. Table 13 shows the average, minimum, and maximum perturbations of 30 poison instances gen-
erated by the one-shot attack with a learning rate of 3 and various similarity coefficients. The similarity

coefficients shown in Table 13 are obtained after we try a set of values {0.128, 0.25, 0.5, 1, 2,..., 1024}.
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Similarly, the learning rate is obtained after we try a set of possible values {0.01,0.03,0.1,0.3,1,3,9}. It
takes time to find the optimal range of the similarity coefficients and learning rates for the desired level of
perturbation. However, even after we get the proper values for similarity coefficient and learning rate, it does
not guarantee that the generated poison instances have perturbation within the maximum allowable value.
For instance, even after we specify the similarity coefficient to 320 that has an average perturbation value
of 0.042, the perturbation of the generated poison instances still varies from 0.031 to 0.053 depending on
the target instance and base instance pair used. Hence, it is easier to use an FA attack than a one-shot attack
to generate a similar quality poison instance that meets the maximum allowable perturbation limit. As an
illustration, Figure 18 shows the poison instances generated by a one-shot attack with a similarity coefficient

of 256 and a learning rate of 3.

Target

Figure 17. Poison Instances Created by the FA Attack with Maximum Allowable Perturbation Set to 0.05.
The actual perturbation amounts are 0.0470, 0.0466, and 0.0474 (from row 1 to row 3).

Table 13 Similarity Coefficients. Reprinted from [86] © 2022 IEEE. Reused with permission as a senior
author.

Perturbation
Similarity Coefficient | Average | Minimum | Maximum
320 0.042 0.031 0.053
256 0.051 0.038 0.066
192 0.065 0.050 0.087
128 0.091 0.073 0.127
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Target

Figure 18. Poison Instances Created by the One-shot Attack with a Similarity Coefficient of 256 and a
Learning Rate of 3. The average perturbation for 30 generated poison instances is 0.051. The actual pertur-

bation values are 0.0559, 0.0458, and 0.0624 for the first three poison instances (from row 1 to row 3).

5.5.2 Effect of a Dropout Layer and Optimizer

In this subsection, we add a dropout layer before a penultimate layer to check the effect of the
dropout layer with various dropout rates on the attack success rate. We consider the dropout rate of 0 (no
dropout), 0.1, 0.25, and 0.5. These values are selected as they are commonly used in practice. Another usual
value is 0.3. However, since it is close to 0.25, we skip it. We randomly select the airplane-frog class pair
from the CIFAR-10 dataset as our prototypical example. We use the VGG-16 pretrained on ImageNet to
build a classifier for this binary classification. The standard test accuracy without poisoned instances is 88%.
We select the first 30 test instances that are correctly classified by the unpoisoned model as target instances.
For each target instance, we craft a corresponding poison instance using either L-BFGS-B or PGD optimizer
and evaluate the performance of these poison instances on victim models with various dropout rates. To
make a fair comparison, we fix the 6 = 0.1 for both optimizers. Tables 14 and 15 show the result of this
experiment. As shown, the PGD optimizer has a higher attack success rate than the original L-BFGS-B
proposed in [123], and it takes less time to craft the poison instances using the PGD optimizer. This result

is not surprising as the PGD attack is one of the best first-order adversarial attack methods.
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Tables 14 and 15 show the target instances that are misclassified do not vary much with the dropout
rate. As shown in Table 14, target instances # 5, 11, 12, and 15 are misclassified by their corresponding
poisoned model (without a dropout layer) trained on the poison instance crafted using L-BFGS-B. Similarly,
target instances # 11, 12, and 15 are misclassified by the corresponding poisoned model with a dropout layer.
It looks like if a poison instance, which successfully misleads a victim model (without a dropout layer) to a
target misclassification, likely also succeeds in fooling a model with a dropout layer to misclassify the same
targeted instance disregard the dropout rate. Likewise, Table 15 shows target instances # 0, 1, 22, 25, and
28 are misclassified regardless of the value of the dropout rate, and target instances # 4, 12, 18, 26, and 29

are misclassified 3 out of 4 dropout rates.

Table 14 Effect of Dropout Rate on Attack Success Rate (L-BFGS-B). Reprinted from [86] © 2022 IEEE.
Reused with permission as a senior author.

Dropout Rate | Attack Success on Target Instance #
0 5,11,12,15
0.1 11,12, 15
0.25 11,12, 15
0.5 11,12, 15

Table 15 Effect of Dropout Rate on Attack Success Rate (PGD). Reprinted from [86] © 2022 IEEE. Reused
with permission as a senior author.

Dropout Rate Attack Success on Target Instance #
0 0,1,5,8,11, 12, 18, 22, 25, 26, 28, 29
0.1 0,1,4,11, 12, 18, 22, 24, 25, 26, 28, 29
0.25 0,1,4,8,21, 22,24, 25, 26, 28, 29
0.5 0,1,4,12,18,22,25,28

5.5.3 Effect of Upsampling and Downsampling on Attack Success Rate

In this subsection, we investigate the effect of image resolution on attack success rates. We consider
two image recognition datasets, CIFAR-10 and STL-10. STL-10 has a higher resolution but few labeled
training instances than CIFAR-10. We randomly select two classes, bird and horse, that are in both datasets.
We consider both upsampling and downsampling of poisoned images when the victim model requires higher
and lower image resolutions, respectively.

The experiment is performed using the VGG-16 model that is pretrained on either the selected CI-

FAR or the selected STL dataset. First, we consider the effect of upsampling (the first two rows of Table 16)
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on an attack success rate. We use a CIFAR image with a resolution of 32 x 32 x 3 as a source/base image
for generating a poison instance (using the PGD optimizer) that targets an STL image whose resolution is
96 x 96 x 3. We can generate such a poison instance either with the knowledge of the underlying pretrained
model (row 2 of Table 16) or using a substitute model (row 1 of Table 16) built from the source dataset. A
similar setup with the role of CIFAR and STL switch is used to study the effect of downsampling on the
attack success rate. The experimental result shows that the attack success rate is higher if we are provided

with the pretrained model weight for both upsampling and downsampling cases.

Table 16 Effect of Upsampling and Downsampling on Attack Success Rate

Transfer Model | Source Resolution | Target Resolution | Attack Success Rate (%)
Substitute 32x32x3 96 x 96 x 3 42
Pretrained 32x32x3 96 x 96 x 3 100
Substitute 96 x 96 x 3 32x32x3 27
Pretrained 96 x 96 x 3 32x32x3 87

5.5.4 Effect of Dataset Type, Dataset Size, and Pre-trained Models

To show the effect of dataset type, dataset size, and pre-trained models on standard test accuracy
and attack success rates, we design an extensive experiment to attack transfer learning models built with the

following combinations of treatment levels:
» Dataset: CIFAR-2 (Airplane vs. Frog) or CIFAR-10:
* Pre-trained Models: ResNet-50 or VGG-19
* Training Set Sizes: 500-7,000 (with an increment of 500)

With these combinations, we build 2 x 2 x 14 = 56 victim models per repeated run and repeated it 30
times with different random seeds for a total of 1680 victim models. For each victim model, we record the
standard test accuracy on clean test instances. Then, we also generate one data poisoning instance per model

and evaluate the attack success rate afterward.
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Figure 19. Distribution of Standard Test Accuracy for CIFAR-2 and CIFAR-10. Reprinted from [86] ©

2022 IEEE. Reused with permission as a senior author.
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Figure 20. Distribution of Standard Test Accuracy for ResNet-50 and VGG-19
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Standard Test Accuracy vs. Training Set Size
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Figure 21. Distribution of Standard Test Accuracy with Different Training Set Size

Figure 19 shows the distribution of the standard test accuracy for two datasets, CIFAR-2 and CIFAR-
10. As shown, it is easier to do binary classification since the training set range (500-7,000) is relatively
small for the ten-class classification. Furthermore, the standard test accuracy for CIFAR-10 varies widely
compared to that of CIFAR-2. As the number of instances per class ranges from 50 to 700 for CIFAR-10
and the performances of VGG-19 and ResNet-50 models are very different (as shown in Figure 20, ResNet-
50 models usually have higher test accuracy than VGG-19 models do across the dataset and training set
sizes), there is a wide variation in standard test accuracy. Similarly, Figure 21 shows a wide variation in the
standard test accuracy for different training set sizes.

Besides whisker-and-box plots, we do a formal statistical analysis to check the relationship among
the standard test accuracy, dataset, pre-trained model type, and training set sizes. Analysis of variance
(ANOVA) has shown the statistically significant three-way interaction among the dataset types, dataset size,
and model types on the standard test accuracy. However, while checking the assumptions of ANOVA,
we notice that the homogeneity of variance is not satisfied. Particularly, Bartlett’s test, Levene’s test,
and Fligner-Killeen’s test of homogeneity of variances all show a significant deviation from the constant
variance assumption. Hence, we do a non-parametric version of ANOVA, Aligned Ranks Transformation

ANOVA [147], which also shows the statistically significant three-way interaction between the dataset types,
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Table 17 Average Reduction in Test Accuracy. Reprinted from [86] © 2022 IEEE. Reused with permission

as a senior author.

Model Dataset | Average Reduction in Accuracy(%)
VGG-19 | CIFAR-2 1.33
VGG-19 | CIFAR-10 3.00
ResNet-50 | CIFAR-2 0.06
ResNet-50 | CIFAR-10 1.02

dataset size, and pretrained model types on the standard test accuracy (P-value < 2.22 x 10716 for three-

way interaction term). Likewise, Aligned Ranks Transformation ANOVA shows the statistically significant

three-way interaction between the dataset types, dataset size, and pretrained model types on the standard test

accuracy after a data poison attack. However, there is not much difference in standard test accuracy between

a poisoned model and an unpoisoned model except for the case of the VGG-19 models for classifying the

CIFAR-10 dataset (see Table 17).

Attack Success Rate vs. Dataset
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Figure 22. Distribution of Attack Success Rate for CIFAR-2 and CIFAR-10. Reprinted from [86] © 2022

IEEE. Reused with permission as a senior author.

Next, we consider the average attack success rate. The average attack success rate is calculated by

averaging the 30 repeated runs for each combination of dataset types, dataset sizes, and pretrained models.
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Target instances are the first 30 test instances that are correctly classified by the corresponding unpoisoned
model. Since we take the average of 30 repeated runs, there are only four (two models and two datasets)
data points per training set. Hence, we do not show the box plot for it. Figure 22 shows the average attack
success rate on the CIFAR-2 dataset is lower than that of the CIFAR-10 dataset. Moreover, VGG-19 models
are easier to attack than ResNet-50 models, as shown in Figure 23.

Besides whisker-and-box plots, we also want to do a formal statistical analysis. However, the data
points do not follow the normal distribution as the QQ-plot of the residuals, as shown in Figure 24, indicates
the normality assumption is violated. Hence, we utilized Aligned Ranks Transformation ANOVA instead of
ANOVA. It reveals a statistically significant two-way interaction between the dataset and model types on the
average attack success rate (P-value = 1.1045 * 10~!2 for two-way interaction term). That is, the average
attack success rate differs for different datasets and the pre-trained model selected for transfer learning. For
instance, a victim model with the ResNet-50 pre-trained on ImageNet has a much lower attack success rate

compared to a victim model trained with the VGG-19 pre-trained on ImageNet.
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Figure 23. Distribution of the attack success rate for ResNet-50 and VGG-19. Reprinted from [86] © 2022
IEEE. Reused with permission as a senior author.
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5.6 Conclusions and Future Work

Although many existing studies focus on evasion attacks, a recent survey has found that data poi-
soning attack is the most concerning threat to machine learning practitioners [80]. Particularly, the data
curation process is becoming more and more automated but without any mechanisms to filter malicious data
scraped from insecure sources. In this paper, we have adapted FA attack, an adversarial attack method,
for data poisoning attack against a transfer model to control its behavior and lead to targeted misclassifica-
tion with just one injected poison instance. Different from the data poisoning attack on classical machine
learning such as SVM [14], our studies have focused on the transfer learning models as these models are
increasingly used to improve classification accuracy, reduce training time, and overcome data scarcity. We
have compared the FA attack against the popular one-shot attack and showed its effectiveness. We have also
studied the effects of these poisons in various scenarios and demonstrated their outstanding performance on
the numerous combinations of training set sizes, datasets, and pre-trained models.

This work has the same disadvantage as [127] since both methods generate the data poisoning in-
stance by solving equation (5.1), assuming that the model can learn to classify the poison instance correctly,

which is not always the case. That is why the attack success rate is not always 100%. We will address this
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issue in future work. Furthermore, this research has focused on the transfer models with freezing layers.
Future studies will extend the FA attack to poison an end-to-end training process and improve the scalabil-
ity of the proposed methodology. Moreover, this work focuses on adapting an adversarial attack method
into a triggerless clean-label data poison attack method. In the future, we will evaluate the current defense

strategies against such an attack.
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| O @; €C BY-NC-SA: Creative Commons Attribution-Noncommercial-ShareAlike
) AT This license allows reusers to distribute, remix, adapt, and build upon the material in any medium or format for noncommercial purposes only, and only so long as

attribution is given to the creator. If you remix, adapt, or build upon the material, you must license the modified material under identical terms.
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Figure 30. ArXiv License Information from https://arxiv.org/help/license
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