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1
ADAPTIVE LOCATION DATA BUFFERING
FOR LOCATION-AWARE APPLICATIONS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a Continuation of currently pending
International Application No. PCT/2009/059985, filed Oct.
8, 2009, herein incorporated by reference, which claims pri-
ority to U.S. Provisional Patent Application No. 61/103,767,
filed Oct. 8, 2008, which is herein incorporated by reference.

STATEMENT OF GOVERNMENT INTEREST

This invention was made with Government support under
Grant No. FDOT-BD-549, RPWO#35, NCTR-77709-00
awarded by the Florida Department of Transportation. The
Government has certain rights in the invention.

FIELD OF INVENTION

This invention relates to wireless communication devices
and, in particular, improving reliability of location data trans-
mitted by location-aware applications.

BACKGROUND

Location-Aware applications are built on the knowledge of
a mobile device’s current geographic position as well as the
knowledge of geographic positions of other users, places, or
things. Mobile devices often recalculate their position very
frequently, up to multiple times in a single second in some
systems. Using positioning systems such as Global Position-
ing Systems (GPS) to frequently recalculate the position of
the mobile device costs energy. Additionally, transferring that
updated location data from the device to a server or another
device through wireless communications also costs energy.
Therefore, even though it is desirable to frequently update the
system (including mobiles devices and servers) with the
knowledge of the position of the device, there is a significant
resource cost involved in both the position calculation and
wireless transfer of data.

To save device resources, including power, during repeated
transmissions of position data, “unreliable” or “connection-
less” protocols such as User Datagram Protocol (UDP) can be
used. UDP does not verify the receipt of data packets or the
order in which they are received, whereas “reliable” or con-
nection-oriented protocols, such as Transmission Control
Protocol (TCP), do. However, UDP also avoids the extra
transmission overhead that TCP requires in order to acknowl-
edge the receipt of packets and request the re-submission of
packets that were lost or corrupted. Therefore, UDP costs less
energy per location data packet transferred than TCP and,
therefore, is preferred when repeatedly transferring location
data from (and to) a mobile device. Additionally, the entity
(e.g. server or mobile device) receiving the data is not under
as much of a strain because it does not have to acknowledge
the receipt of each packet.

However, because UDP is unreliable, the receipt of loca-
tion data by the receiving party is not guaranteed. In wireless
systems that are highly likely to have lost or corrupted data
packets, as well as a mobile device such as a mobile phone
that may prevent the transfer or reception of data at certain
times (i.e. during an active phone call, lack of cell phone
signal), a large amount of data may be lost if the ordinary
UDRP protocol is used. Also, significant device battery life is
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2

unnecessarily wasted when transmitting via UDP if the other
entity is not receiving the information.

SUMMARY

The present invention includes an adaptive location data
buffering method for location-aware applications, such as
those running on GPS-enabled mobile phones. It uses a two-
layer protocol approach: an unreliable, connection-less pro-
tocol, such as UDP, is utilized to transport frequently calcu-
lated (e.g. real-time) location data from one entity (e.g.
mobile phone, PDA, server) to another (e.g. mobile phone,
PDA, server), while a reliable, connection-oriented protocol,
such as TCP, is utilized to determine the current quality of
service for the unreliable protocol transmissions.

The adaptive location data buffering method transmits data
via an unreliable protocol (e.g. UDP). A copy of this data is
also stored for a period of time. Then, the method transmits
via a reliable protocol (e.g. TCP) and awaits a response from
the receiving device (e.g. a server or other mobile device). If
no response is received, the data is buffered for a period of
time until a transmission via reliable protocol is tried again
and succeeds. Once a successful transmission via a reliable
protocol is achieved, all of the buffered data is sent via an
unreliable protocol and the buffer is cleared.

BRIEF DESCRIPTION OF THE DRAWINGS

For a fuller understanding of the invention, reference
should be made to the following detailed description, taken in
connection with the accompanying drawings, in which:

FIG. 11is a flowchart of the adaptive location data buffering
method using only an unreliable protocol in accordance with
an embodiment of the present invention.

FIG. 2A is a flowchart of the adaptive location data buff-
ering method using both an unreliable protocol and a reliable
protocol in accordance with an embodiment of the present
invention.

FIG. 2B is a flowchart of the adaptive location data buft-
ering method using both an unreliable protocol and a reliable
protocol and buffering a reduced amount of location data
compared to the embodiment shown in FIG. 2A in accor-
dance with an embodiment of the present invention.

FIG. 2C is a example timeline showing the transmissions
sent via reliable and unreliable protocols between a transmit-
ting device and a receiving device using the embodiment of
the adaptive location data buffering method illustrated in FI1G.
2B.

FIG. 3A is a flowchart of the adaptive location data buff-
ering method without a buffering mechanism in accordance
with an embodiment of the present invention.

FIG. 3B is a flowchart of an alternative version of the
adaptive location data buffering method without a buffering
mechanism in accordance with an embodiment of the present
invention.

FIG. 4 is a flowchart of showing a supplemental portion of
the adaptive location data buffering method used to filter
input to future iteration of the method in accordance with an
embodiment of the present invention.

FIG. 5 is a flowchart of the adaptive location data buffering
method implementing a use of the Critical Point Method in
accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

In the following detailed description of the preferred
embodiments, reference is made to the accompanying draw-



US 8,718,671 B2

3

ings, which form a part hereof, and within which are shown
by way of illustration specific embodiments by which the
invention may be practiced. It is to be understood that other
embodiments may be utilized and structural changes may be
made without departing from the scope of the invention.

The present invention includes an adaptive location data
buffering method for location-aware applications, such as
those running on GPS-enabled mobile phones. It uses a two-
layer protocol approach: an unreliable, connection-less pro-
tocol, such as UDP, is utilized to transport frequently calcu-
lated (e.g. real-time) location data from one entity (e.g.
mobile phone, PDA, server) to another (e.g. mobile phone,
PDA, server), while a reliable, connection-oriented protocol,
such as TCP, is utilized to determine the current quality of
service for the unreliable protocol transmissions.

Using a connectionless protocol, such as UDP, provides the
timeliness, efficiency, and scalability required for real-time
location-aware systems because no acknowledgements,
handshakes, or retransmissions occur. Utilizing a connection-
oriented protocol such as TCP allows the system to occasion-
ally check for quality of service issues (i.e. is location data
getting to the server?). If there is a temporary problem with
receiving transmission via an unreliable protocol, then the
mobile device can temporarily buffer the data until it is deter-
mined that a there is a strong probability that unreliable pro-
tocol transmissions will again be able to reach the server. This
maximizes the probability of unreliable protocol transmis-
sions being properly received by the receiver without the
heavy overhead of a reliable protocol. This method also pre-
vents the device from unnecessarily wasting battery energy
by transmitting packets via an unreliable protocol when they
are not being received by the receiving party. Herein, UDP
and TCP are used only as examples, any connectionless and
connection-oriented protocols, respectively, can be utilized
by this method.

In an embodiment, as shown in the flowchart in FIG. 1,
which illustrates the method from the perspective of an appli-
cation running on a mobile device, the method begins by
initializing a reliable protocol connection (operation 103).
The Generic Connection Framework may be used to create
and utilize reliable (and unreliable) connection(s). Then the
location data is received or obtained in operation 105. This
location data may be GPS data received from an on-board
GPS or a remote GPS system. However, GPS data is an
example, and any type of location data may be used. The
location data may also be calculated remotely, such as at the
server or at another mobile device, and then received by the
mobile device. Under normal conditions, an unreliable pro-
tocol is used to efficiently transfer data to a receiving device
(e.g. a server) (operation 115). The position calculation may
also be null if a position cannot currently be calculated.
Before eachunreliable protocol transmission, it is determined
whether the device is in a state where data transmissions are
possible (operation 110). For example, on a mobile phone,
device-side application programming interfaces (APIs) are
checked to assess the current level of cellular signal and
determine if a successful unreliable protocol transmission is
probable (e.g. whether there is an active phone call or no cell
signal). If not, the location data is buffered to either main
memory or persistent storage (e.g. MIDP RecordStore) (op-
eration 120). Once it is detected that unreliable protocol trans-
missions are likely to succeed again, the buffered data is then
sent via an unreliable protocol (e.g. UDP) and deleted on the
device (operation 115).

Occasionally, an end-to-end connection may be confirmed
to determine if a UDP transmission is likely to be received by
the receiving device.
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If the IP address of the device is publically addressable,
confirming an open end-to-end connection may be accom-
plished by having the receiving device occasionally send an
“alive” message via a single unreliable protocol (e.g. UDP)
packet to the mobile device. The mobile device will continue
to transmit data to the receiving device via an unreliable
protocol as long as it continues to receive the scheduled
“alive” messages from the receiving device. If an “alive”
message is not received at the expected interval, (e.g. the
phone is off-network, the user is on a voice call, the server is
down), then the method begins buffering location data until
the next “alive” message is received. When an “alive” mes-
sage is again received, all buffered data is sent to the receiving
device.

For security and capacity reasons, some cellular networks
do not allow mobile phones to be publically addressed via an
IP address. Therefore, a server-initiated unreliable protocol
(e.g. UDP) packet to the phone may not be possible, or may be
cost-prohibitive based on the carrier’s cost model. In these
situations, a reliable protocol (e.g. TCP) connection from the
mobile device to the server can occasionally be opened to
determine if there is a successful “alive” response from the
server. If there is no response (e.g. the mobile device is off-
network, the user is on a voice call, the server is down), then
location data is buffered until the next successful response via
the reliable protocol. Upon the next successful response, all
buffered location data is sent via the unreliable protocol. This
is illustrated in the flowchart in FIG. 2A.

In this embodiment, a copy of all data sent via the unreli-
able protocol is kept on the device in case the next transmis-
sion sent via reliable protocol fails, in which case the buffered
data would be resent to the server upon the success of a
reliable protocol transmission. As shown in FIG. 2A, the
method begins by receiving location data (operation 205). It is
then determined whether the device is in a state where data
transmissions are possible (operation 210). If transmissions
are not possible, the location data is buffered to memory
(operation 220). If transmission are possible, it is then deter-
mined if a certain number of location data packets have been
buffered to memory and if the most recent reliable transmis-
sions failed (operation 230). If the number of buffered loca-
tion data packets is too small (e.g.
unreliable_transmission_counter<threshold) or if the most
recent reliable transmission was successful (e.g. reliable-
_transmission_failure=0), then the current location data is
transmitted via an unreliable protocol (operation 235) and a
copy of the current location data is also buffered to memory

(operation 220).
Once a threshold number of location data packets have
been buffered to memory (e.g.

unreliable_transmission_counter=threshold) or if the most
recent reliable transmission failed (e.g. reliable_transmis-
sion_failure>0), then it is determined whether a reliable pro-
tocol transmission should be attempted (operation 240). This
determination may be based on the time elapsed since the last
reliable protocol transmission or the statistics based on the
success rate of the last N number of reliable protocol trans-
missions.

Ifitis determined that a reliable protocol transmission will
not likely be successful, then a copy of the current location
data is buffered to memory (operation 220). If a reliable
protocol transmission will likely be successful, then the cur-
rent location data is transmitted via a reliable protocol (e.g.
TCP) (operation 245). It is then determined whether the reli-
able protocol transmission was acknowledged by the receiv-
ing device (operation 250). If the reliable protocol transmis-
sion was not acknowledged, then the method tracks the
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number of failed reliable protocol transmissions (operation
255) and buffers a copy of the location data to memory (op-
eration 220). If an acknowledgement is received, then it is
determined if one or more of the consecutive previous reliable
protocol transmissions failed (i.e. reliable_transmission_fail-
ure>0) (operation 260). If the prior reliable protocol trans-
mission was successful, then the buffered data is deleted from
memory (operation 270). However, if it was not, then all of the
buffered data is transmitted via an unreliable protocol (opera-
tion 265) before it is deleted from memory (operation 270).

If storage space is limited on a device (e.g. a cell phone),
data buffering may be limited to a certain number of location
data packets. In the embodiment illustrated in the flowchart in
FIG. 2B, data is only buffered to memory after a failure of a
reliable protocol transmission. In this manner, if the reliable
protocol transmission fails, then the next group of data that
would have to have been transmitted by the unreliable proto-
col will be buffered to avoid losing it in transit to the receiving
device. However, unlike the embodiment shown in FIG. 2A,
it is assumed that any data already transmitted via the unre-
liable protocol (prior to the failure of the reliable protocol
transmission) is lost and will not be-retransmitted because a
copy of that data was not saved on the device. When the next
reliable transmission succeeds, then all buffered data is sent
the receiving device via the unreliable protocol. If on-board
memory becomes full during the buffering process, then older
location data in the buffer can be overwritten or the newest
location data can be discarded, depending on the preference
of the application.

As shown in FIG. 2B, this embodiment is similar to the
embodiment shown in FIG. 2A except that once a location
data packet is transmitted via an unreliable protocol in opera-
tion 235, the method begins a new iteration at operation 205.
A copy of location data packet is not buffered to memory
(operation 220), as it is done in the embodiment shown in
FIG. 2A.

A timeline illustrating an example execution of the
embodiment shown in FIG. 2B is shown in FIG. 2C. As shown
in FIG. 2C, if a reliable protocol transmission fails, then all
future transmissions that would have occurred via the unre-
liable protocol are buffered until the next successful reliable
protocol transmission. Upon the next successful reliable pro-
tocol transmission, all buffered data is sent to the receiving
device using the unreliable protocol. Failures of transmis-
sions via the unreliable protocol do not affect the method,
because failed transmission via unreliable protocol are
unknown at the mobile device. Therefore, the mobile device
is improving the probability that the majority of data will
arrive at the receiving device by occasionally “prodding” the
receiving device to see if it is receiving data.

If there is very limited or no on-board memory accessible
to the application for data storage (e.g. wireless sensor net-
work), data buffering can be removed from the method com-
pletely, as illustrated in the embodiment shown in the flow-
chart in FIG. 3A. In this embodiment, no data is buffered to
memory. Occasionally, a location data packet is transmitted
via a reliable protocol, so the mobile device will be aware of
whether or not the receiving device is receiving the informa-
tion.

As shown in FIG. 3A, the method begins by receiving
location data (operation 305). It is then determined whether
the device is in a state where data transmissions are possible
(operation 310). Once transmissions are possible, it is deter-
mined whether a certain number of location data packets have
been transmitted via an unreliable protocol since the last
reliable transmission was acknowledged (operation 330). If
the number of location data packets transmitted via an unre-
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liable protocol is too small, then the current location data is
transmitted via an unreliable protocol (operation 335).

Once a threshold number of location data packets have
been transmitted via unreliable protocol, then it is determined
whether a reliable protocol transmission should be attempted
(operation 340). This determination may be based on the time
elapsed since the last reliable protocol transmission or the
statistics based on the success rate of the last N number of
reliable protocol transmissions. If it is determined that a reli-
able protocol transmission will not likely be successful, then
the method begins a new iteration. If a reliable protocol trans-
mission will likely be successtful, then the current location
data is transmitted via a reliable protocol (e.g. TCP) (opera-
tion 345). It is then determined whether the reliable protocol
transmission was acknowledged by the receiving device (op-
eration 350). If the reliable protocol transmission was not
acknowledged, then the method tracks the number of failed
reliable protocol transmissions (operation 355). If an
acknowledgement is received, then the counters used to track
the number of unreliable protocol transmissions and the num-
ber of failed reliable protocol transmissions are reset (opera-
tion 370) and the method begins a new iteration.

Alternatively, the above embodiment may be adjusted to
not transmit any location data if the reliable protocol trans-
mission fails. This would allow the device to save battery
energy by not transmitting until it is determined, by a suc-
cessful reliable protocol transmission, that the communica-
tion via unreliable transmission would likely succeed. As
show in FIG. 3B, the method mirrors the embodiment shown
in FIG. 3A, except that an additional decision must be made
(in operation 333) following a determination that the number
of transmissions sent via an unreliable protocol are less than
a given threshold (operation 330). In operation 333, it is
determined if the most recent reliable transmission failed
(e.g. reliable_transmission_failure>0). If not (i.e. the most
recent reliable transmission was successful), then the method
proceeds to operation 335 (as in FIG. 3A) and transmits the
current location data packet via an unreliable protocol. How-
ever, if the most recent reliable transmission failed, then
operation 335 is skipped and the method begins a new itera-
tion.

Other methods such as the Critical Point Method (de-
scribed in U.S. patent application Ser. No. 12/196,673, herein
incorporated by reference), can be used to filter the type of
location data that is input into iterations of the current
method. The Critical Point Method uses the change in direc-
tion between sequential location data points and the user’s
speed to filter non-critical location points from a set of loca-
tion data points so that only the critical points, which repre-
sent the user’s path, remain.

Confirmation or “alive” messages from the server (or other
receiving device) to the mobile device can also be used to
increase system scalability by passing location data flow con-
trol instructions back to the mobile device (e.g. turn on Criti-
cal Point Algorithm) if the server becomes overwhelmed with
location data. As illustrated in FIG. 4, once the method has
completed an iteration (after operation 270 of FIGS. 2A and
2B or after operation 370 of FIGS. 3A and 3B), the method
determines if the server has sent instructions to send all future
data or just critical points (operation 480). Accordingly, either
all location data packets (operation 485) or only location data
packets representing critical points (operation 490) are
passed as input into the current method (at operation 205 of
FIGS. 2A and 2B or operation 305 of FIGS. 3A and 3B). The
control portion of this module is implemented on the server.

This allows the device receiving the location data (e.g.
server or mobile device) to provide some level of service to
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the transmitting device while avoiding or preventing the
receiving device from being overwhelmed by location data.
When the receiving device has additional resources to begin
receiving all location data again, it can transmit an instruction
back to the sending device and the sending device will begin
transmitting all location data (i.e. not just critical points)
again.

The Critical Point Method, or similar method, may also be
used to determine whether a reliable or an unreliable protocol
will be used to send each location data packet. As shown in
FIG. 5, after receiving location data (in operation 505), the
method determines if the device is in a state where data
transmissions are possible (operation 510). If transmissions
are not possible, the location data is buffered to memory
(operation 520). If transmissions are possible, it is then deter-
mined whether the location data represents a critical point
(operation 530). If the location data does not represent a
critical point, then the current location data is transmitted via
an unreliable protocol (operation 535) and a copy of the
current location data is also buffered to memory (operation
520).

Once a critical point is passed into the method, then the
current location data representing the critical point is trans-
mitted via a reliable protocol (e.g. TCP) (operation 545). It is
then determined whether the reliable protocol transmission
was acknowledged by the receiving device (operation 550). If
the reliable protocol transmission was not acknowledged,
then the method tracks the number of failed reliable protocol
transmissions (operation 555) and buffers a copy of the loca-
tion data to memory (operation 520). If an acknowledgement
was received, then it is determined if one or more of the
consecutive previous reliable protocol transmissions failed
(i.e. reliable_transmission_failure>0) (operation 560). If the
prior reliable protocol transmission was successful, then the
buffered data is deleted from memory (operation 570). How-
ever, if it was not, then all of the buffered data is transmitted
via an unreliable protocol (operation 565) before it is deleted
from memory (operation 570).

It will be seen that the advantages set forth above, and those
made apparent from the foregoing description, are efficiently
attained and since certain changes may be made in the above
construction without departing from the scope of the inven-
tion, it is intended that all matters contained in the foregoing
description or shown in the accompanying drawings shall be
interpreted as illustrative and not in a limiting sense.

It is also to be understood that the following claims are
intended to cover all of the generic and specific features of the
invention herein described, and all statements of the scope of
the invention which, as a matter of language, might be said to
fall there between.

What is claimed is:

1. A method of buffering location data on a mobile device
having a memory storage and access to its location data, the
method comprising:

receiving current location data;

determining whether the mobile device is in a state where

data transmissions are possible;

buffering the current location data to the memory storage,

responsive to the mobile device being in a state where
data transmissions are not possible; and

transmitting the current location data and any buffered

location data via an unreliable protocol, responsive to
the mobile device being in a state where data transmis-
sions are possible.

2. The method of claim 1, wherein the location data is GPS
data.
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3. The method of claim 2, wherein the GPS data is received
from an on-board GPS system.

4. The method of claim 2, wherein the GPS data is received
from a remote GPS system.

5. The method of claim 1, wherein determining whether the
device is in a state where data transmissions are possible
comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

6. The method of claim 1, wherein determining whether the
device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

7. The method of claim 1, further comprising:

deleting any buffered location data from the memory stor-

age after it is transmitted.

8. The method of claim 1, wherein determining whether the
device is in a state where data transmissions are possible
comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.

9. A method of buffering location data on a mobile device
having a memory storage and access to its location data, the
method comprising:

receiving current location data;

determining whether the mobile device is in a state where

data transmissions are possible;

buffering the current location data to the memory storage,

responsive to the mobile device being in a state where
data transmissions are not possible;

determining the number of location data packets that have

been buffered to the memory storage, responsive to the
mobile device being in a state where data transmissions
are possible;

determining whether the most recent reliable transmissions

failed, responsive to the mobile device being in a state
where data transmissions are possible;
transmitting the current location data via an unreliable
protocol, responsive to the number of buffered location
data being less than a predetermined amount or to most
recent reliable transmission being successful;

determining if a reliable protocol transmission should be
attempted, responsive to the number of buffered location
data packets not being less than the predetermined
amount or to the most recent reliable transmission being
unsuccessful;

buffering the current location data to the memory storage,

responsive to the determination that the reliable protocol
transmission should not be attempted;
transmitting the current location data via the reliable pro-
tocol, responsive to the determination that the reliable
protocol transmission should be attempted;

determining whether the reliable protocol transmission
was acknowledged, responsive to transmission of the
current location data via the reliable protocol;

buffering a copy of the current location data to the memory
storage, responsive to the reliable protocol transmission
not being acknowledged;

determining if one or more of the consecutive previous

reliable protocol transmissions failed, responsive to the
reliable protocol transmission being acknowledged; and
transmitting all of the buffered location data via the unre-
liable protocol, responsive to the failure of one or more
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of the consecutive previous reliable protocol transmis-
sions and to the reliable protocol transmission being
acknowledged.

10. The method of claim 9, further comprising:

deleting all of the buffered location data from the memory

storage.

11. The method of claim 9, further comprising:

buffering the current location data to the memory storage,

responsive to the number of buffered location data being
less than a predetermined amount or to most recent
reliable transmission being successful.

12. The method of claim 9, wherein the determination of
whether the reliable protocol transmission should be
attempted is based on the time elapsed since the last reliable
protocol transmission.

13. The method of claim 9, wherein the determination of
whether the reliable protocol transmission should be
attempted is based on the success rate of the last N number of
reliable protocol transmissions.

14. The method of claim 9, wherein the location data is
GPS data.

15. The method of claim 14, wherein the GPS data is
received from an on-board GPS system.

16. The method of claim 14, wherein the GPS data is
received from a remote GPS system.

17. The method of claim 9, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

18. The method of claim 9, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

19. The method of claim 9, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.

20. A method of transmitting location data on a mobile
device having access to its location data, the method compris-
ing:

receiving current location data;

determining whether the mobile device is in a state where

data transmissions are possible;
determining whether the number of unreliable transmis-
sions of location data attempted since the last reliable
transmission was acknowledged is greater than a prede-
termined threshold, responsive to the mobile device
being in a state were data transmissions are possible;

transmitting the current location data via an unreliable
protocol, responsive to the number of unreliable trans-
missions of location data attempted since the last reli-
able transmission was acknowledged not being greater
than the predetermined threshold;

performing the following operations responsive to the

number of unreliable transmissions of location data
attempted since the last reliable transmission was
acknowledged being greater than the predetermined
threshold:

determining whether a reliable protocol transmission

should be attempted;
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transmitting the current location data via the reliable pro-
tocol, responsive to a determination that the reliable
protocol transmission should be attempted;

determining whether the reliable protocol transmission
was acknowledged, responsive to transmission of the
current location data via the reliable protocol;

resetting the number of unreliable protocol transmissions

attempted and the number of failed reliable protocol
transmissions attempted, responsive to the reliable pro-
tocol transmission being acknowledged; and

tracking the number of failed reliable protocol transmis-

sions, responsive to the reliable protocol transmission
not being acknowledged.

21. The method of claim 20, wherein the determination of
whether the reliable protocol transmission should be
attempted is based on the time elapsed since the last reliable
protocol transmission.

22. The method of claim 20, wherein the determination of
whether the reliable protocol transmission should be
attempted is based on the success rate of the last N number of
reliable protocol transmissions.

23. The method of claim 20, further comprising:

determining if the most recent reliable transmission was

successful, responsive to the number of unreliable trans-
missions of location data attempted since the last reli-
able transmission was acknowledged not being greater
than the predetermined threshold; and

transmitting the current location data via an unreliable

protocol, responsive to the number of unreliable trans-
missions of location data attempted since the last reli-
able transmission was acknowledged not being greater
than the predetermined threshold and a determination
that the most recent reliable transmission was success-
ful.

24. The method of claim 20, wherein the determination of
whether the reliable protocol transmission should be
attempted is based on the time elapsed since the last reliable
protocol transmission.

25. The method of claim 20, wherein the determination of
whether the reliable protocol transmission should be
attempted is based on the success rate of the last N number of
reliable protocol transmissions.

26. The method of claim 20, wherein the location data is
GPS data.

27. The method of claim 26, wherein the GPS data is
received from an on-board GPS system.

28. The method of claim 26, wherein the GPS data is
received from a remote GPS system.

29. The method of claim 20, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

30. The method of claim 20, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

31. The method of claim 20, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.
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32. A method of buffering location data on a mobile device
having a memory storage and access to its location data, the
method comprising:

receiving current location data;

determining whether the mobile device is in a state where

data transmissions are possible;

buffering the current location data to the memory storage,

responsive to the mobile device being in a state where
data transmissions are not possible;

determining if the current location data is a critical point,

responsive to the mobile device being in a state where
data transmissions are possible;

transmitting the current location data via an unreliable

protocol, responsive to the current location data not
being a critical point;

transmitting the current location data via a reliable proto-

col, responsive to the current location data being a criti-
cal point;
determining whether the reliable protocol transmission
was acknowledged, responsive to transmission of the
current location data via the reliable protocol;

buffering a copy of the current location data to memory,
responsive to the reliable protocol transmission not
being acknowledged;

determining if a consecutive previous reliable protocol

transmission failed, responsive to the reliable protocol
transmission being acknowledged; and

transmitting all of the buffered location data via the unre-

liable protocol, responsive to the failure of the consecu-
tive previous reliable protocol transmission and to the
reliable protocol transmission being acknowledged.

33. The method of claim 32, further comprising:

deleting all of the buffered location data from the memory

storage.

34. The method of claim 32, wherein the location data is
GPS data.

35. The method of claim 34, wherein the GPS data is
received from an on-board GPS system.

36. The method of claim 34, wherein the GPS data is
received from a remote GPS system.

37. The method of claim 32, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

38. The method of claim 32, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

39. The method of claim 32, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.

40. A mobile device having access to its location data and
adapted to buffer location data, the mobile device comprising:

a processor; and

a memory storage including instructions that cause the

mobile device to perform:

receiving current location data;

determining whether the mobile device is in a state
where data transmissions are possible;
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buffering the current location data to the memory stor-
age, responsive to the mobile device being in a state
where data transmissions are not possible; and

transmitting the current location data and any buffered
location data via an unreliable protocol, responsive to
the mobile device being in a state where data trans-
missions are possible.

41. The mobile device of claim 40, wherein the location
data is GPS data.

42. The mobile device of claim 40, wherein the GPS data is
received from an on-board GPS system.

43. The mobile device of claim 40, wherein the GPS data is
received from a remote GPS system.

44. The mobile device of claim 39, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

45. The method of claim 39, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

46. The mobile device of claim 39, wherein the memory
storage further includes instructions that cause the mobile
device to perform:

deleting any buffered location data from the memory stor-

age after it is transmitted.

47. The mobile device of claim 39, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.

48. A mobile device having access to its location data and
adapted to buffer location data, the mobile device comprising:

a processor; and

a memory storage including instructions that cause the

mobile device to perform:

receiving current location data;

determining whether the mobile device is in a state
where data transmissions are possible;

buffering the current location data to the memory stor-
age, responsive to the mobile device being in a state
where data transmissions are not possible;

determining the number of location data packets that
have been buffered to the memory storage, responsive
to the mobile device being in a state where data trans-
missions are possible;

determining whether the most recent reliable transmis-
sions failed, responsive to the mobile device being in
a state where data transmissions are possible;

transmitting the current location data via an unreliable
protocol, responsive to the number of buffered loca-
tion data being less than a predetermined amount or to
most recent reliable transmission being successful;

determining if a reliable protocol transmission should be
attempted, responsive to the number of buffered loca-
tion data packets not being less than the predeter-
mined amount or to the most recent reliable transmis-
sion being unsuccessful;

buffering the current location data to the memory stor-
age, responsive to the determination that the reliable
protocol transmission should not be attempted;
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transmitting the current location data via the reliable
protocol, responsive to the determination that the reli-
able protocol transmission should be attempted;

determining whether the reliable protocol transmission
was acknowledged, responsive to transmission of the
current location data via the reliable protocol;

buffering a copy of the current location data to the
memory storage, responsive to the reliable protocol
transmission not being acknowledged;

determining if one or more of the consecutive previous
reliable protocol transmissions failed, responsive to
the reliable protocol transmission being acknowl-
edged; and

transmitting all of the buffered location data via the
unreliable protocol, responsive to the failure of one or
more of the consecutive previous reliable protocol
transmissions and to the reliable protocol transmis-
sion being acknowledged.

49. The mobile device of claim 48, wherein the memory
storage further includes instructions that cause the mobile
device to perform:

deleting all of the buffered location data from the memory

storage.

50. The mobile device of claim 48, wherein the memory
storage further includes instructions that cause the mobile
device to perform:

buffering the current location data to the memory storage,

responsive to the number of buffered location data being
less than a predetermined amount or to most recent
reliable transmission being successful.

51. The mobile device of claim 48, wherein the determi-
nation of whether the reliable protocol transmission should be
attempted is based on the time elapsed since the last reliable
protocol transmission.

52. The mobile device of claim 48, wherein the determi-
nation of whether the reliable protocol transmission should be
attempted is based on the success rate of the last N number of
reliable protocol transmissions.

53. The mobile device of claim 48, wherein the location
data is GPS data.

54. The mobile device of claim 53, wherein the GPS data is
received from an on-board GPS system.

55. The mobile device of claim 53, wherein the GPS data is
received from a remote GPS system.

56. The mobile device of claim 48, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

57. The method of claim 48, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

58. The mobile device of claim 48, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.

59. A mobile device having access to its location data and
adapted to transmit location data, the mobile device compris-
ing:

a processor; and

a memory storage including instructions that cause the

mobile device to perform:
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receiving current location data;
determining whether the mobile device is in a state
where data transmissions are possible;
determining whether the number of unreliable transmis-
sions of location data attempted since the last reliable
transmission was acknowledged is greater than a pre-
determined threshold, responsive to the mobile device
being in a state were data transmissions are possible;
transmitting the current location data via an unreliable
protocol, responsive to the number of unreliable
transmissions of location data attempted since the last
reliable transmission was acknowledged not being
greater than the predetermined threshold;
performing the following operations responsive to the
number of unreliable transmissions of location data
attempted since the last reliable transmission was
acknowledged being greater than the predetermined
threshold:
determining whether a reliable protocol transmission
should be attempted;
transmitting the current location data via the reliable
protocol, responsive to a determination that the
reliable protocol transmission should be attempted;
determining whether the reliable protocol transmis-
sion was acknowledged, responsive to transmis-
sion of the current location data via the reliable
protocol;
resetting the number of unreliable protocol transmis-
sions attempted and the number of failed reliable
protocol transmissions attempted, responsive to the
reliable protocol transmission being acknowl-
edged; and
tracking the number of failed reliable protocol trans-
missions, responsive to the reliable protocol trans-
mission not being acknowledged.

60. The mobile device of claim 59, wherein the determi-
nation of whether the reliable protocol transmission should be
attempted is based on the time elapsed since the last reliable
protocol transmission.

61. The mobile device of claim 59, wherein the determi-
nation of whether the reliable protocol transmission should be
attempted is based on the success rate of the last N number of
reliable protocol transmissions.

62. The mobile device of claim 59, wherein the memory
storage further includes instructions that cause the mobile
device to perform:

determining if the most recent reliable transmission was

successful, responsive to the number of unreliable trans-
missions of location data attempted since the last reli-
able transmission was acknowledged not being greater
than the predetermined threshold; and

transmitting the current location data via an unreliable

protocol, responsive to the number of unreliable trans-
missions of location data attempted since the last reli-
able transmission was acknowledged not being greater
than the predetermined threshold and a determination
that the most recent reliable transmission was success-
ful.

63. The mobile device of claim 59, wherein the determi-
nation of whether the reliable protocol transmission should be
attempted is based on the time elapsed since the last reliable
protocol transmission.

64. The mobile device of claim 59, wherein the determi-
nation of whether the reliable protocol transmission should be
attempted is based on the success rate of the last N number of
reliable protocol transmissions.
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65. The mobile device of claim 59, wherein the location
data is GPS data.

66. The mobile device of claim 65, wherein the GPS data is
received from an on-board GPS system.

67. The mobile device of claim 65, wherein the GPS data is
received from a remote GPS system.

68. The mobile device of claim 59, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

69. The method of claim 59, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

70. The mobile device of claim 59, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.

71. A mobile device having access to its location data and
adapted to buffer location data, the mobile device comprising:

a processor; and

a memory storage including instructions that cause the

mobile device to perform:

receiving current location data;

determining whether the mobile device is in a state
where data transmissions are possible;

buffering the current location data to the memory stor-
age, responsive to the mobile device being in a state
where data transmissions are not possible;

determining if the current location data is a critical point,
responsive to the mobile device being in a state where
data transmissions are possible;

transmitting the current location data via an unreliable
protocol, responsive to the current location data not
being a critical point;

transmitting the current location data via a reliable pro-
tocol, responsive to the current location data being a
critical point;
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determining whether the reliable protocol transmission
was acknowledged, responsive to transmission of the
current location data via the reliable protocol;

buffering a copy of the current location data to memory,
responsive to the reliable protocol transmission not
being acknowledged;

determining if a consecutive previous reliable protocol
transmission failed, responsive to the reliable proto-
col transmission being acknowledged; and

transmitting all of the buffered location data via the
unreliable protocol, responsive to the failure of the
consecutive previous reliable protocol transmission
and to the reliable protocol transmission being
acknowledged.

72. The mobile device of claim 71, wherein the memory
storage further includes instructions that cause the mobile
device to perform:

deleting all of the buffered location data from the memory

storage.

73. The mobile device of claim 71, wherein the location
data is GPS data.

74. The mobile device of claim 73, wherein the GPS data is
received from an on-board GPS system.

75. The mobile device of claim 73, wherein the GPS data is
received from a remote GPS system.

76. The mobile device of claim 71, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

checking device-side application programming interfaces

to assess a current level of cellular signal; and
determining if a successful unreliable protocol transmis-
sion is possible based on the level of the cellular signal.

77. The method of claim 71, wherein determining whether
the device is in a state where data transmissions are possible
comprises:

determining if the mobile device is being used for a voice

call that interferes with data service.

78. The mobile device of claim 71, wherein determining
whether the device is in a state where data transmissions are
possible comprises:

receiving a plurality of scheduled alive messages from a

receiving device via the unreliable protocol.
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